IOS XETFNA1 ADEXRIDHD AT TANTD
IF¥ICDODWVWT

2E

QLo
B
=
FRIB I R—Fb
B
BENT77O0—F
JI—ZX1: 8%
I—X2: 4l i
7 I —X3: HEk
EFBINZR
AEEEHCEREE
BAR—LRETHEVBREAF Y
ZETRBRVERFEOES
X EBE#% O SyslogD B
Z—bT v TEDsyslogD f
FEFITFTE—R
REQOtF21UT 1 F— ROHER

+XIYUFTAE—ROQOEE
FEtF*I1F7E—ROBIE
EXITFTE—ROEME
X ITE—REBEVCITRDLLHOOEH
RETHRVERTFQEA
FtEFIT7E—RAOEBHBIT
TNA A&
EHAITZERLTRVRTFORE
— RN B2 THEVEREDEES

BETRWIT 7 A )L 8%

ZE&THREVWLHT—SNMPZ’'ORTIL
LL<FESNZEH (FAQ)
BEER

FL®IC

O RFIXNTIE, Secure-by-default& Secure-by-designic ES3KETXTHIOHZ AT T A
RZOFFYICRITBAOAOT7O0—FICOVWTHALET,



AR SR
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CORFIXNIBENDEHREHY EFBAN, CiscolOS®XEY 7 MV I 7 OEARNZAEE
EBEICKIEET,

FATAIR—FU N

CORFIXZNDOEHIE, CiscolOS XE 1718 2NV 7 NIV ITZRTTEDRINTOT
NAACERAENET, ChlllE, CiscolOSXEL—&, A4 Y F, BRVWLCHFEENET,

CORFIXY NOERE, BEOSRBECHZT/NARACEIVTERENEEDOTT,
ODREFIXYNTHEATZTINTOFNA ARG, YUFE (F7H)LN ) BRTHEEBBLT
WET. ABREFOXY RNT—9 TR, Y RICE2TRIDTHMEN 52 HB% 5D
LT<EE L,

BH1=R

JAANEER, PAAOXRY RND)—F U IJHRBICRNITHIHAEBZZ (THEBREZKEICRES L,
REBTTAIRRKRE, Z2THRVLAS—TIV /O —EHEEDHIR, BLRORREFIUT
1DBILICK>2T, EF21VT1ORBEERPRICHNZZZETT,

ZYRND—=DtEF1VTARAFYZRETDLEOHOATIOT Y AICETHEHMICOVWTR

. TResilient Infrastructures RF 1 X2 M & FCisco 10S XE Software Hardening Guides %288
LTLKEEY, EEL, CORFIXIATR, ChsOEELZEFIVT 1 EEZERENICE
HUERRELTHELUDENMNAGAEEZRBERICEICERZHETTVET,

BRENT770O0—F

KEZZT2AEEEHSL, EEREFIVFARANTSIOTARAERAITZERARKIC, &
EEOBILEEXERDRICHZAZ S, DAOREBEN AT 7O0—F2HAL T, 2£THL
B ORI EHIBRLTVWET, RE2THEVREN7I—X, #eEF-E7O0RILICE
BTHBDEICFRELTLKEEZY, HHMEERFESET7I—XICEY ., BIOKEERHR7 T —XI(C
AWET,


https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure.html
https://sec.cloudapps.cisco.com/security/center/resources/IOS_XE_hardening

ZETRVEIEMEZRETSE, -SRI CLITESZZTRMYERT, AI0ERRE. &F
B KN REBATIAVAOBITEFTETEDRSIC, COULERETHRVEREICKH T2 EH
ZEHBDCETT, YAOATR, ZETBVESXAYE—DJLREESICHATEI e Zmm<iE
RBLET, BEJI-ATRETHEVRENMNIA—ETNB BB, ZT2TRVE—RAY
BICRDEEHFTEA

Cisco I0S XE/N—2 317,182 . RETHAVHMAEICHL TBE7 I —X2HBALLBRAOY 7
NDIF7VIJ—ATY,
7 1—X2: #IREE

ZETRVEEBHEFIT 7 AL NTEMNCEZ>THY, BMCTSICEBARNEI—YTIOD
AVUNMBETT (ZETHRVE—ROEAILKY) ), BIFORBEEIZEHEMELETTH. FR
AVAN=ILTRE, CNhSOZELTHRUVREZERWICEVICTZIMLEN HVET, CiscolOS
XEZZYRT72—LD—EBOMEEEICIE, FIR7 I —AERETERVIEICEEBELTLEEZL,
HRT7 T—XTlE,

ZOROBBROFIC, W<KOADU—RIBETIBEERRTHLEFTT.

Cisco IOS XE/N—2 3226111k, T2 THRVKEEEICHR7 I —XZ2EALEREINOY I RNI T
FIJ)—ATT,

7 I —X3: HIK

HOVERETHRVBEBEEETEEICHIBRENE T, HEZHIBRIZIRXAIDTE. - NOFELE
AMCEP2TERBYET, HEZEFE. SNMPV2EEDLELSEFEAT TV AR, bEVY) —KRHIC
FEATATVEVEERY) ERENICELEENET,

Cisco IOS XENN—2 3226211, B2 THRVHEEDHIR I —XZEALELHEANOY I RDI
FUU—RATT,

FHAOANR

ChsDIOXRYVREF, BRADEVAVTZARNTIF Y Z2RELTVREFRICHEEICERT



¥, chSOIONVRE, CORFIXY 2B ZBUTSREATVET,

« show system insecure configuration ( EL Y > R)

- ZOOXR VKRB, REEAEATVS, fIR7I—XIIHDLLTRVREZRTT
PEHICERAEhET, BEVI—AVHRII—AIHDRETHVERERRTE
hEtA, COONVRTER., XREAOZETHBEVREAT Y ORYEEHERTE O
FT( "RAN—ERLTRVREAFT Y, 023 THEULLEHEHR) .

+ show system security E— K

c ZOOAXRVRE, FNAAFEF1TE—RAFEFITE—RAZTRIEHELZED
ERHELET,

« show running-config all | include system mode insecure ( > AT AE— RAZLTHEVES
)

- ZOOXRVREFE, PATALAE—ROFEFITF—TV—RTIAINZVTENLE

TAV74F1L—232 (F7AILREEZEL ) ZRTLET, FHHEICODVTE
"tF1VFAE—ROEE, 0232 ZZRLUTEZL,
¢« DATLDEFXFIVTAZINXNTTAN

- CODANVRIEF, FEEFITEBREAF Y ZESICEITL,. show system
insecure configuraton®H HEZRRLET, hik, AF v+ 2AI—DOHRIN%Z
FLFIC, BEORICEZLETHRVIZIVTORNVEREZEH ITADICKIEET,

« show system insecure profile (BBRL 77 1))

- ZOOXRVREFE, TON—2320OV 7 RN IITTRETAEDICATLN RS
nTLVa, FIR7I—ANDELLTHVREZRRLET, Z7O77M1ILHOEZLTE
VWEBREDUAKNRE, EFXF1VTF A ORARNTTZIOT 1 AFENLEGETDICONTERH
ThET, ChiF, FNAMATHRERETIATVEZRLTHRVHEEZERRTZENDT
FHWEEBA, chiF, DATANBRELEIXNTOFHR7 I —ANDZELTHEVRE
NDEEZDIVANTT, INTORARNTSITAAICOVTR., "TFoo)Y—2R
1023 o TRELAMA Rl 2ZRLUTLSEEL,

ERBHEERSH

ZAI—ERETRVEREAF Y

CORFIXNTHRENTVWRLZETHRVRERETFIVIELEEBEXYE—DR. 24/X—0DOF
THEZFRIDZDAANN—ICETVTAT D 1—)lEnFET, TLTHRVRENfMSEETITE,
show system insecure configurationD H A S I<SICEFEATFREA. BEAF Y FRE300T1 D
LTEETSDEH, RRIODTDEENF HYET. BEEKIC. RETHRVREZEALTH,S, H
559 % %SYS-4-INSECURE_CONFIG syslogZ AT 2 £ TIC, BA2 OBEA H4ET D A
FHYET,

J1—%(&, show system insecure configuration AN > RZFERAL T, XROAF ¥ U HNFETEND
FTORYKHAZRRTEERY, XRAN—E, HOIOKAOEIZIVIRREAET, O
EOBIE, BEEEN1TThh, RE2TRVREICHRTIRDAF ¥ 8RR ICTONDZEZE



RUTVWET,

<{froot>

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update:

Pending in 8 min O sec <<<----------

Database State: Update Scheduled

<snip>

ROBNE, BIEDAF ¥ BRERELZENMMREETATVEVLEYD, R2TREVREZEMNTT
IVIIRHENBVWIEZRLTVERT,

<tfroot>

Device#

show system i nsecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update:

No pending updates <<<----------

Database State: Stable

<snip>

test system secure all AN RZ2FEATH &, BIRICBAF Y Z@ETcEEXxd, OOV R
Tk, BIFOBAF ¥ ZRET LT THEL, show system insecure configurationD i H €& RRE



hET, chix, AF VY234 I7—0HERYINEZZFLETIC. TEORICZETEVWTIZTOMFV
FREEEHITADICKRIEET,

ZE2THRVEENES
17182 TRELE 7 I —ANBAETKTHY, 1—HRFRDsyslogl X ZHFETEEXT,

%SYS-4-INSECURE_CONFIG: Module: <MODULE> - Command: <COMMAND> - Reason: <REASON> - Remediation: <REMEDI
%SYS-4-INSECURE_DYNAMIC_WARNING: Module: <MODULE> - Command: <COMMAND> - Reason: <REASON> - Remediation

RDESBEAXY =D RRENKT,

c EVI-)OAYE—TEERLETYK—% N (LOGGING, HTTP, LINE#AE )
« OV R BEXYE—JERNUH—ULEBEORE

« Reason : CORENFEFI1TELTTIZIFHSNhTLVSRER,
B1E . KVVEEBFECBITIDEHICHELREE

ChsngE YE—JR, FNAAOY—EAPHEBICHEEZEALTEA, COBNR. C0
&9&&%TKUmEL&E%HH\1 YA FHNICREEZRNTEDRDICTRHETT,

S

7 : Cisco I0S XE/N—2 3 226.1. 1L Tl&., INSECURE_DYNAMIC_WARNINGX ¥ =
—JREBET7I-ANDZETHVWEREZRL, INSECURE_CONFIGX Y £—2 ([F#IBR 7
I—ANZETHVWEREZRLET, show system insecure configuration® H 77 (Z (&
FR7 T—ADBRELFFRRENET,

chsnOJilk,. 7— MK, FERRETHREVREZBEALELBRLCRREND EIERLTL
2EV., Tl BEHNCTFNAALCLRTIBZDEETEETERT., CcnSOAYE—JEZDEX
OFMCOVWTR, "TMEEUATZARNTIF ¥CiscolOSXEFI1UFABEUT 7L
A1 2ZRLTLEEEL,

A% TE E % D Syslog O

chslk, FEX1T7HREZBEBALLERICKRTENDsyslogX Y E—2 0T, T2AX
—ERETRBRVREARAF Y, V23V THALELDKL, T2 TRVREZEALLER, C
NSOXYE—INRRENDETICRR2OM DD ENBDYET,


https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html

! Feature in the Warning phase:
*Jan 1 01:23:45.678: %SYS-4-INSECURE_DYNAMIC_WARNING: Module: HTTP - Command: ip http server - Reas

! Feature 1in the Restriction phase:
*Jan 1 01:23:45.678: %SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface Gigabit

T — KT Y 7 EDsyslogD i

T—RTPYTRICRRENZD AV E—JHZERICRLET, JATAIRELEZETEVERE
e, RDXY E—DHRRENET,

! Feature in the Warning phase:
INSECURE DYNAMIC WARNING - Module: HTTP, Command: ip http server , Reason: Legacy protocol poses da

! Feature in the Restriction phase:
SECURITY WARNING - Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No

FtEFITE—R

FEtF17E— R, CiscolOSXE/'N—2 32261 1BAETEAEThE L, EFI1T7E—NR
&, BEOZETHEVBAERKROBILENEIY RD—JEDOBOF v Y TZEBEHD-HICEF
HELET, FEFI1T7E-RREZEMIZE, SERERAFOFLF175HaEzsIEHieE £
ALABNS, EF1UT1VAVZBERILVLTEBRIIVBEDHDREZ T/ ZINHITEET
o R, IBHARKOT7AILNOTNAAZERTZHENIC, RETRVHBEOHEZEBEELT
EHELET, TE2TRVE-RTE, 7I—A3&YHIICEILEEhIBEZTLICHIBRT DY
R—METHEEAETT, EF17TEVE—ROBER, BEOPMZRNRICHAZAS
BEREEFITERFCEISKRYRND—JIEBITTRIETT,

ITHEEHAROT 7 AL NTHIHROBAEHRAAN—ILTRE., F7FINTEFITE—
RAREENTVETEEEFITIARATLAE—REL), 2FY, FNAATHIR7 I —AXNDIE
X IATHRREZI—SHFEATELRLBYET, 1R, SIR7I—XATLRL£THRVMEEL
ZT7ORINZEBERTSLEHIC, system mode insecure 7/ O—NILIA 74 F¥F1L—>3 > TEE
TRVE—RZATHICEMICTZDHEN HYET, BE7I—ATRLTHEVMegEE7ONT
LWE, EF1T7E—RTEHEHATEETYN, BEXYVE—IHNFEREIET,

REOEF1IUT A E— RO

1 —%(Fshow system security mode X > RZFEAL T, FNAANFEF1T7E—RAFELEF2
TE—RHZHEEETE XTI, show running-config all | include system mode 1N > Rk, F/N1 A
FEFIT7E—RAPFEFITE—RAPECDVTERBMLET, allF—T— Rk, F7FI) MR
EEZHDICEDDISICTFNAAICERLET, Chid, FIHEATREEFITE—RFIFT7#



IRRETHDEHTT,

ROEAZE, EFITE-—ROFNA AN RRENATVET,

<{froot>

Device#

show system security node

System Security Mode :

Secure

Device#

show runni ng-config all | include system node

no system node insecure

TFINAANFEEFITE-—REL>TVRAESH ZHEEITHICE, BUINV REZFEATESR
9o

<#froot>

Device#

show system security node

System Security Mode :

| nsecure

Device#

show runni ng-config all | include system node



system node insecure

TtF1VF1E—ROEE

FtEF1T7E-ROBMIL

11—, system mode insecure 7 O—/NILI>74F21L—>3>2 7T, EFI1T7E—RZAS
Z—7NICTEET,

<ttroot>

Device# configure terminal
Device(config)#

system node insecure

EFIT7E—ROEMEL

11—k, nosystem mode insecure 7 O—/N)L A7 4F1L—232>TEFI1T7E—RZAX
—JILICTEET,

<tfroot>

Device# configure terminal
Device(config)#

no system node insecure

EFITE-RZAMCTZI-OOEH

EFIT7E-—REBITIBICE. ROFIEZERITLET,

c Z2TRVBREDAF YU EZTTIBLENHYET,
c INTDRLETRBRVREZT/NA AN SHIRTZIHVEN HYUET

EFIVTATRETENTVEVREDAF Y AR TLAEWESE, AF v RAN—OHRA
UhERICBREITIDEOIRODIXY E—INRRENET,



<ffroot>

Device# configure terminal
Device(config)# no system mode insecure
System secure mode cannot be changed to secure as

insecure configuration scanning is in progress. Try after 4 nmin O sec

test system secure al AN REFEHAT D &, BIRICBAF Y 2R TEET,

BRAN—NUVINTREAF Y NRETLUERE, DATLANZELTHRVREZBRETSE, A
TALAFEEFIT7E—RICBITLEREA, ZATALANEFIT7E—RICADHIC,. CNh5NDZLET
BUVSREZHIBRTHISLENHVY)ET,

<#froot>

Device(config)# no system mode insecure
System secure mode cannot be changed to secure as

insecure cli(s) are present in system

ChoNEHIMBELEHEENDE, I HREFITE—RZBVNCITZZENTERT,

<{froot>

Device# configure terminal
Device(config)#

no system node insecure
YSYS- 4- SYSTEM _SECURI TY_MODE_CHANGE: System Security Mde Changed from | NSECURE t o SECURE

ZETHERVERENER

tFIT7E-RTE, I—YHFERVI—ANDZLTRBRVREZEALLS>ETRE, IF—X
YE-IARREN, REFEREhEEA. H:

<tfroot>

Device# configure terminal
Device(config)# ip ftp source-interface Gi0/0/0



%rror:lnsecure configurations are not permtted in secure node.

To proceed, set the system mode to insecure using the command

syst em node insecure

, and then try again.
Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No encryption is configure

Y%ERROR Security policy check failed, configuration can't be applied

Device(config)#end

REBITOERICKRFEND XY E—DLLR, FNAANEFITE-RTHIEN REIE
T LEN>2T, BRHETATVILZ2TRVRERFEATEREA, ZETREVRENERAET
BRIl Z2BETERT,

Device# show running-config | include ip ftp source-interface
Device#

HR7I-ANDZRETHEVREZBERTDICE., I-FRBAIC, ZATAE-RORETHEV
SO—=NILA274F1L—232T, RETHEVE—REARNICENCTIRENFHYET

o

<tfroot>

Device# configure terminal
Device(config)#

syst em node insecure

Device(config)# end

Device#show running-config all | include system mode

syst em node insecure

TFNAANFEFITE-—RICBZE, FIRVI-ADFEFITREZERATEXIT, BED
EFIVTABEXAY E—DHFREFICRRTENETTN, Z2TEORESBERAEIET,

<tfroot>

Device# configure terminal



Device(config)# ip ftp source-interface Gi0/0/0

SECURI TY WARNI NG

- Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No encryption is config
Device(config)# end
Device# show running-config | include ip ftp source-interface
ip ftp source-interface GigabitEthernet0/0/0
Device#

I—H5ICE, Z2THEVREICIFEZRIBEAYVE—JERREINEFT, chsOXvE—D
ZL—HMHIRTBDLEHICFI—ICANDRAI—DSH, ZDsyslogAFEEETNTHA SRS
DETILRR2OMNDENHYET,

%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface GigabitEthernet0/0/0 - Reason: N

FR7 I —AOHEEL7ORNINLOKH, FEFITE-—RZERKEENIA—TBEITE
BLTKEEY, BE7I—-XIIHHHECTORNIILE, SlIEHELFITE-RTEATE
ESX]

FtEF1T7E—RNOBBBIT

Cisco I0S XEF* /N1 AZ26. 11T Y FIL—RIDE, DATLRT7—RN7OEAFICH
R7I—ADZLETHEVREZREL, FNARAZLZLETHEVE—RICEBNICBITLET. 1
—H A"system mode insecure /7 O—/NLEREZB A TFBHTEMIZFEARFFET, HIR7 T—
ACBITITIBRICLZLTRVEEANORERIH ) EH A,

COBITIE. 17182 (FEFIFE—RIAVFFRANELN ) #526.11 (BROBELFIT
E—ROAVFTFFANSD )AOTYTIL—RADOFELFITE—RANOBBHBITICOVTEH
BBLET, T/V1 Ak, IEtF 17 %ip ftp source-interface GigabitEthernet0/0/0:8ENBA &
ERETEBLET,

¥k, SOTF/N14 AECisco IOS XE/N—2 3 217.182TERBLET,

Device# show version | include Cisco I0S XE Software
Cisco I0S XE Software, Version 17.18.02

ZETRBRVREM>BHENEL L,



<ffroot>

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis

Total Active Insecure Conmands: 1 <<<----------

<snip>

| Module: FTP
[ Parent Command: NA
| CLI Command:

ip ftp source-interface G gabitEthernet0/0/0 <<<----------

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured

[ Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure

[ Status: ACTIVE

| Severity: HIGH

<snip>

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

T, CON=—232CRBEFIT7E-—REFEFITE-—ROBELEH)EEA,

Device# show running-config all | include system mode
Device#

D%, FNARE26ANMTYTIL—RIDE, EFITE—REFEFITE-—RIFEA
TENFERT,

Device# show version | include Cisco I0S XE Software
Cisco IOS XE Software, Version 26.01.01



AUR2TEVRENBEAE hET,

<{froot>

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis

Total Active Insecure Conmands: 1 <<<----------

<snip>

| Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp source-interface G gabitEthernet0/0/0 <<<----------

[ Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
[ Reason: No encryption is configured

| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

[ Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

<snip>

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

SO (ERBEED ) SR I—ADRLTHVRENBETHLED, YATARELTAVE
—REREL. BENICBEFLET,

<tfroot>

Device# show system security mode
System Security Mode :

| nsecure

system mode insecureiXEAN BBMNICERAENE T,



<tfroot>

Device# show running-config all | include system mode

system node insecure <<<----------

system mode warning periodicity 24
Device#

AEE CBEVI—ANDRETHRVRBRENFELTE, B2 TRVE—RIEBITIRERHYE
BA., FIR7I—ADRETHEVRENFEITZDHEILCDE, BBEBITANIA—ENET,

TINA AD &AL

BIBR7 I —X (7I—RX3)ICADHIC, Z2THRVEERTORNIOLDLS, KWUREBRFEICE
T9dLD, HS5WRENZISCEZBHERLET, YA, Z2THRVREEZRBEL.
BEICEBETEDELDICTIED, W20 —EHED F 1R HKESLEL =,

BRATA2EETBEVRENRKE

1 —4I&. show system insecure configuration EXECOY > RZFERAL T, REBHE LTV
FR7I—ANDLZETHRVBREZERRTCEXRT, COINVRE, N—23226.1.1LETE
show tech-support® H A ICEEMICEENET, KIZ, 3DDFHRT I —ANDERELTHEVEREN
BAENETFNAADPSOE DB ZRLET,

<{froot>

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands:

3 << Number of insecure configurations identified

Database Type: Active (Current State)
Scan Status: Complete
Next Update: Pending in

10 min O sec <<<------- Time remaining until this output refreshes to reflect



Database State: Update Scheduled

any configuration changes applied.

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 3 active insecure CLI entries

o o
| ACTIVE INSECURE CONFIGURATION ENTRY [1/3]
o o
|
Modul e
FTP
| Parent Command: NA
|
CLI Conmand

: ip ftp source-interface GigabitEthernet0/0/0
|

Descri ption

FTP service enabled - transmits credentials and data in plaintext, vulnerable to interception

Reason

: No encryption is configured

Renedi ati on

: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: ip ftp source-interface GigabitEtherne

DATABASE SUMMARY

Total Active Entries Processed: 3
<snip>



COBAICE, FEEF1T7HEBEEZSVETED1-IILICEITZIEELRER. RANENERENS
EOBRINV REERFERE., 729N FTSNEEENCLIOR R, tEF17EN—0E i
HEH, BLUOBETHIEOICHERBERENfEFEIhET,

£z, I1—HFshow system insecure profile AN > RZFEAL T, IXTOIIEF 1 T7CLI/INZ—
COBREWBE)ARNERRTDEETEET, show system insecure configurationid, RTEHE
AEhTVBHBR7I—XADZETRHEVEREZTRLETH. show system insecure profileld, =
ATLNBRETDRSICEFAETNTVBRIXRNTOFHRTI I —ADEZLETHVEREERTLET,
Z7A77A4ILADZETHEVREDVANE, EXFIVFTAORANT ST 1 AN ®ILLET
BILONTEHRENZET,

— BN BERL2TRHRVERENDEES

ROBIE, —BAICHRETEIRLETHRVREZRE, BE. BLrTBEIDFEETRLTVET
o VAT, I1—1AHINSECURE_CONFIG syslog X ¥ £—=0 X*show system insecure
configuratonDH O ZFAL TVRAESHICAN D ST, BAICEMETTRESRY EEICITX
BEIICVYTIRNIITEERELTVET,

Z2TREVIT 7AINEERE

TFNAALRRENDEEXY E—TJRBRODELBYTY,

%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface GigabitEthernet0/0/0 - Reason: N
%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp username cisco - Reason: No encryption is configu
%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp password * - Reason: No encryption is configured

show system insecure configurationZE{T92 &, CNSOFEEFITHREICETIEMER
ERTCEET,

<ttroot>

Device#

show system i nsecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 3
Database Type: Active (Current State)
Scan Status: Complete

Next Update: No pending updates



Database State: Stable

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 3 active insecure CLI entries

| Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp source-interface G gabitEthernet0/0/0

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured

| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

| Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp usernane

Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
Reason: No encryption is configured
Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
Config Mode: configure
Status: ACTIVE

|
|
|
|
|
| Severity: HIGH

| Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp password

Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
Reason: No encryption is configured

Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

Config Mode: configure



| Status: ACTIVE
| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 3: ip ftp password cisco

DATABASE SUMMARY

Total Active Entries Processed: 3
<snip>
Device#

chsOOJE, AOBEICEEIYETENET,

Device# show running-config | include ip ftp
ip ftp source-interface GigabitEthernet0/0/0
ip ftp username cisco
ip ftp password cisco

-, ROZEEICI>TRETHEVREZENTERT,

<tfroot>

Device#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Device# (config)#

no ip ftp source-interface G gabitEthernet0/0/0

Device# (config)#

no ip ftp usernane

Device# (config)#

no ip ftp password



Z2£THVWLAZ—SNMPZ' ORI

TNAACRDEEXY E—IFRRENET,

%SYS-4-INSECURE_CONFIG: Module: SNMP - Command: snmp-server community * ro - Reason: Legacy protocol po

show system insecure configurationZR1TL T, EF1T7HBREICETIEMERZHEIRTE
79,

<#froot>

Device#

show system i nsecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update: No pending updates

Database State: Stable

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 1 active insecure CLI entries

| Module: SNMP
| Parent Command: NA
| CLI Command:

snnp-server community

Description: SNMP Community string configured - uses insecure SNMPvl/v2c protocol vulnerable
Reason: Legacy protocol poses data confidentiality and integrity risks due to lack of e
Remediation: Configure SNMP v3 User
Config Mode: configure
Status: ACTIVE
Severity: HIGH



SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: snmp-server community cisco RO

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

Device#

ROOTE, COREBEICERIYETEhET,

<{froot>

Device# show running-config | include snmp-server

snnp-server conmunity

C OERE, SNMPv3 with authentication and encryption(authPriv)Zf#EfH L TIEIETE £ T,

F<HFESNBERM (FAQ)
Q: YAIRBESEGEERTS>DTIAH.

AR, RYRND—=DA2VTFARNZIOFYyOEFIVT1EERIZRILTDEHICD
NSOZEEZT>TVET, EAMNICK, Z2HOBEVL HS —#EEZEMICL, BIGREL
TRV ZEBAL, Z2BEREEREHALET,. chosOmYBEHKE, EILTEDHAN—F
BASBEEREZREL, IV RAMLZEHL, EFAEI—TFT AT DOLSBFROFEIC
ZYRND—UREFBIBDDICKRIUEET, 2ELT, COAMZETFITRBESITEROT
2/00—0EOOBERNTEEN DOEEHOEVEROBEEZRIELTVET

Q: RETHVREDOT/NAARY, TOBEOHR7I—ATIU—RIZTYTIL—REND
EESBYXRTH,

AL FIA AN BEOBBEOHR (7T-X2) YU—RET Y TIL—Rkehse, YATLR


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-17-x/snmp-xe-17-book/nm-snmp-cfg-snmp-support.html

7—r7OEARICRLTHEVREZREL., BENLCTFNA RAZRL2THEVWE—RECBITLE
9o

Q: RETHVREDT/NARY, TOBEDOHIBR7 I—ATIUVU—RIZTYTIL—RENnD
EESBYXRTH,

A:BEOHBEICELT, PNAMAZHIBKR(7I—X3)VU-RIZTYTIL—RIB L, HIR
TNERERFEATEZLSBZYERT, HVIRV RZEEIZICE,. BEOBITFIRICHSLE
FHYNET,

Q:BAUYU—RT, £F1UF 1 TRETNTUWEVTRNTORENEBRENDDTT A,

A:BUUD—ATR., EF1VT 1 TRETNTVBVBEN IXTHIBRENDDITTRESHY)
FtA. DAOTR., EF 1V T A TREST TV BV ZIRBETRIETSERENT 7O0—F
ZERALTVEY, 7, £tF 1T 1 TRETA TV EVRBENREFTLEBREEShZEEIC
BEZERATL. RICFT7AINTEMCTHIHIATRNBERET VIV ZERUTERZHIR
L(EF1UTATRETNATVAVE—ROBAICKY ), RBRICHEROV ) —ATEEICH
BEZHIBRLET, —ZPOBRETIK, #IRT7I—XZ2AF YL T, BEEHLSHIRICEEBITTE
£9, HIBRORAZS T RIMBEEETSYNTA—LICK>TERY), BE, §IRE. SRVHIRBRD
1) 1) — A &S [ECisco IOS XE, Cisco IOS XR, Cisco NXOS, Cisco ISE, # &k U'Cisco
ASAIFTDREDARL —FT A VT ATALICE>TERYET, CORBHNAZTOEAIZKY),
PRI R/IRICIHIZ SN, BEREFLZLBREBRICBITISIKEAZHBRETEET,

Q:EFIUT A TRETNTOVEVREFHRELBEIBRT I-XLBHTTEORVDOTTA

o

A RBEEATOVEVHEENSIRELGEHRI I-—AXCBTIZRAITE, #EgPIRL—
TAVIDATALAILEDTERREYET, FHICOVWTEF., THEOREIECHIROF M, 258U
TLEEV,

Q: Z2TBVHENHREICTLT, EOLSIBREBEFENIBYUEITH,

A BERIE THEOHIBRERER,) ORFIXVRNEZZRLT, SRTRBLZL2THEVEEL
Z7ORINCRHT R HERREZEBTELRT,

Q: BABAETATVWRRLTRVRELZHEIBZICEK, ES5TNELVDOTIH,

A:REBAEATVRHR7I—ANLRELTHEVEREZEZETSICIE. Cisco I0S XE 26.1.154
D)1 —ATIN > Rshow system insecure configurationZEALE T, cOIN RiE, T
NAATREENTVRHRT7 I —AORELTHEVHBEOIIENT AN ERMLET, T,

Cisco SD-WAN ManagerT ik, Monitor > Advisories\Z# &)L, Insecure Configurations® 7 % &
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VLT, FNAA, BRETIN—T, BFLETUTL—NIDOLEDEL2TRBRVREEZRRTEXRT
o Tz, BEFIEANQOUIVERRENET, COEI—RFHNIDIEICEFHES N, FHERS
BEEIhET,

Q:BEDYIRNIITN-3a 2 TRETDIARMNBIINTORLTREVREN ) ANE
RRTBICE, E5ThEFLVDOTTAH,

A : X~ Rshow system insecure profileZ RT3 &, ATALANFRETDI RS ICEFTFEN TV
BP2IRNTCOFRTI—ANDEZLTHEVCLINZ—2DOREBEVARNERTTEERT, REEAET O
TWBZETHEVERED K Z KR T Bshow system insecure configuration& I £, 7’077
AILEACEFR7 T—ATOZELTHEVBRAOREN IXNTEEN, EFIVT1ORARNT
TOTAANKBRIDDICEDETEFHFENET,

Q: ZETHRVEREZMBELEL L, %H. show system insecure configuration® A2, <
OX Y RFG|IEHMERTENDIDOTT A,

A: ZE2THBRUVREDAF Y Ik, Z2THEVE—ROBEFEHWICETENET, DFV),
ZETRVEREZBELEE, 3070OBBTROATD 1 —I)LENLEAF Y UNRITENDET
 VATLARZEEZREILRMTEEREA, CORTD1—U2DTICEKY, AF Y ORTICH
EBF—N—AY REFEPRIZHZABHN S, EFORELTEVREOHMBEN EHNICEFS XY
RRENDELDICHEVET, testsystemsecureall AN REFATD L, BIBICBEAF Y%
BHETED LD, AF Y RAI—NPNBETEHFOBENFHYEEA,

Q: 7Yy 7YL—KOMKE, BALLR2TEVREEZFHHCRRTSICRES ThELLO
TIH,

A:Cisco IOS XE 17.18 2K W RIO/N—23 > T, PYZ7JL—REIICEHAL LRZRETHRVERE
EFHBWICFIYOTBEHIC, Cisco Resilient Infrastructure R — = T X A] %% Cisco Al
Assistant for Support’RY NZFRTEE T, CcORY NEFRTRE, REZTY7O—RLT
ZETHRVHBEEIBFETEET T, AHEDY —)L TH S Cisco Config Resilient Infrastructure
Testert, BFRICE2>TDESI1DOOA TS 3> TT, CiscolOS XE 17.18 2 A S,
nsnY—)LaERATEEITAN. 7/V4 A Tshow system insecure configuration 1< > R % B2
EALT, BEEATATVWRIZETHRVREZRTIDCEETEET, L., Al Assistant
for Support’R ¥ k & Resilient Infrastructure TesterZ A5 &, BEECLION RZEFEAT B U
HMEE, AIZTERAL LB EBINENET,

BOEB R

EXFIAVFTFAORARNTZIOTAAR, EF1 V)T A TRESN TV AVBREFEOREICHTER
BRICODVWTOEMRBZRDDICIE., CORFIXINZBHRAICEDEEZHFOLET,
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Cisco Resilient Infrastructure : > A7 /NA ABTHbtENEEF IV T A RAF ¥ ANOBITIC
EI2EERESBRHRERHALET, I—FRFZOR—OATEIZ$H % Cisco Al Assistant for
Support’ARY RZFIAL THA RFED—UT7O—%2ETL, SETELHANSZLETHRVERE
EEETEERT

Cisco Config Resilient Infrastructure Tester : 2t & 11 /=running-config

Cisco IOS XEY 7 b T 7 i#&{b 4 R:Cisco IOS XEF /N4 A&t L., XY RDO—0U2&F&nt+F
AT A RBILTRDEODRARNT S VT 1 ADFEMZERLET

Feature Removal and Suggested Alternative : A ZHEIBRAFTEHE A TVS, ZETHRUVHEEE
EZORIILDUARN, BLRUOHBEhZDEBREEZXENLET

HEEDBEIF EHIBRDEEMA:Cisco IOSXEV 7 NI ITFN—=2 3V IcEDE, BENDZE TRVMEE
BLUCZT7ORNINDEBETERFFR7II—XICA2EEEORFIX N

SD-WAN Monitor and Maintain Guide - Insecure Configuration Management Chapter : B & A" X
YRD—=DEF1)T4ZBHL, AV TSA T AZHEBEITZEHICRBEEZZBEL TEIET
Z5&S5ICF %, Cisco Catalyst SD-WANDZE TR WHEEREICH T IHPREFHOIRMELE
ERANBEERECOVTHBELET

ExhOHZA>2TS5ARNSIF ¥ : Cisco Catalyst SD-WANSB LI —FT 1A T F oAV

7 7 LA -Cisco Catalyst SD-WANS X)L —FT 1T DEF1 )T 1 BILELVOERTHLTL

1799, CLULBRVTUR—ANEBEFIBETEZLETHEVEBREZRE, BE. BRUBEEHRAD
EFOORBENAA I AZEMRL, EATTFILEAO—EMZRRLEN S, Z2THVERA S

ZETETIOHZIBRICBITID LT, X1V T1ZEILL, WENREGEHE )L, T
— R EREBEITHD_EZBENELTVET

Cisco C9000R A Y F >4 CiscoIOSXE : BERXIDHBDA VT SARSIFYTLATVI &
ETHRVREZBEL, TOREEZZLETERIOSHZIRBYV1—2aVICEEMAD LT
EFIVFARAF Y EEILL, RENREBEHEHENL, T—2E2REIDELICEREZED
TWET, COTLATYIDEMIE. Catalyst 90007 7 ZUDRY RI—HDETHEERD
BRI ZERILLEN S, CLIBRUOUEBERAETFI 2B T—EMEZBRIDETT

Cisco 9800 Wireless Resilient Infrastructure : Z€ THEVWEEL ORI ERLETDIEHDI R
JOBRBENEEEOBEZRL, YVIKNIITOTYTIL—RABOH—EAHIERHSLEHIC

ZEBREFENODEENEBITINAZREBLET, chilEk, 41 KNFVAR—KN, 774

LEE, BLUOCEB7ORNINICHEZFEEZZTI2BROFEMESBT—TILE., BITICARK

LESEDEENBRERLOFEICEIDIHAEI L ANEENET
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