Cisco 10S XE® & U'GuestShell CA Trust
eMudhral8/i 14 R

2E

=f:y

CORFIXDNTE, Mudhra)l— B RUOHFRERIERICHT2BENOTNEREZHMETDIEHD
Cisco IOS®XEMHA X A =RHELET,

COHARZERALT, KEZZT2EEIBETHAETNATVWEI Y —EADCAGEZEES &
OCEELET. EmOERAMESEZEBELRERE, SATOBRICERENTVET, FHEZ2E
B9BHIlC. CEADCIscolOSXEU ) —ANDIONY RYR—RNEHF—EANOEZEEZRIAL T
<EZW,

2 A48 #R : cisco-sa-emudhra-info-ScS22A1r

SE%Z (1D Mudhra CARERRE : AV FILB LT IVOAER

AR N IE2026F10H29B ICHEEENEL £, CAF—Z2RITIT 58D NDeMudhrat’ &5 %2
TET, 6DWFTLSAH, 22— REEATYT, &F—&F. ;TDemSign-issued CAGERHE &
Sectigop® V OABEZCAIMPBEICEFNTVET, LEN 2T, 1 RV NJICIK16DFIRE
(120OTLSIEEREE4DOTI— REZIHE ) FEENET,

TORTEVORBERTE, ThENAUSTZI VRN ERNFAF—ERBEETTHN. RITE, >
UTINES, BFLUSHA256GIAET 1 2 H—T VU NEIEBYWET, 202007 #— LK,
REOFAENAZRHEL, MAZEECEDRIBENBYET,

ARTEESEEZZTAHMHATA RN

RITHEA : TOTLSEERAE : CN=emSign Root TLS CA - G3, O=eMudhra Technologies Limited,
C=IN

31TE&B : O 1— RBLZIAE : CN=emSign Root CS CA - G3, O=eMudhra Technologies
Limited, C=IN,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-emudhra-info-ScS22A1r
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-emudhra-info-ScS22A1r
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-emudhra-info-ScS22A1r

HITEC

. IXNTDHEEESR

SEBAZE : CN=AAA Certificate Services, O=Comodo CA Limited,

L=Salford, ST=Greater Manchester, C=GB(Sectigo).

G3B®lH : O=eMudhra BV, C=NL.G3C®B : O=eMudhraInc, C=US.ENUTF7 > hNEILIZIF., F
TESR, 16HEHRUTI, BRUSHA2567 1 VO H—=TV UK (2T) FUARENET, %
BOETOONT12ITE, DUTIERREEELEEA,

HB%E

(ﬁgﬁf) BATE/S T (162K ) [SHA-256 BATE/S )T (162 ) [SHA-256
1. EM HITEA HITHEC
DV TLS
CA.  |AAEE678F23362BACOE460B772F214  |A024FDF4BAGB5CT85CE4A020483858B7
G3B  |42C4ACCD12C4F59597925E1A08A7A901 |45A883F349AEDFD5F3A649B5498FFB12
[TLS]  |02608543809308D50EC427E118BA1493 |1712BA8B448F3F2A91DBC5A766FCDDBE
HITEA HI1TEC
2. EM
OV TLS|6CADA367FB1C100088120EA202D568  |E94223BDE92F914E5ABOACABFDAC3710
CA:G3B
98B896625C0C230ADEEC3EB2CF6AAD50|5F 1DED4DD590AF74631290CF073B122A
[TLS]
01ECF9156A68644E82374CE5833BC25B |2AAC6A1FA479778A0BD43579BD832699
3 EM HITEA HITEC
EV TLS
Cp.  |CTC41EFE92D825FOSEAE841A4A82C1T  |DBF8685E4F2BDID82402A85A1C1EB731
G3B  |E7568FE6E12331F4FD7DE61DA4C7559D |579480AEA166290BD3C643589E795FCO
[TLS] |0F8EB192A218D4741A3BA75184333838 |DOE54E86505D180F1DFF99EFD3199512
4. EM HITEA HI1TEC
DV TLS
CA.  |P8BB2E3C2BBBCDA13E1A1209254321  |91F347F1A5B7D39962BISEOEE4E299D!
G3C  |0164D7CEAES5BB909C272AF151FF44B11 |62B7F9868263F72F6911FC78CEAF72C1
[TLS] |77AE9B47D9424B94F1D9558C30934D19 |979158B7368BF648683BB2AA39B02E72
5.EM |R1TEA HI1TEC




273 TLOFEAE Sectigoff E B R FIAE
(ﬁ‘gﬁ“) RITEIZ VDT I (1685K ) /SHA-256 RAITEIZ VT I (16#5K ) /SHA-256
OV TLS|296926C227A3A1526392B19482A504 8D5A4811939EF447D77111CDD9849AEQ
CA -
G3C  |CBBE15165AC802E9B3F993F16C25D41F |7485B51COED192878FA1D2F948FB529A
TLs] E81C21EBDE71AE1B012AC00BFIC7C3F|E1842CC5086C4B67F7BE5SB2039DEY489
6. EM HITEA H1T&C
EV TLS
GA.  [B009928A64107601AF05FA2F19F109 05F078752DECE7A1BB8595D303167171
G3C  |432EC25F0D28DEY006D97BF752F 17BBB [FDI9D5C2DBBD4995AB69B8D50C439D952
[TLS]  |2CD41F669933FCB072D9A1148D0261F3 |7B00529199C2FD01B2174EB58F07021F
7.EM Izx17#B KITEC
OV CS
CA- |7818933F8F85B4619A2B35FBAS3D0A  |41E32B73AC185D6CEOD7480BACF84E69
G3B

OE39DE2881273ACC225A149C72BA3EOF |A496E23ACOCABS155FCOB117B97EAE36
J—R
2% [51424963669AB633EE1DC7DF5DB067B4 |8EFCBBI041AEC8804D5A308D2D01C2D8
8.EM izx7#B KITHEC
OV CS
CA- |544B7F922C31AE220A4A922916F6E6  |DEASEF613B390F32EFOCDF349F 772841
G3C

4B2460A466F95FD40113BCDCCA2CEB29 |84112972BSE59D14560AE7E711965447
J—K
=+ [B3B093921DE45474DA7DF48874C630B1 |4AAD119990CF3722BFC1E3B91615E1FD
B.ERMtDi=HDEE/NA
JTTDTLS/NA

emSign ECC Root CA - G3
+-- emSign Root TLS CA - G3 (issued by emSign ECC Root CA - G3)
+-- Original EM DV/OV/EV TLS CA - G3B or G3C

+-- TLS didentity certificate




TOI—REBEEB/NA (I—HFCSRHEEEH)

emSign Root CS CA - G3
+-- Original EM OV CS CA - G3B or G3C
+-- Code-signing identity certificate

Sectigopff EEBE/VA (TLSB LV O—RER )

AAA Certificate Services
+-- One of the eight cross-signed CAs 1isted above
+-- TLS or code-signing identity certificate

TLS/YAE. emSign Root TLS CAGI)N'EEFEE N TWRIHEEE. TOCATRKITD LS
TEFET, XAOREG. FEITZIRTEHRRERLTVET, FBE/NAR., EFAY—EADOKZR
RTPUH—ERERVD—ICK>TERYET,

COBITRENTVRH/IIL—RCARK, FI—2OOUTHFANZREL, BRESNE8ODDORIT
F—OHIZBEATVRENTEA. BIIL—NZHBRIZHAEELEVS ORI, RFShis
B+ —o@BleFBICE)ET,

AlC &, FEBAEORITELE U TIESESHA2567 1 2 H—T U M —BICERALET,
HEBLETTRFITDTY, SIAE7 A2 H—T VNI DOOERABNIVT Y M Z2RBILE T,
SPKISHA-256/\Y > 1, T 7 #—LEMEBRE 7 A —ATHEEND HAF—ZREILE
T FYYII1EThiHENAETZBEIRLTE, ETREYOEETED/NAZNHML THEAN
AZRIRITEXRY,

V—AERREER

ALAEIDIE, 2026F10A29B ICREAENEA VT RMIT77ALNIIR L TRIALZNEL 2.
TORTEHMEZBEENERTICE, ThTNEALULARF—AIEBENTVET, Hpo@EAME
BEAT—2ACO2VTR, YRAO0T/47HEHREFAL TEEL,

< A48 %R : cisco-sa-emudhra-info-ScS22A1r

Mozillaqd >~ 7> b L — R : eMudhra intermediate key compromise(2083449)



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-emudhra-info-ScS22A1r
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-emudhra-info-ScS22A1r
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-emudhra-info-ScS22A1r
https://bugzilla.mozilla.org/show_bug.cgi?id=2083449
https://bugzilla.mozilla.org/show_bug.cgi?id=2083449
https://bugzilla.mozilla.org/show_bug.cgi?id=2083449

JTTDCASEREE O 5 14(9664066)

AAAE B E & CASEFAE 7 1J(9664067)

Apple : ZV T F N B LVPHEBRENETILSHHEONRETZ AV H =TV b

20265F10A31H#KE. emSign)l—hCA-GIFZDHA RICERENATWEREFIVT 1 REZ
RBHECADHTHREENTVEREA, COY—EANORENZEEGRE. SFHROEBR) > —
ETRNAPVEHORRER KT,

Cisco IOS XEIC L DFBAEEHENEE FE

REENIEPKINZ ARKRA 2 ME, CAIDREAER FTRIRV S —ZREFLET, PKINTA
RT—=LICE, TOT—IILZ2EAITZI Y —EARCEAIRAKE LA T O— RENIZCARLHE
AEENTVEY, BETRZRY—EATHEAThZEEOEERERI—ZR/ELET., b
ZARNT—LZZELTE, BARICREENENTANRANEIEEBIShE A,

1. B & Efy

V72T FTVI)—=RAR, FNAADEL, LTS VAN —IILENATVRARAEZHEIALET,

<#root>

show versi on show cl ock show crypto pki trustpoints show running-config | section crypto pki trustpoint

HR—RIADTFAMELTH T DIV NEFERAL T, T2 BABAEORTEL1IGERNDUT
IBEEEA RN EHBRLUET, Cisco |I0S XEAMDSS KVUSHA17 1 > H—T U KDk
ERTRITDBEE. TOHATEAUARRNUSHA2567 41 2 H—T U N EEEKRTEEEA
o ChilE, FNAANBOMBET 7AINERIET D EDICEMBENET, SUTILBEEOLHE
DOONT A VT RERBIFENHYET, ROA—BRETER., BEOANBIENET, &b
FARRAVNIKETHIH—ERAZRERL., TONALHEZEENAOWES (EEEEE 1S
FEFIAEZESL ) 2B LET,

Bl )L—RCAB LU KEZZ (TS TLCA

AHEAZOREBE NP RTRENE T, OT 41—l REEBEHREINKRT, HFE. RITE. >
VTN BESZLBELET,


https://bugzilla.mozilla.org/attachment.cgi?id=9664066
https://bugzilla.mozilla.org/attachment.cgi?id=9664066
https://bugzilla.mozilla.org/attachment.cgi?id=9664066
https://bugzilla.mozilla.org/attachment.cgi?id=9664066
https://bugzilla.mozilla.org/attachment.cgi?id=9664066
https://bugzilla.mozilla.org/attachment.cgi?id=9664066
https://bugzilla.mozilla.org/attachment.cgi?id=9664067
https://bugzilla.mozilla.org/attachment.cgi?id=9664067
https://bugzilla.mozilla.org/attachment.cgi?id=9664067
https://bugzilla.mozilla.org/attachment.cgi?id=9664067
https://support.apple.com/en-us/149555
https://support.apple.com/en-us/149555
https://support.apple.com/en-us/149555
https://support.apple.com/en-us/149555
https://support.apple.com/en-us/149555
https://support.apple.com/en-us/149555
https://support.apple.com/en-us/149555
https://support.apple.com/en-us/149555
https://support.apple.com/en-us/149555
https://support.apple.com/en-us/149555
https://support.apple.com/en-us/149555

JL—NCA®H| : emSign ECC Root CA - G3

CA Certificate

Certificate Serial Number (hex): 3CF607A968700EDA8B84
Issuer:

cn=emSign ECC Root CA - G3
Subject:

cn=emSign ECC Root CA - G3
Associated Trustpoints:

FEEZTDTMNCADHl . TOemSignKITIEAE

CA Certificate

Certificate Serial Number (hex): O0OA4AEE678F23362B4COE460B772F214
Issuer:
cn=emSign Root TLS CA - G3
Subject:
cn=EM DV TLS CA - G3B
Associated Trustpoints:

FEEZTDTMNCADHS : Sectigolf BB R FAE

CA Certificate

Certificate Serial Number (hex): 00A024FDF4BA665C785CE4A020483858B7
Issuer:
cn=AAA Certificate Services
Subject:
cn=EM DV TLS CA - G3B
Associated Trustpoints:

M7 DSubCA”7 # —AICE USubjectA" & V) R A, RITEE VTN EBZRYERT, RITEEK
EZVTILNBBEZARYRNIIC—HEEET, RBEOONT AV ITREBDBEN HYET,
FIELTVWABRZARNKRAVRKIERT L Z2ROF3ICE. BERTSNERZARRSAZ B
ZRRFELERT, REhTVBRIIL—PRIRFI—2OOAVTFARNTHY, BESCNLEODORITF—
DIDTEDHYWEEA,

DANIVT I EAFRERRBHORBNY R ZEICRATREAREIILTEERT, BEIC
WUT, ARBEROARE/F—NYIOTYTFREFERALET, 74 F1L -3 E/N\NY
DF7Y7LET, COOAE—EFTR., BBEF—ONYITYTILRBUEREA,



<ffroot>

copy running-config

AEAWYIAOTL—AKRINS 72, ERENLFNAABEOEICEERAE T, show file
systems TRREND T 7 A1) AT A (flash : Xbootflash : & ) ZFEHAL XY,

2. EHE/NADHEEE

BHiEEHEET h-ZHESubCAZHIBRT 3

RZARNRAVRBREATO—RULENZARNT =NV RILAS, BERFETEDZY
SubCAZHIBRLE T, RECNICAODERFEZENIIIZLHIC, KMREZFEALBZVTL
2EW,

IL—RCAQHIBR (A7 32)

IL—KRCADHIRIE., EMORBOLOOF T AV OHEREERTT, EEOT—ER
CRL/IOCSPF I Y VN REDAT—RAZEEL., ZHITHSUbCAZEHETESIHROTTFML
L ZEIBIRNTFI—, HEBREEThEFI—2, ZEIBIRVFI-—VZERL. RESH
EEESORAETEHATRBEAT —RANREENBEVBEFRIAICANTIE, BEZIL—
NEBEEEALERRLBVET, RATNERZRAOTT, XMFI VIR, IL—KZ2HIRISZC
EBL, BESNERETNERTELSRBELET,

FEBILN—NBNFARTH—ZHBBRLT, KM —EANOKEZBS T EEZRFTLTLE
TV, BRUIICH—ERAOKEEREFIML ET, AMEHAEY—ERXAZHIRTD L, EEFKRAKE
UEFI—ANPMENDARES HY)ET. eMudhraE AAAOTEDNAZEHN—LFET, F
YV 1ENESUbCANKEHIBRLTE, BYDEEE L ERENLAEAETEENIE—E7O
YOEhELA,

BIRUENZARKRA > b OHIBR

HIBRRRE L TRBRENLEREREDNZANRA Y MDFE

<tfroot>



configure termnal no crypto pki trustpoint

end

BETHAICHEDBEZEIALET. NTARNKRAY NOHIBRIZKY), BEEFMN TSN TWVWAIEHREN
WRENET, TNAADORBHIVBERFRRF. TNAAF—E—HITHIRBAAEZIMEL
—ERBRRFIEEZEAL T —EANA O FA VT ZEHFLET, fTLVWCARIAELE T Z A
YARN=ILTE, FNAAIDREERZShEE A,

AO9VO—RENERZFART LIV RNIOHEERE. N RILXRBEFIEZEALET, ELK
AVEEZRIBEEET O H—ICR, YR—MENTVWRIRRT Y 7TF—NEIECisco TACH A
A ANRBETY,

JHMEIISUT, FUVO—RULEBET—ILEZEHLET

AIOVO—RULENY RILOXBIBEBZFERF. ROFIEZRITLET. LEZH/IL— BN,
ATY T2TRIAE NIERWDRGOT TEHEENREZHITTEEX T,

BAXTIYO—RULIENY RILAAVAR=ILEh, FRAEIATVRIAESH ZHFETD

<tfroot>

show runni ng-config | section crypto pki certificate pool show crypto pki trustpool verbose show crypto

Crypto pki certificate pool® & T, Trustpool: Downloaded& N —F > J & h=CAL 1— RO —
TLIVRVERRLET, N RILT7AILBIE, ios.p7bFE = (kios_core.p7Tb& I BAD &N
HYVET, RESNLET7AINETLEBRENLEHRURLE T TR, SEAEN Y —EARICKST
AVAN=NLFLEREATATVWA L ZABALEEA, Y—ERANEBET I ZFERALTVS
CEZHEFEL, TOCALO—RZEFEEZITDAORINIERBLET, FVO—REh
CAFAVAR=ILENRTVWARWEGR, JV—2T YT EBRZAXFYTL, tOEEY—AR%E
SlEHETMLET,

32872 O—RULIENZARNT—ILDEE



DV="TY7 08I, BETIVEAEEREZABRBEN RILZEATRESREICREET, &
FHNHBREND CEICMTFIAEEDFES, BTH IO RIDERMIBAEMIBYET
o mﬁﬂ_Equ:%ﬁEE‘I-El/ijo

<ffroot>

configure termnal crypto pki trustpool clean end

show crypto pki trustpool verbose

A2 O0—RULECALO—RABIBREhIZCEZ®WELET, JU—2TFY 7R, #o>0—K
ENEINTORSZARNT—LAREECZOEBRNKN RILT7AILZHIBRLE T, HHKAH
CALRIDRZARNRAVNEZDORRREREKT, KPEY—ERATFIVINRKBITEETRE
LBEWT<EZEW,

BIFEFWEHRDOB|NY RILDAFEA A=)

RBERDIAABRANENRILZAFLET, BEBY—EAEL Tios.p7TbEEF
ios_core.p7bZiBIRL ., BIRNZYUTRIAAES LT BEBRRNSARNT VO A—2BRATEI L%
BELET, 2026F10A31BICFI Y e niL A —/N> RILIZIE, emSign Root CA - G1in
i0S.p7TbA"EENTWVWET A, eMudhra® AAA Certificate Services CA in ios_core.p7TbEEENT
WEBA, OAT7OEELEY NEPEL<BNET, IUEBAORICH—ERADOKFERZREL.
AVAN=ILTEINRIOABREZBRL TS EE VY, ARENIHTTPSE L IXSCPEx % F A
LT, BEECENTFANT—ILARL—20ABIZAT -0 0LEFT,

CiscoZJLCA/N> R)L : ios.p7b

SAODOIOFCA/N RIL @ ios core.p7b

<{froot>

show file systens copy

configure termnal crypto pki trustpool inport url


https://www.cisco.com/security/pki/trs/ios.p7b
https://www.cisco.com/security/pki/trs/ios.p7b
https://www.cisco.com/security/pki/trs/ios.p7b
https://www.cisco.com/security/pki/trs/ios.p7b
https://www.cisco.com/security/pki/trs/ios.p7b
https://www.cisco.com/security/pki/trs/ios_core.p7b
https://www.cisco.com/security/pki/trs/ios_core.p7b
https://www.cisco.com/security/pki/trs/ios_core.p7b
https://www.cisco.com/security/pki/trs/ios_core.p7b
https://www.cisco.com/security/pki/trs/ios_core.p7b
https://www.cisco.com/security/pki/trs/ios_core.p7b

end show crypto pki trustpool verbose

EARE, AT—2 2T &E N ZURLIEflash:approved-ios.p7bl. §5 CENTEE T, 41 VFR—b
FRBUEEER., REITDHICEARBZAONRILZELLET, BEROCALEXERERZR
WUET, JU—TFYTRAAEDERJANTRHVELA BYVDOKNTANKRA N, #H
HIAKCA, BRVRBENRAZHEFTDE, BEIETNLERMELENZANNADOHIBRICZEK > TH
EEZRTAFI—NFEREIET,

4. BRABLTEFHAR) S — DB

BEZTSEIC, BEORNZART—ILRID— FBEZTBINFAMRA MRS — FE
PHENYTONATFTA42T, BLUTEHMURLZRHEL . BELCISUTERTESRLSICLET

o

BIETAIREENIERNTARNKRAMNIDVT :

<ttroot>

configure termnal crypto pki trustpoint

revocation-check crl ocsp exit end

RZARNT=IRIS—%2ERATZIH—EADEZE :

<{froot>



configure termnal crypto pki trustpool policy chain-validation revocation-check crl ocsp exit end show

RRENERSARNT =R —=HFI—MANOBRIEZHEITL. crlocspzE ) ANT D & &MHER
LET, N AFRDICCRLZEITL., CRLOMBHAFATERVWEZICOCSPZRITLET

o BUICHDIEFERE. FEEZTIAAAENTMEE e ECRIEICABLUET, EEBRKXL

RN MBEZBEE., noneZBIMLEBEVTLEEL,

ERZEZ, BEAEZCARRAT ALY RRAU N, BFANS B SERRX, HLTHE
RARERRMAFY THIAN BV EZRELE T, HEEZ(TAHSUCADART—R AR, &
TERBICL>TFHAEET MBI BENHV)E T, SUDCADEEFEEF. BT IV IETNBIHEICK
AZFILETERT, ZEEOY—EANERAAREREOAT —FAZREL., REZZTSTFI
—VEEBID L EZHALE T AT —RAY—NNOT IV EALEBDEEZHBTE R
Bk, RELTZHEFDZHAORBEL TEHLBVTLEEY, BEMETSXELENDEEE
. BEIDZRNFAMNNAZHIBRL TS EEV, RAFRTRAT—RRAZ/NA/NATBIZIF, none’Z
EBLEVWTSEZWV,

REZBIITDHICF Y Y I1ENIECRLEEFH T

A—ALF+r Y2 1FTERT—EIR—RAICBRICEETSFEATEEBZCRLIE, CAY#FHTL VCRLZEHR
TUEBTEBRANATE XS, status-server reachabilityZ 2L, REZRIA TS AEIICHL
CRLZVVTLET,

<ffroot>

show crypto pki crls clear crypto pki crl show crypto pki crls

clearAN > Rik, IXTORNSAMNRA NOO—HDILCRLEZHIBRLE T, ThEAKTERENR
JVO—RIBDDFTREROVELEA, VIV RNUNHIBRENEZEEZBRBLTL S, FEEF
FTHH—EATHLVERE IR EORIIZMABL F9, show crypto pki crisZBERITL
. BETDEHRITE. LastUpdate, NextUpdate, B X TFEHRA > NECAORED/NT )T —
2aVEREABLET, IDAAEORITEDNOCRLEFTEAL, FEEZZ(T5SubCAZH/N—TBH
DREITEODCRLEZEHTLKEETV, ZE IR FI—NEBRThEEEZBELET, AT —X
A TF=ROTIYFRICVVFTITDE, HILLVELKIC—RNICHEN RSBENHYVET, 7
I-)ILVO0—ARKRIAFREBENET,

N2 RILOEFHY —ADHERR



BEERENLETNAALCHLT, 73V TEREAOBMHARBE /N RIVEHY —AZHRE
LEXY,

<#froot>

configure termnal crypto pki trustpool policy cabundle url

exit end show crypto pki trustpool policy

REENTVDIXNTONY RIVY—AZHELET. BVWHRICLZEFHE. FOEFI Y
TAEMCEEBRDIENTRELS, FEZEHRNAZERTD LR TEXREA,

F723aVORAENY T T AR ANL Y D EHIR

Cisco IOS XEGEBAE N ¥ 7' (cert-map)ld. RITEB B EDIAEREE —HLET. EMOFER
ELT., CO71 )\ 2z2EATRE,. VDARENTVARB8DONDCAN SEERITEAEZID(V—7
)AIFREZERTEERT. NFANRA U NOBIFEORESHHAER) > —ZHELTHSEAL
-

202651082982, EBASKRF/NA4 ATEMDV TLS CA(G3B)D T TS RID%ZEFER L TEEN
TARNENEL, PKIETIIAEORKRIITI, 712 EERTENALIDZESGLELEY
. BINOFSUbCAICK > TRITENLZIDETOYILERBATLE, UANCHEVEYERKITE
MEENELE, BEANLYDE, 712 EDEHTDIEHDIC—BFHNESRARNTANRAI K
TOIXEMLENLRNT, HEEZIFR120RTEEFEALELE, F7U5r—>3>n/\>
RETIAIORFOMOD) ) =AW, COT71IIEXTREBIAETNEFLEATL L, EBEOH—EAIC
METDHICTAMLTLSEEL,

<{froot>

configure termnal crypto pki certificate map EMSI G\-| SSUER- FI LTER 10 i ssuer-nane nc cn=EM DV TLS CA -

mat ch certificate EMSI G\ I SSUER-FI LTER exit end

(



CCT, nclk TEFEBWV, EEKRLET, 8DNEMDissuer-nameFxHFINTERLI N (2
—TVA10) RICREFBLET, CcOTAIRICEEAENGHERTDICEK., IXNTH-—HLTVWI X
ENfGVET, VAMENEBAIIC—RTHEERITEE 7 MIILRICKBLET,

Cisco I0S XEl&, issuer-namenccn=emdvtlsca-g3bBx ENERILENLZI NI ERRTE
T3, BETAMNTR., CONMNFEAR—AOERNFERAEThELL, YV T &, Y—EAIC
KO TCERICEAETNBIRIANTARNRASA 2 MANONA 2 REEFELET,

<tfroot>

show runni ng-config | section crypto pki certificate map show runni ng-config | section crypto pki trusty

71LRE, FI—22BEOCAERVARNEZREBLEBA. LTIC, WSD2HDHIZERLET,

Trusted root CA
+-- Affected SubCA
+-- New child SubCA
+-- ID (leaf) certificate

IDEEEA EissuerlEFH L L\ FSUbCATH B 1=, T Dissuer-name” 1 )L RE, FI—2ATLEMIC
HDIHEZEZITDHCAZRBILEE A, CAOFWNR XL, TOMOF IV IREIEHEER
TENET, COTMINREFE. COHA ROKXMRIAE AT a>OIIL—NEIRFIEEEEIC, B
IORBELTOHKRMEAL TKLEETV, BEERITENLIAE, FSubCAFIHE., HLVTIEHL
AAER, EBOY—EATTANLET,

ATY7400—-ILNY O

RBRENLXDEE, FI—VRIARE. BLRTAABNYTONA 2 RZERLET, COF
JETEME NAEHMURLZHIBRL., URIICEEENLEURLZINTERILERT., ROHITE, &
MENZEHRURLET AUNERNA T4 TDHEHIBRL, TOHDRI)S—REFETLEE
Ao

<#root>

configure termnal crypto pki trustpool policy no cabundle ur



exit

crypto pki trustpoint

no match certificate EMSI G\- | SSUER- FI LTER exit end

COFIETURLENA T A TN BMENEBRHTOACNSDHIBRZEEITLET . LARINE
AEIYTONAY RFBERISNEBER, EXLET, HUERLEIY TR, OR
ENFNEOIVITEZSRBLTVEVCEEZRBIALERICOAKEIKRLET,

TF7ZAILANDO)EY MBERENTEERZADERTH BB EICDHK, no crypto pki trustpool
policyZEALET, CcORBBRVEY MIKVY), BREBADEFHURLA VDT Eh, RIMHERS
"Bl ICUEY RENET, RBIOADARAZLARID —RBERTEhEEA, RU—O—-IL/NY
UTlE., BIBRENLIAREOERT, 1 VARN=IIEnEENRILOBER, V7VTF7Eh/CRLOE
TEITOhELA, RETDEIC, DEBH—ERALEFEEZZWZTFI—NERTEZEHERLE
ED

5. REDWRERT

c HEBEZWDROTFI—VEMEFBEENLTFI—N, ETEEOPEAMEEO THESZ
hBZEZzBRELET, FNRVFI-—VHNBRIZEERE. REZZTBCAYFI—2
NTRYBWEEICERZBIELET,

« BREZELHTEENSIEHREMEL ., JBDABNOY—ERAICNAI REAhTVWR L Z
HELEXY,

c KT —EAFATERVREOEEZEALET., BBFOTLS/IPsecty > 3> iF, R
—NEBEICI>THENICBRIIEND CERHYERBA, BEICRHUT, H—EARAYR
—hENTVWIBERFIEZFEAL TSEETL,

FIVINRIML 2% -

<#froot>

show crypto pki certificates verbose show crypto pki trustpool policy wite nenory



REIOFTENZE)O—RE, BROEBEBIZBUTAZRNATFINAATEGEEEBIELET, &
BNfFRENZEERVI—EERDZBERE. OJ2REL., BRIEThIEEEENEELZRNTS
BIlCCisco TACIZELHE L TS EE L,

Cisco I0S XE PKIQ{EE 7 — )L EHE

> A : Cisco IOS XE PKIZ A L -CAZ BN EFAEDERTE

Cisco.CRLF¥F Y VY OB LT ERMFI VY

Cisco |0S XE GuestShell CAEEEH A R

AT w71 : FINAL AGuestShellDBRIIKEEDELZ

EEN DEEOIE, GuestShelliF 1 AKR—JLE N, RUNNINGIREER /= (EDEPLOYEDIREEIC &
% Cisco I0S XEZ AT AT TF . GuestShell ’'DEPLOYEDREEDIZA . BN REET
IB80lC, INX > R Tguestshellenables ZFEAL TEITBMICTEIXEN HVY) ET, show app-
hosting list T "No App founds &£F&RRE D ( GuestShell A F7O/ENTVEVWABRICE
TW3 ) IFE. GuestShellCTF U2 a2 2ERTIT2XERHY)EHA,

A. DEPLOYEDIRREM GuestShell ( 72 A VA RE : SHICHMICTIBENHYET)

show app-hosting list CDEPLOYEDIRRE M GuestShellA'i & & B H S, GuestShel I FTF A
L—2REBFELETHS. OV TFHREFELELET, bashz A ST B 81IZ'guestshell enable' 21T 9
IUBEHFHYET (BEXTTERICEFIEREICRE D EBAE. #F7> 3> T'guestshell disable' % 3£
TLET ),

<#froot>

Router#

show app-hosting |ist


https://www.cisco.com/c/en/us/td/docs/routers/ios-xe/security-vpn/security-vpn/m_sec-pki-trustpool-mgmt.html
https://www.cisco.com/c/en/us/td/docs/routers/ios-xe/security-vpn/security-vpn/m_sec-pki-trustpool-mgmt.html
https://www.cisco.com/c/en/us/td/docs/routers/ios-xe/security-vpn/security-vpn/m_sec-pki-trustpool-mgmt.html
https://www.cisco.com/c/en/us/td/docs/routers/ios-xe/security-vpn/security-vpn/m_sec-pki-trustpool-mgmt.html
https://www.cisco.com/c/en/us/td/docs/routers/ios-xe/security-vpn/security-vpn/m_sec-pki-trustpool-mgmt.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/convert/sec_pki_xe_3s_book/sec_cfg_auth_rev_cert_xe.html
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/convert/sec_pki_xe_3s_book/sec_cfg_auth_rev_cert_xe.html
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/convert/sec_pki_xe_3s_book/sec_cfg_auth_rev_cert_xe.html
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/convert/sec_pki_xe_3s_book/sec_cfg_auth_rev_cert_xe.html
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/convert/sec_pki_xe_3s_book/sec_cfg_auth_rev_cert_xe.html

guestshell DEPLOYED

B. RUNNINGIRREM GuestShell ( IRENHE : BEEEFIT)

show app-hosting list TRUNNINGIRRE D GuestShell ' S5 & N3 H S, GuestShellld 7V F 17
CEITESNTHY), bashiCEEHED ENTEET,

<#root>

Router#

show app-hosting |ist

guestshell RUNNING

B. GuestShell ¥ B TR WA, FERRERREAEhTLWEWVW (T7I23a2VREFE)

show app-hosting list© "No App founds ERTE NBEE. GuestShellld> AT ALIZA A M—
LENRTVBVALABRICE DTVEEBA, COBERBICHLOBEEH EEA,

<{froot>

Router#
show app-hosting |ist

No App found

AT Y 7 2:GuestShelN\O T VA ECATERNDER

Cisco 10S XE4S#EEXEC( "enable s 77O 7 kA S, XROAN Y RERERITLET, GuestShellA
DEPLOYEDIREDEZE . RAMICAMICLET, KRIZ, bash TILICAY ., IL—KNZIRAAL
—KNLU., BMNAT7AIFBREFEAL TCATOY IV VARNEZREL., §XTDCisco IOS XE' 1
—ABTEHREMEZRRLETD,

<tfroot>

I 1. If GuestShell is in DEPLOYED state, enable it first:
Router#



guestshel |l enable

1 2. Enter GuestShell bash shell:
Router#

guestshell run bash

! 3. Escalate to root user inside GuestShell:
[guestshell@guestshell ~]$

sudo -s

! 4. Prepare the ca-trust blocklist directory (compatible with 17.15.x and 17.18.x):
d=/etc/pki/ca-trust/source/blocklist

[ -d "$d" ] || d=/etc/pki/ca-trust/source/blacklist

mkdir -p "$d"

SEEh=MudhraifBBEDEEZ XS

trust extract 1Y > RZEITL T, BEE hizeMudhraiEBAE % ca-trust blocklistZ 41 L7 N U ICE
BEHEBELTHLS, SATLAEEANTZBERBELET,

trust extract --overwrite --format=pem-bundle \
--filter="pkcsll:object=emSign%20ECC%20R00t%20CA%20-%20G3; type=cert"' \
"$d/emSign_ECC_Root_CA_-_G3.pem"

trust extract --overwrite --format=pem-bundle \
--filter="pkcsll:object=Comodo%20AAA%20Services%20root;type=cert' \
"$d/Comodo_AAA_Services_root.pem"

trust extract --overwrite --format=pem-bundle \
--filter="pkcsll:object=emSign%20ECC%20R00t%20CA%20-%20C3; type=cert"' \
"$d/emSign_ECC_Root_CA_-_C3.pem"

trust extract --overwrite --format=pem-bundle \
--filter="pkcsll:object=emSign%20Root%20CA%20-%20C1;type=cert' \
"$d/emSign_Root_CA_-_C1.pem"

update-ca-trust extract

AT Y 73:GuestShel CEETE R VIIHEZER TS

RO RZFEAL T, HIHEhZ4DOAAEN Y ATLOER/TOY VU ARNKRIY
—IZBEN, TUTATRBRZARNTUN—DSHBAThTVBR L ZBAELET, IV REF
CEEAENTOYIVARRID—IZBBENRTVWD L ZERELET,



###Verify with below command

[guestshell@guestshell ~]$ trust 1list --filter=trust-policy --purpose=server-auth | grep -E -A3 'emSign
label: AAA Certificate Services
trust: distrusted
category: authority

Tabel: emSign ECC Root CA - C3
trust: distrusted
category: authority

Tabel: emSign ECC Root CA - G3
trust: distrusted
category: authority

Tlabel: emSign Root CA - C1
trust: distrusted
category: authority

Tlabel: emSign Root CA - Gl
trust: anchor
category: authority

Output will vary based on CentOS Stream version
###Verify CentOS Stream Version
[guestshell@guestshell ~]$ cat /etc/redhat-release
Cent0S Stream release 8

0S CentOS Stream 8 CentOS Stream 9
Directory blackTist only blocklist
Result shown trust: blackTisted trust: distrusted

ATV 74 REOEFEREEIATTOZA 79140

AT FTOFEGREICETEIER . ChSOIEHAEOREEER. /etc/pki/ca-trustA K x>
TTFANL—=DICFEET B, Tguestshell enables & KT Tguestshell disable s ###EE F/N
A ADBEHET O TERFEIET,

DEPLOYEDREEIC RS ( %4 T 5184 ) :GuestShell A6 & & £ DEPLOYEDIREEIC % V). DT
EFIEORTOXEBMIILTWVWSHESIK, bashz#&T L, IOSHEHEEXECTOV 7T RAS T
guestshell disables Z%£1TL T. GuestShellZ AGI D EILREICELE T,

<tfroot>

[root@guestshell ~]#
exit

[guestshell@guestshell ~]$



exit
Router#

guestshel | disabl e

SATHAOINICETIEEREEEE : GuestShell* Tguestshell destroys TRELICIHESE h
&, AVTFIT77ANDATLREIBRENET, TDE, GuestShellZBEEMICTH &, 1
VTTRR=AATLAXR=DLSHBEREND LD, ChSOFEEEFIEEZBFBERAT I
ENFHYET,

ATY75: O0-)NY JFE (CAEEDET)

EEDCisco IOS XEV I —ATHREREZTRTICRL. T7F I NOCAEHEZERTHICE. 70
TA47B7TOYOVANTFALI NI SA)EBNICEIRL, COFIETEMENIZ4DODIREY
7 4 )l ( Comodo AAA Services)L— hNZ2ET ) ZBHRIICHIBRL, EBEANTZEBRBELET,

<#root>

! Escalate to root user inside GuestShell:
[guestshell@guestshell ~]$

sudo -s

d=/etc/pki/ca-trust/source/blocklist
[ -d "$d" ] || d=/etc/pki/ca-trust/source/blacklist

! Remove only the four certificate files added during remediation:

rm -f "$d/emSign_ECC_Root_CA_-_G3.pem" "$d/Comodo_AAA_Services_root.pem" \
"$d/emSign_ECC_Root_CA_-_C3.pem" "$d/emSign_Root_CA_-_Cl.pem"

! Rebuild the system CA trust store:
update-ca-trust extract

HIBRL =7 74U 7OY VVARTFALIRNIICEENRTVWEVWC L ZREBLET,

<tfroot>

[root@gquestshell ~]#
Ils -1 "$d"/

total 0



CA Trust Restoration®#F2 : FIEIOFEFEIN > R ( §NXTOIY M Htrust: anchor& FHEE h
%)ZBETLT, 5O0MAENIXNTCTITATBRNSARN T UA—ICR2 LS EZ2BRELE
CB

<ffroot>

[root@guestshell ~]#
trust list --filter=trust-policy --purpose=server-auth | grep -E -A3 'enfi gn| AAA

trust: anchor
trust: anchor
trust: anchor
trust: anchor
trust: anchor

IVRY—IVROEGTRZZATVT OB

CORTUADITNIE, CiscolOS XETF/NA ALTHIIL =, T2 GuestShellEE&E, 1518,
BLUORKRItEYSIa > ERLTVET,

<tfroot>

Router#

guestshell run bash

[guestshell@guestshell ~]$ sudo -s
bash-4.4#

d=/ et c/ pki/ca-trust/source/ bl ockli st

bash-4.4#

[ -d "$d" ] || d=/etc/pki/ca-trust/source/blackli st

bash-4.4#

nkdir -p "$d"

bash-4.4#

trust extract --overwite --format=pembundle \ > --filter="pkcsll: obj ect =entSi gn%20ECC¥20Roo0t ¥20CAYR0-
bash-4.4#

trust extract --overwite --format=pembundle \ > --filter=" pkcsll: obj ect =Conodo%@20AAAYR20Ser vi ces%20r ¢



bash-4.4#

trust extract --overwite --format=pembundle \ > --filter="pkcsll: object=entSi gn%20ECC¥20Root %20CA¥20-
bash-4.4#
trust extract --overwite --fornmat=pembundle \ > --filter="pkcsll: obj ect =enti gn¥20Root ¥20CAYR0- %20C1,
bash-4.4#

updat e-ca-trust extract

bash-4.4#

trust list --filter=trust-policy --purpose=server-auth | grep -E -A3 'enfi gn| AAA

label: emSign ECC Root CA - G3
trust: blacklisted
category: authority

label: AAA Certificate Services
trust: blacklisted
category: authority

label: emSign ECC Root CA - C3
trust: blacklisted
category: authority

label: emSign Root CA - C1
trust: blacklisted
category: authority

label: emSign Root CA - Gl
trust: anchor
category: authority

bash-4.4#

cat /etc/redhat-rel ease

Cent0S Stream release 8
bash-4.4#

d=/ et c/ pki/ca-trust/source/ bl ockli st

bash-4.4#

[ -d "$d" ] || d=/etc/pki/ca-trust/source/blacklist

bash-4.4#



rm-f "$d/ enSi gn_ECC Root _CA -_G3. pent

bash-4.4#
bash-4.4#

updat e-ca-trust extract

bash-4.4#

Is -1 "$d"/

total 0

ANV ROEBHINIY IR

"$d/ Combdo_AAA Services_root.penm \ > "$d/ entSi gn_ECC_Root _(

BERRAY

CLI/

GuestShelltk
RROERE

show app-hosting 1list

GuestShellz
BMCTS
(RBEzEh
TVW3a54
)

guestshell enable

GuestShell
Bash& A b
LET,

guestshell run bash

I—h1—
HFADYY)
BZ

sudo -s

ZOv ol
ANTF14L
IRN)DE
1

d=/etc/pki/ca-trust/source/blocklist; [ -d "$d" 1]

|| d=/etc/pki/ca-trust/source/blacklist!

Zav oy
ARMAND

trust extract --overwrite --format=pem-bundle ...

(x4 CAs)




CADHH

CAEHEA K
TOBBE

update-ca-trust extract

EETES
WK —
DR

trust list --filter=trust-policy --purpose=server-auth

R BRE &R
REOET
(F7> 3
)

guestshell disable

FEROO—
WINY 210
AT

rm -f "$d/emSign_ECC_Root_CA_-_G3.pem" "$d/Comodo_AAA_Services_root.pem" "$d/emSign_ECC_R




BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



