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Stream Control Transmission Protocol(SCTP)i&, IPEEQ ARV AV L ABNTY REY KD
— OV LTEETRIEEMEOEVNZVAR—RN7ORNILTT, BEENLZ/NAMTUY 1 XICHE
WIBDRSICTF—2MAELEY, FYoONRILZEALTEROI—F XY E—2%1D
DSCTPNTY MCNY RILLEEYTEERT, CORFIXNTR., NAMTUDFIRA RET

RETHNTY NROY T2 BETZ2005%CO2VTHBELET.

T—RAABFAT, 759AFTF—23 2 ENIRYUITOXANZXLERL, SCTP Max
MTUS A XDBENBRRETEE<L, Cisco MMEDAZBTRETA/NTY NROYTEZEL/NT Y
NROY7EEETDEEERLET,
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RFC 4960(Stream Control Transmission Protocol)6.9 ( 72 X F—>a> e F7v>7 1)) I
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SCTP7VYSI—23VICREBOARN)—LNFFETIEESNHY. ThEANF AN —LFE
BlF(SHTEBIENET, Stream Sequence Number (SSN ; ANU—AS =52 AEF) &,
BEDSCTPANI—LADZTSIXANDIEFZBNLET. BEHOEY > a > HFEU
SCTPARNY—A%ZEHATEET, Transmission Sequence Number ( TSN ; mES —T 2 AES
) l&. SCTP7VYSI—>2a 2kl 759X MNOIEFZEBRILET,

T7ZXNMEEhBdE, SCTPRAO—RF—EF ¥ IOTRE, B71—=)LREETZ7 1 —)LRIC
EEISIOXUN, ARTSITXVN, FEREERRBT7SIXNOXBINRTRENET,

0 1 2 3
01234567890123456789012345678901
s e e L e St e e e e s e e e L e e et T et L e st
| Type = 0 | Reserved|U|B|E]| Length |
s e e L e St e e e e s e e e L e e et T et L e st
| TSN |
s e e L e St e e e e s e e e L e e et T et L e st
| Stream Identifier S | Stream Sequence Number n |



R s Tt e T B A St Rt Tt et e st Tt et e SR e R R
| Payload Protocol Identifier |
R s Tt e T B A St Rt Tt et e st Tt et e SR e R R

\ \
/ User Data (seq n of Stream S) /
\ \
R e R Tt L s st st e e e e s st T e e e e o

B E Description

| 10| First piece of a fragmented user message |

oo +
| 00 | Middle piece of a fragmented user message |
oo +
| 01 | Last piece of a fragmented user message |
oo +

| 11 | Unfragmented message |

| Table 1: Fragment Description Flags |

ANV=LOD—TVABESOXF Y YT, ANV—LFRERTIYII-232HANTTITXY
RAROYZTENTVARZEZRLTVWDAEEMAH V) ET, WirsharkZ 1 )LRIE, SCTPAK
J—LDF TV TEZRETEIDICRIEET,

sctp.sack_gap_block_start or sctp.sack_gap_block_end

SCTPF+¥> U D/X> R

INIT, INIT ACK, & &U'SHUTDOWN COMPLETEF ¥V ZRE, BHBOF v V%120
SCTPNNT Y NICMTUS A XETN RITEEY,

An SCTP packet is composed of a common header and chunks. A chunk
contains either control information or user data.

The SCTP packet format is shown below:

0 1 2 3
01234567890123456789012345678901
B S e L e e e e S s st T L e S e st it
Common Header
B S e L e e e e S s st T L e S e st it
Chunk #1
B S e L e e e e S s st T L e S e st it

+ —+ — + — +
+ —+ —+ — +
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Chunk #n
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| Chunk Type | Chunk Flags | Chunk Length |
Tt St T B S S R s s et T T B s T St St Rt Rab
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SCTP-Param-Template SCTP MTUH 4 X
SCTP-Param-Template Tl&. sctp-max-mtu-size7 7'< 3 > & /= I& sctp-start-mtu-sizeF 7> 3 >

(/N4 NEA{L) Z#FHL T, SCTP-Max-MTU-Size A" SREENE T, 1500/N1 Mk, F7 ALK
MDSCTP Max MTU Size& 77 # )L N MSCTP Start MTU Size T9,

Exec > Global Configuration > SCTP Parameter Template Configuration
[Local]ASR5500-2# sctp-param-template template_name
[Local]ASR5500-2(sctp-param-template)# sctp-max-mtu-size 1500
[Local]ASR5500-2(sctp-param-template)# sctp-start-mtu-size 1500

MMEH —E ATk, SCTP-Param-Template A MME1>TF+ ANICBEER TS ET,

Exec > Global Configuration > Context Configuration > MME Service
[mme]ASR5500-2(config-mme-service)# associate sctp-param-template S1_MME_SCTP

MMEOJYTHFARA —HRY MM EZ—T I ADKE

MME# —EATHEREND A2 Z—T I 4 AR., BEZIPMTUT A XEEHIC/NA MNRUTE
BEENET (F7 4 NE1500) .

Exec > Global Configuration > MME Context Configuration
[mme]ASR5500-2(config-ctx)# interface intl/10_slmme



[mme]ASR5500-2(config-if-eth)# ip address 10.5.203.195 255.255.255.254
[mme]ASR5500-2(config-if-eth)# ip mtu 2000
[mme]ASR5500-2(config-if-eth)# exit

R—KNA—HFY NMTUY A4 X

JO0-NLAV74F1L—232F—RTE. SOMMEIYFTHF AR, IPMTU 1500 ( 77
#)LNE1500) ZBRAT R A —HZRY RAR—KNICNSM 2 RENFET,

[mme]ASR5500-2(config)# port ethernet 1/10
#exit

vlan 200

no shutdown

bind interface intl/10_slmme mme_ctx
#exit

vlan 201

no shutdown

bind interface intl/10_src mme_ctx
#exit

#exit

port ethernet 1/11

no shutdown

vlian 198

no shutdown

#exit

vlan 200

no shutdown

bind interface intl/11_slmme mme_ctx
#exit

vlan 201

no shutdown

bind interface intl/11_src mme_ctx
#exit

S1AP UE Radio Capability IEH 14 X
MMEH —E AFRE Tk, S1AP UE Radio Capability IEX Y £—2H 4 AN REEhET, T 7 2
)L ME9000/N 4 R TF,

[ cont ext nane] host _nane(confi g- nme-servi ce)# sl-mme ue-radio-cap size 9000

T—ARZTA

759X MEE NAINITIAL CONTEXT SETUP REQUEST/UE CAPABILITY INFORMATION X
YE—I0FERICALET, CcOXYE—DEF, REENTLVWSSCTP Max MTU Sizelc —& 9
BDERIICSCTPHA 7Z T X MEENET,



BT RAU9ZA4ANKNL—ATIE., SCTP7Z%9 X2 MMEINITIAL CONTEXT SETUP REQUESTX ¥
-2 0EEE. MTUAR—RNIL—2HASMMEICE T TICMPX ¥ £—= TFragmentation
needed) N"IRENET,

No.  Time Source Destnation  Info Protocol  Stream identifier Stream sequence number  Frame length on the wire
1 2024-18-18 ©06:45:46.481369410 MME eNedeB  DATA (TSN=B) (Message Fragment) SCTP Gx6enl 11339 1522
2 2824-10-18 @6:45:46.4BAE53IH60 MME eNodeB DATA (TSN=1) (Message Fragment) SCTP Oxbonl 11338 1522
3 1924-18-18 @6:45:46, 483855898 MME eNodeB DATA (TSN=2) EMQ&SJ&G F!‘ngent) SCTR BxBoal 11339 1522

4 2024-10-18 06:45:46.483856320 eloded DATA (TSH=3} (Message Fragment) SCTP Oxbonl 11338 1522
i eNodeB InitialContextSetupRequest, UECapabilityInformation, Paging S1AP 11339,18839 1536
n neaded) TCM 82

7L—L5TE, BEOSCTPANTY MMM D2DIPNTY RO TICHAEDENATVET,

> Frame 5: 1530 bytes on wire (12240 bits), 1530 bytes captured (12240 bits)

> Ethernet II, Src: Cisco_ » Dst: Cisco_

> MultiProtocol Label Switching Header, Label:

> Internet Protocol Version 4, Src: MME , Dst: eNodeB

> Stream Control Transmission Protocol, Src Port: 36412 (36412), Dst Port: 36412 (36412)
> S1 Application Protocol

> Stream Control Transmission Protocol

> S1 Application Protocol

BRIOT—2F v, EEY MEBRERDIBETRENDLSIC, MiRftehi Xy &—2
DEBEDEIXKNTT,

> Frame 5: 1530 bytes on wire (12248 bits), 1530 bytes captured (12248 bits)

» Ethernet II, Src: Cisco_ , Dst: Cisco_
» MultiProtocol Label Switching Header, Label:
» Internet Protocol Version 4, Src: MME ; Dst: eNodeB

~« Stream Control Transmission Protocol, Src Port: 36412 (36412), Dst Port: 36412 (36412)
Source port: 36412
Destination port: 36412
verification tag: @xbel83285
[Association index: @]
Checksum: @xfb290f84 [unverified]
[Checksum Status: Unverified]
~ DATA chunk (ordered, last segment, TSN: 4, SID: 1, SSN: 11339, PPID: 18, payload length: 1367 bytes)
» Chunk type: DATA (@)
~ Chunk flags: @x@1
. B... = I-Bit: Possibly delay SACK
.B.. = U-Bit: Ordered delivery
..8. = B-Bit: Subsequent segment
«ves ...1 = E-Bit: Last segment
Chunk length: 1383
Transmission sequence number (relative): 4
Transmission sequence number (absolute): 3957018401
Stream identifier: Gx0081
Stream sequence number: 11339
Payload protocol identifier: S1 Application Protocol (S1AP) (18)
» Reassembled SCTP Fragments (7175 bytes, 5 fragments):
Chunk padding: @@
» 51 Application Protocol
» Stream Control Transmission Protocol
» 51 Application Protocol

2BEENT—2Fv>20lk. MiRtehizXyE—20—8TRH)ELEA. BEY NEKRTVEE
Y NOBRHREZRFBEITIYI—IEhTLVBRZHTT,



> Frame 5: 1538 bytes on wire (12248 bits), 153@ bytes captured (12249 bits)

» Ethernet II, Src: Cisco 66:8c:90 , Dst: Cisco_al:d@:e3
» MultiProtocol Label Switching Header, Label:
» Internet Protocol Version 4, Src: MME , Dst: eNodeB

» Stream Control Transmission Protocol, Src Port: 36412 (36412), Dst Port: 36412 (36412)
S1 Application Protocol
~ Stream Control Transmission Protocol
~ DATA chunk (ordered, complete segment, TSN: 5, SID: @, SSN: 18839, PPID: 18, payload length: 73 bytes)
» Chunk type: DATA (@)
v Chunk flags: @x@3
vees @... = I-Bit: Possibly delay SACK
.8.. = U-Bit: Ordered delivery
vees sal. = B-Bit: First segment
cees »a.1l = E-Bit: Last segment
Chunk length: 89
Transmission sequence number (relative): S
Transmission sequence number (absolute): 3957818402
Stream identifier: @x@oee
Stream sequence number: 18839
Payload protocol identifier: 51 Application Protocol (S1AP) (18)
Chunk padding: @22pee
» 51 Application Protocol

L
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~ Stream Control Transmission Protocol, Src Port: 36412 (36412), Dst Port: 36412 (36412)
Source port: 36412
Destination port: 36412
Verification tag: OxbelB83285
[Association index: @]
Checksum: @xfb298f84 [unverified]
[Checksum Status: Unverified]

v DATA chunk (ordered, last segment, TSN: 4, SID: 1, SSN: 11339, PPID: 18, payload length: 1367 bytes)
» Chunk type: DATA (@)

Chunk flags: @x@1l
Chunk length: 1383
Transmission sequence number (relative): 4
Transmission sequence number (absolute): 3957918481
Stream identifier: @xgeel
Stream sequence number: 11339
Payload protocol identifier: S1 Application Protocol (S1AP) (18)
» Reassembled SCTP Fragments (7175 bytes, 5 fragments):

Chunk padding: @@

» 51 Application Protocol

~ Stream Control Transmission Protocol

v DATA chunk (ordered, complete segment, TSN: G, SID: @, SSN: 18839, PPID: 18, payload length: 73 bytes)
» Chunk type: DATA (@)

v Chunk flags: @x@3
. B... = I-Bit: Possibly delay SACK
... = U-Bit: Ordered delivery
..1. = B-Bit: First segment
....... 1 = E-Bit: Last segment
Chunk length: 89
Transmission sequence number (relative): 5
Transmission sequence number (absolute): 3957818482
Stream identifier: exeeee
Stream sequence number: 18839
Payload protocol identifier: S1 Application Protocol (S1AP) (18)
Chunk padding: 926000
» 51 Application Protocol

SCTPNNT Y REIPAY R —%EVHRDIPTF—RISLDEFHA XK, REETATLVSIP
MTUH A4 XD2000k V) ENEWVWESH, CNSDOSCTPF V¥ UlE. MMEDIPARY JLARILT
1D2DIPNTY NRIZTIL—TbEnET,

IR T35

S1AP UE Radio Capability IEX Y £—2H 4 Xk, 77 # )L MEDI000/N1 MDFERETHAE h
F£9, REETNTWASCTP Max MTUH 4 X1500& V) ENE VLRI TIhSOXY -2 % 4E
EFBICE, SCTPLAVTIZIX T2 3N RETDBEN HYET,

sctp-max-mtu-size A" 1500 CH B HFE k. EEFEENBSCTP/NT v RH1500V1 hZBABZVZ &
BRLETD,

IPA>Z2—7 T4 AOMTUY A4 XH2000THDH/BE. EDIPINT Y NE£2000N1 R EBAHEVC
EEEKRLETD,

12DIPNT Y NCEBROSCTPNT Y REEHBZENTE, ESCTPNAT Y NMCEHOTF v
DBEEHDDENTEET, HLXDODSCTPNT Y YA XASCTP MTUH A XICHEHL ., #HAE
HENETXTOSCTPNT Y NOAFTH A4 XAIP MTUY A XICERL TWBRY, /— RIFH
BFBEBYICEELTVET,



ROZE., /—RATNTY NROYTREREELEEA,

« NTYNKNL—RAT7L—LRDOSCTPF ¥ > U DEFH A XA, SCTP-Param-Template®
SCTP-Max-MTU-Size DR EE X V) E/hE Vo,

« SCTPPDUELIPAY X —DAFHEN, /—RTHREETNTVWERAS U EZ—T I 4 AMTUY A
ALY EPEV,

Ethenet Port

MTU Size — ——~——___

SCTP MTU
Size

Loo phatl-:/
Interface

MTU Size

COT—AAZTADHITE, BEIL—F2EFAELEER,. BEXIL—FOIP MTUHY A4 XA
1500 THD e bAVVELE, FEADORNT DV AR—KN/—ROMTUIK1500TH B =8, /NI
YNERTVAR—KR/—ROIPAI U R—TIAAICE2TROY 7Eh, MMEIC "Destination
Unreachable] ZRI XY E—SBEEETDEDICNTVAR—RNIL—RIZKRHSNFET,

ROY 7= fERT D EREEK
BEE#1:SCTPORAMTUY A X%/ &L T

ROY 7HARELKLBED KT, sctp-max-mtu-sizeZ/h& VMBEIZCEREL T, SCTPOMTUY 1 X
ZNESLET,



JE:sctp-max-mtu-sizeZ /N&E < FB & E &, sctp-start-mtu-size € sctp-max-mtu-size A T D
BICERELTLSEZL,

$5ll : sctp-param-template S1_MME_SCTP(sctp-start-mtu-size from 1500 to 1460) 2 ZEL £ 9,

ELERH#2 : NT 2 AR—BK/—RMTUY A4 XZ1500k8 ) KESLET

BYIE R

« RFC4960A N —A#IfAEEZONIIN

e MMEZ REZABML—>3>HA R, StarOS 1) —A21.28E : UE Radio Capability IE
Size

e ANV RSGAARZR—T IAAIVTT7Z7LA, E—RE ~ F, StarOS!))—2X21.28%
A—HBZRYNAR—TIARA714F1L—>32F— RN RIP.MTU Size
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