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Sep 05 23:54:02 [SAML] consume_assertion: The identifier of a provider is unknown to #lLassoServer. To r

IDPA* 5

<#root>
<EntityDescriptor ID="

_7e53f 3f 3-7¢c79- 444a- b42d- d60ael3f 0948
" entityID="

https://sts. exanple.net/69c69fff-03f6-4c9c-be73- 9ed4f 5f 894c/

||>

ASA/FTDA 5

<#root>
saml 1idp

https://sts. exanpl e. net/69c69f f f-03f 6-4c9c- be73- 9ed4f 5f 894

>>>> The entity ID is missing characters at the end
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IdPOXZF—RT7AID T4 T 1IDEMEEL ., samlidp [entity id] AN RZEZEL T, /N
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https://sts.example.net/69c69fff-03f6-4c9c-be73-9ed4f5f894c/
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<{froot>

[ SAML] consume_assertion: assertion is expired or not valid

i -

<tfroot>
[SAML]
Not Bef or e: 2022- 06- 21T09: 52: 10. 759Z Not OnOr Af t er : 2022- 06- 21T10: 57: 10. 759Z

timeout: O >>>>> Validity of the saml assertion provided by the IDP
Jun 21 15:20:46 [SAML] consume_assertion: assertion is expired or not valid

<#root>
firepower#

show cl ock

15: 26: 49. 240 UTC Tue Jun 21 2022

>>>> Current time on the firewall
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<#root>
[Lasso] func=xm1SecOpenSSLEvpSignatureVerify:file=evp_signatures.c:1ine=372:0bj=rsa-sha256:subj=unknown

si gnature does not verify

R
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Reply URL (Assertion Consumer Service URL) * ©

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Index Default

| https://ac-vpn.local/+CSCOE+/saml/sp/acsttgname=ac-samil V’| | V’| O}

FWELZESPXZTF—2NS :

<#root>
<AssertionConsumerService index="0" isDefault="true" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP

"https://ac-vpn.|local / +CSCOE+/ sanl / sp/ acs?t gnane=acvpn"

/>


https://ac-vpn.local/+CSCOE+/saml/sp/acs?tgname=acvpn

COHITIE. IdP®D TAssertion Consumer Service URLy A"SPO X2 F—RDOFArE —FK L &L
_ENDAYET,
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SPOXZATF—RIZCRENTWVSD ELDIZ, IdPMAssertion Consumer Service URLZZEL £ 9,
SPO XX F—2ARIE, show saml metadata <tunnel-group-name>_1NX > RZFEHAL TRETEET
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<#froot>

[ SAML] consume_assertion: assertion audience is invalid

SAMLML—XA:

<ttroot>

<samlp:Response ID="_36585f72-f813-471b-b4fd-3663fd24ffe8"
Version="2.0"

Issuelnstant="2022-06-21T11:36:26.664Z"

Destination=

"https://ac-vpn. | ocal / +CSCOE+/ sam / sp/ acs?t gnane=acvpnl

Recipient="https://ac-vpn.local/+CSCOE+/saml/sp/acs?
t gnanme=acvpnl

<AudienceRestriction> <Audience>

https://ac-vpn.|local/sam / sp/ net adat a/ acvpn

Audience>

AudienceRestriction>


https://ac-vpn.local/+CSCOE+/saml/sp/acs
https://ac-vpn.local/+CSCOE+/saml/sp/acs
https://ac-vpn.local/saml/sp/metadata/

J77AT0F—INKEFSPXEZT—2A5

<#root>
<AssertionConsumerService index="0" isDefault="true" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP
Location="https://ac-vpn.local / +CSCOE+/ sanml / sp/ acs?t gnane=acvpn"

/>

BRIRTT R
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https://ac-vpn.local/+CSCOE+/saml/sp/acs?tgname=acvpn
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[SAML] relay-state hash mismatch.
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« Cisco Bug ID CSCwf85757ICiBEBE N TWVWB KSIZ, BEZFHA I —AICBITTS
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https://tools.cisco.com/bugsearch/bug/CSCwf85757
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<#root>

firepower#

debug webvpn sam 255
firepower#

debug webvpn 255
firepower#

debug webvpn session 255

firepower#

debug webvpn request 255
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