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https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-4uxFrdzx
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-4uxFrdzx
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-4uxFrdzx

BITLET,
RD2AT v T

BEEREXRVTRNIDITI)—ANFAARICBEODLEFRT, COT—RAZEHMLET., TORKT
. CERETRL, IXNTOSDWANHHIYR—F> ~ (XNZ—2 v, O hO—-F, NUTF—
2)EBBEN—IAVIITYTIL—RIDELEBETIZVEN HYUET,

BCSLCSH T RO VT2 a2 BB E0BER. 7Y7JL—RHEICEIDEMAA XU RO
WT. CiscoNCERZZRETFUNINFR—=J v ICEBLEHELEZ L,

AVT7ZARNZIFYOEFIVTACHIDEROHBHICBRHVELR T, CFABIP A
BAERACETVERLES, BRECHBLEDEILEEL,

LBLLBBEVWLET,
Cisco Technical Assistance Center ( TAC )

>
[1] Cisco SD-WANZ&1K, 75 A K
22Xt F 3 )T 14 F RN A 1) (cisco-sa-sdwan-privesc-4uxFrdzx)

Outlook THH <
QREEBHIIC[M > CRHEDT VL —AKRLE|ZEINTEEBRITLILEET,

= Outlook%RBA< (HBD A ) [L]emTF>7Vv—bDEy > n—FK

TAC 14 1I0C ULMEIEZ &K U ) —ATHATRELET 7L —K (WAVE22a-45T9<
TY7JL—R)

152 A 1

SD-WAN %/ T CVE-2026-20245\_ B8 9 S Indicators of Compromise(loC) ' R& 19", EIEFEAV 7+ 7Y Y
—ANRATEEZSERICEBENET, PTYTIL—ROFTEERTZESICEDD LS ICERTICHD
%

Subject
B : CVE-2026-20245MD10C7 t 2 X~ FET - loCHR2 MWV FBA. 7y TV — KNS ETT - SR
[SR#]

I Ayvt—2


https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
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https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-4uxFrdzx
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-4uxFrdzx
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/wan/dpt/220424-upgrade-sd-wan-controllers-with-the-use.html
https://www.cisco.com/c/ja_jp/support/docs/wan/dpt/220424-upgrade-sd-wan-controllers-with-the-use.html
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https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-4uxFrdzx
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-4uxFrdzx
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-4uxFrdzx
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-4uxFrdzx
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/wan/dpt/220424-upgrade-sd-wan-controllers-with-the-use.html
https://www.cisco.com/c/ja_jp/support/docs/wan/dpt/220424-upgrade-sd-wan-controllers-with-the-use.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225842-remediate-catalyst-sd-wan-security.html#toc-hId--1516256622
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-4uxFrdzx
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-Catalyst-SD-WAN-HardeningGuide
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225515-start-your-catalyst-sd-wan-upgrade.html
https://www.cisco.com/c/ja_jp/support/docs/wan/dpt/220424-upgrade-sd-wan-controllers-with-the-use.html
https://www.cisco.com/c/ja_jp/support/docs/wan/dpt/220424-upgrade-sd-wan-controllers-with-the-use.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225842-remediate-catalyst-sd-wan-security.html#toc-hId--1516256622
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225842-remediate-catalyst-sd-wan-security.html#toc-hId--1516256622
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/225842-remediate-catalyst-sd-wan-security.html#toc-hId--1516256622
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