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JLiEtracelog71 L O RUICREFEIhET,

s TJ7ANATLANDEEBTEEBR T ENTEET, NL—AT77AI)IE. FINAADN
TA—XVAILEBZEERD B, COTFALIVRNUDSHIBRTEERT,

- NL—ROJZBIOBFAICEETEET, FTP, TFTPREERFERAL T, 774)&2JE—
L T@#L %V), Technical Assistance Center(TAC)TH—7"> LT —AILT77AIL&T
YZ7O—RLEVYTEET,

s RL—ZRAOVZEMICTRERTEFELAN. NL—ALRILZZELT, FEP1-)
LU TRETRIHEHRNDEZRET D _ELEEFTEET,

NL—ALAXIL

RL—ALARILE. NL—ANRY 7 PEER 7P ALERBE D EROBEIRELET, KiE
L FATEETNTORL—ALARLT, ELALTRERENDAY -V OBEIC OV THH
LET,

Emergency—>> AT AN FTRETH DN, FHATELRL,

Error—BHEMREZTOEVERIC, BENDTALCKDNDI ARV b RECISICHFEEL
BVA, IRNICHEZEXSARMEOHD, FHLEVEAEZRLET,

BESEBHCHRS N THEOS5HE, FLERECHEL THRLEVEREF XD
B AL S BRI,

—ETI-NICREETNLEFEEOOTLARILICEBRLTLKEZV, SOLXRILICEK, ZATLR
TRETDEEBANRINFYTFYrENET,

Info—>FE|MX Y L= Do ZATLAREFZTOHEICEHETIEEZAARYNIETIENSE
HRERBULET,

Debug—>F /Ny JOJ ZRHLET,
Verbose—>FT/\Y SO D FE2L R Z8RHELE T,
Noise—>Z X S N3 FADOXY E—AOTICREEhET,

BEONL—-ALNRILDRTR

show platform software trace level AN > RZFEATD E, FEOEZ1—IILORL—ALRXRILZ
RABLVEETEET,

COONVRIEFE, POTATHBRPO 7 AD—F A4 IIZ—Y7TORAODRNL—ALRILZR
RLET,

Router#tshow platform software trace level forwarding-manager rp active

RICHNZERLET,

Module Name Trace Level

acl Notice



active-identity Notice

alg Notice
appnav-controller Notice
aps Notice
bcrpgc Informational
bfd Notice
bier Notice

NL—ALAXIDZE

T7OtEAAOBENED 1—ILFLREIXNTODEDI—ILORL—ALRINZEETEEXT,
D 7=®HIZ, set platform software trace N> REFERTEE T,

< M N 2 Rset platform software trace chassis-manager fO cman_fp warningld, A0 Y KOD
ESPOZ ¥+ —INZR—T V¥ ICHETHcman_fpO RL—ALAXRILEZBEBELARILIZEELET,

— MZE(E, show platform software trace level chassis-manager 01X > R TCHRIETE X T,

RIZHEDZRLUET,

Module Name Trace Level
bcrpgc Informational
bipc Notice
bsignal Notice

btrace Notice
btrace_ra Notice

cd11ib Notice

chasfs Notice
cman_fp Warning

MLWRL—RAFAT>3>

16,80 F. S AORMEOF D THBEIRZEBALTVWET, BER, 10SOF T &2n0
Z7OtAOFVIDATLAOBT, I—FIC—ALALABOFVITIVARVIV AZREETS
CETT, MADYATLANOTZI—IJ L THABIEICRRTED S, ZATLOBEONS
TN 1—FTAVINBRBIBYET,

REZ7OLAORNL—AOTDRR

show logging process AN > RZFEATS &, BELEZ7ORALC K> TEFRE Iz ML —AO
TJNOARERTRTEET, bufferd KUtracelogsT1 LI NUASOOTZHAICEDD N
TEFET,

BOWBTOLABETR— R ENTVEITOLABREZFELTRZHFANShETEN—Y



ICELERT,

Z7OERBRRNL—AOJOERE (MBINELRTELL ) —HIZIBENHYE
T —HLBWVEE, T—HNRELTRL—ANRRENBVAESEAHIET,

show logging process fman Y > Ri&fman-rpO07 &fman-ipOJ ZHHAEHLED CENTEXT

o

Router#show logging process fman

Displaying logs from the Tast 0 days, 0 hours, 10 minutes, 0 seconds
executing cmd on chassis local ...

Unified Decoder Library Init .. DONE

Found 1 UTF Streams

2024/05/22 19:01:01.347466887 {fman_rp_R0-0}{255}: [source] [11941]: (ERR): ipc(mqipc/iosd/iosd-fman):U



2024/05/22 19:00:50.246774567 {fman_fp_image_F0-0}{255}: [btrace] [13616]: (note): Btrace started for p
2024/05/22 19:00:50.246777079 {fman_fp_image_F0-0}{255}: [btrace] [13616]: (note): File size max used f

BHOT7OELAYR—NDRIT

Mshow logging processy CLIINY > RT, Tprocessy ¥F—T—REZFAL TEHROTOEAR
EHUITRY>TEETEDLSIZBYELE, smand&ios 7OEAKE, EBELEZO
tAOOTDOHZERRT BDHEEE lztracelog

Router#show logging process sman,ios
executing cmd on chassis 1 ...
Collecting files on current[1l] chassis.

BALTADRIFTS I

A—AINEALY—FBREENATVSRES, INTORNL—RICO—HALEZALY—2DFA
LARBR VTR ERATEET, TOITHRVIEE, X414 LAZ 7 I& "Coordinated Universal Time
(UTC)TEEAE NET A, setlogging timezone <local | UTC>XY > REFHALTOVDRA LY
—>%ZLocal EUTCOETHIWEABD CENTEET,

<> Rshow logging CLIE, 7 # /LM TRBEOKZL SBE107EOOTDHERRLR
ER

startlast¥F— D — REZFATZ L, HXO—XIZWLU TEHET 2R TEET,

Router#show logging process btman start Tast ?
<0-4294967295> 1dinterval (default seconds)

boot system boot time
clear display all logs since last "clear Togging"
marker selects latest matching marker from list to start displaying

logs from



ECHEIOONY ROBIEZZBRL 258 EF. ROAT>3a>ELTH, BB, 2, &I
FHZEETEEXT,

end last¥F—J—RA T IavHFEBMENELE, COAFAT> I, startlaste fBAxEDLETHE
ALT., BEHOKRTEIBELET, startlastéendlastOEAEO AT 3> 2ERATRE, T4
YROAOOTEGHINREENET, endlastF 7’2 a>ZFALAEVEES, QOJREOFTT7 #)L
NEKRTHEELTHREORBICHEYET,

ROBITE, BR2KEEH SBR1BEOBOREREZRELTVERT,

Router#show logging process btman start last 2 hours end last 1 hours
Displaying logs from the Tast 0 days, 2 hours, 0 minutes, 0 seconds

End time set to show logs before last 0 days, 1 hours, 0 minutes, 0 seconds
executing cmd on chassis 1 ...

Collecting files on current[1l] chassis.



BEOOJTLARIINOOT Z2&RTR

REOLARIILOOTDHERTKTEET,

Router#show logging process wncd Tevel ?

debug Debug messages
error Error messages
info Informational messages

notice Notice messages
verbose Verbose debug messages
warning Warning messages

K2, TZ—LAX)lnotice® TOOTbtman®flzE RLET,

Router#show logging process btman Tevel notice
Logging display requested on 2024/07/24 06:20:23 (UTC) for Hostname: [Router], Model: [ASR1002-HX

Displaying logs from the last 0 days, 0 hours, 10 minutes, O seconds
executing cmd on chassis local

Unified Decoder Library Init .. DONE

Found 1 UTF Streams

2024/07/24 06:10:59.533374335 {btman_RO-0}{255}: [utm_main] [5809]: (note): Inserted UTF(2) HT(old):dro
2024/07/24 06:10:59.695395289 {btman_R0-0}{255}: [utm_wqg] [5809:15578]: (note): Inline sync, enqueue BT

BALARTASOOTDRTR

RDESIC, UTCOREDRALARY7OOTZRRTEET, 2017/02/10
14:41:50.849425 |

Router#show logging process wncd start timestamp "2024/07/24 05:36:45.849425"
Logging display requested on 2024/07/24 06:39:15 (UTC) for Hostname: [Router], Model: [ASR1002-HX

executing cmd on chassis Tocal
Unified Decoder Library Init .. DONE
Found 1 UTF Streams

Filter policy: Done with UTM processing

22D A LARTEOOT 2R

start timestamp & end timestampZ BMT B & T, XA/ ALAVA 2 RIUBEORNL—AOTZRRT
BET, Chik, 1FEAOXTFRAVA 2 RUOBITT,



Router#show logging process wncd start timestamp '2024/07/24 05:36:45.849425" end timestamp "2024/07/24
Logging display requested on 2024/07/24 06:39:15 (UTC) for Hostname: [Router], Model: [ASR1002-HX

executing cmd on chassis local
Unified Decoder Library Init .. DONE
Found 1 UTF Streams

Filter policy: Done with UTM processing

ZA470F T OET

J7OtARERZTO77ANLNERLUTITLRALTER TN EOTZ2ERTERT, OJRBE
BEFICRRENET,

Router#monitor logging process cman ?
<0-25> instance number
filter specify filter for logs
internal select all logs. (Without the internal keyword only customer
curated logs are displayed)
Tevel select logs above specific Tevel
metadata CLI to display metadata for every log message
moduTe select logs for specific modules



EN :SATJOVE—REZEIRT—7EEREKTTRICIE., CTRL-CERITLET,

EREFAOOJ7O77A4INE2ERATS

ZA470F 710, BHRICEATEIRAIAAOTOT77AIINAZEETIATVET, Chick
V), I—HY—&, COMEZBRIZIERELD7OCA- O 77M4IILICEBEITIHEN K
<IBEYWET, YR—KENBD7O774I)LICE, all, file, wireless, sdwan, netconf-yang.,
restconf, install, hardware-diagnosticsA" & ') & ¥,

c®O7' 07 7 A )LIEshow logging E 7= l& monitor logging N> RTERATE X,



7E:show logging profileA7 7> 3> Tk, Ny 77A5OATDANRRE N,
tracelogsT1 LV RUASOOTEEEFNEEA,

SCP_Test#show logging profile ?

all all processes

file show logs for specific profile file
hardware-diagnostics hardware diagnostics specific processes
install Install specific processes

netconf-yang netconf-yang specific processes
restconf restconf specific processes

sdwan SDWAN specific processes

wireless Wireless specific processes

Router#monitor logging profile ?
all all processes
file show logs for specific profile file
hardware-diagnostics hardware diagnostics specific processes
install Install specific processes



netconf-yang netconf-yang specific processes

restconf restconf specific processes
sdwan SDWAN specific processes
wireless Wireless specific processes

17.12+ Tk, 77 # )L M T Tshow logging <process/profileffile> ... NDBREBIZHEFTBEBRIEENE
¥, Statsid, FERELARILTTFI—RENENL—AXYE—2055, BEOFI—FHKE
BRICEMENLEXYE—D0O8ZERLET. LRILATRNE, LAV TENENL—R
ICRHLTOHITONET,

2024/07/24 04:26:41.710239127 {btman_R0-0}{255}: [utm_wqg] [5806:15568]: (note): Inline sync, enqueue BT
2024/07/24 04:26:41.759114843 {btman_R0-0}{255}: [utm_wqg] [5806]: (note): utm delete /tmp/rp/trace/IOSR

Num of Unique Streams .. 1
Total UTF To Process ... 1
Total UTM To Process ... 89177
UTM Process Filter ..... btman
MRST Filter Rules ...... 1

First UTM TimeStamp ............... 2024/07/24 02:51:45.623542304
Last UTM TimeStamp ................ 2024/07/24 04:26:48.710794233
UTM [Skipped / Rendered / Total] .. 89047 / 130 / 89177

UTM [ENCODED] ..vvvervniineeennnnn 130

UTM [PLAIN TEXT] ..vvvviiinnennnnn. 0

UTM [DYN LIB] t'iiiiiriiieeeennnnn 0

UTM [MODULE ID] ....vviviiinnnnnnn 0

UTM [TDL TAN] .o ie e e e e e 0

UTM [APP CONTEXT] .....vviernennnn. 0

UTM [MARKER] ... iiiieieeennnn 0

UTM [PCAP] ..ttt e e e e 0

UTM [LUID NOT FOUND] .............. 0

UTM Level [EMERGENCY / ALERT / CRITICAL / ERROR] .. 0 /0 /0 /0
UTM Level [WARNING / NOTICE / INFO / DEBUG] ....... 0/130/0/0
UTM Level [VERBOSE / NOISE / INVALID] ............. 0/0/0
Oz T77A4ILICIEE

to-file¥—J—RZFEHA TS E, showlogging AN ROBATTI Z7AINEERTEET, XD
(&, btmanZ’Ot AN KL —RAO%Y %Zbootflash7 7 4 )L AT LIZ & B btman_log.txt& LS B Hl
ND77ANIEETEHEERLTVET,

Router#show logging process btman to-file bootflash:btman_log.txt
Logging display requested on 2024/07/25 03:49:41 (UTC) for Hostname: [Router], Model: [ASR1006-X



Displaying logs from the Tast 0 days, 0 hours, 10 minutes, 0 seconds

executing cmd on chassis local

Files being merged in the background, please check [/bootflash/btman_log.txt] output file
Unified Decoder Library Init .. DONE

unified trace decoder estimates: [1] number of files, [139913] number of messages
that may be processed. Use CTRL+SHIFT+6 to break.

Found 1 UTF Streams
2024-07-25 03:49:41.694987 - unified trace decoder estimate: processed 5%
2024-07-25 03:49:41.701433 - unified trace decoder estimate: processed 10%
2024-07-25 03:49:41.707803 - unified trace decoder estimate: processed 15%
2024-07-25 03:49:41.714185 - unified trace decoder estimate: processed 20%
2024-07-25 03:49:41.720592 - unified trace decoder estimate: processed 25%
2024-07-25 03:49:41.726951 - unified trace decoder estimate: processed 30%
2024-07-25 03:49:41.733306 - unified trace decoder estimate: processed 35%
2024-07-25 03:49:41.739734 - unified trace decoder estimate: processed 40%
2024-07-25 03:49:41.746114 - unified trace decoder estimate: processed 45%
2024-07-25 03:49:41.752462 - unified trace decoder estimate: processed 50%
2024-07-25 03:49:41.758864 - unified trace decoder estimate: processed 55%
2024-07-25 03:49:41.765225 - unified trace decoder estimate: processed 60%
2024-07-25 03:49:41.771582 - unified trace decoder estimate: processed 65%
2024-07-25 03:49:41.777968 - unified trace decoder estimate: processed 70%
2024-07-25 03:49:41.784330 - unified trace decoder estimate: processed 75%
2024-07-25 03:49:41.790693 - unified trace decoder estimate: processed 80%
2024-07-25 03:49:41.797099 - unified trace decoder estimate: processed 85%
2024-07-25 03:49:41.803462 - unified trace decoder estimate: processed 90%
2024-07-25 03:49:41.811411 - unified trace decoder estimate: processed 95%
2024-07-25 03:49:41.822322 - unified trace decoder estimate: processed 100%
2024-07-25 03:49:41.822335 - unified trace decoder : processing complete Result:[Success]

dir bootflash AN > R&EFERAL T, 77 A IINEREhiECE&2EREL, ROKSICT7AILE%
JANRITTEET,

Router#dir bootflash: | include btman_Tlog.txt
17 -rw- 26939 Jul 25 2024 03:49:41 +00:00 btman_Tlog.txt
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