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Pre upgrade Post upgrade
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Pre upgrade 3.1 Upgraded

A PMNT
—_ A 240 min
PPAN __-_""---_______ _______--——-'* PPAN SMnT
A 1 6 A 240 min
SPAN * \span o

240 min
PMnT —2 ——> \_ PMnT
A A 240 min
SMnT 5 * \ SMnT
A 3 A 240 min
P5N1 i
A X A 240 min
P5SMN2 4 } R

HWHET Y ST L — RFIE
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_ Old Split Upgrade New Split Upgrade

Less; Increases as per the No. of

Total Time for upgrade More; Increases as per the sequence v lterations
Total Time for 6 nodes ~24 hours ~7 hours with 2 iterations
required v Not-required
Not available v Available
Not-Available v Available
Recommended max no. of 4 15

nodes per iteration

Post-Upgrade Checks Not Available Not Available
. Can install patch during
Patch Installation Need to do it separately v Ee oD

HOWATUY REHFLLWATUY K
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Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodes Summary
Upgrade

Welcome

Welcome to Cisco ISE Upgrade Ve
This workflow will help you upgrade your Cisco ISE in an orderly * )
mannar. Click Let's Do It to start upgrading your Cisco ISE. - Sy

ATV 71



Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodes Summary
Upgrade

Checklist

Ensure the following tasks are completed, and then proceed to upgrade Cisco ISE nodes.

BACKUP ISE

= Configuration and aperational data (Administration > System > Backup & Restore)

= Backup system logs (Dperations > Troublesheot » Download Logs)

= Export cenificates and private keys (Administration > System = Cartificates > System Certificates)

SOFTWARE

= Review the ISE Upgrade Guide and Release Notes for upgrade information (hup://cisco.com/gofise)

= Confirm valid ISE upgrade paths, Ensure that 8 repository is available to store the I1SE upgrade bundle (Administration > System > Maintenance > Repository)
= Download the ISE upgrade bundle and place it in the repositery (ISE software iz available at hup:f/cisco.com/galise)

CREDENTIALS

= Make a note of the Active Directory join credentials, and the RSA SecurlD node secret, if applicable.

OPERATIONAL DATA PURGE

= Purge operational data to improve upgrade performance (Administration > System > Maintanance > Operational Data Purge)
8 | have reviewed the checklist

Print Checklist

AT Y 7 2 : Checklist

© © ®

Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodas Summary
Upgrade

Select Nodes (Iteration 1)

Select Nodes for Split Upgrade

P-PAN cannot be selected until all the other nodes are upgraded or selected for upgrade.
S-PAN will be selected by default in first iteration of upgrade.

Hostname Parsonas Role(s)
isenode 1.dominion.in Primary Administration PRIMARY
isenode2i.dominion.in Secondary Administration SEGONDARY
Isenode23.dominlon.in Primary Monitoring SECONDARY
isenode2d dominion.in Secondary Monitading SECONDARY
isenode25.dominion.in Palicy Service,paGrid SECONDARY
Isenode26.dominion.in Policy Service,pxGrid SECONDARY

ATY 7 3: /—RDER
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Welcome Checklist Select Nodes Prepare to
Upgrade

Prepare to Upgrade (lteration 1)

From the following drop=-down lists, choose the reguired repository, upgrade software bundle, and
patch file. Then, click Start Preparation.

ISE Services will continue to run while Prechecks Repository Validation L1
Upgrade can be triggered. Proceeding to Upgrads
Precheck will continue execution in the backgrour Buindla Dowiiload o4
ul
Bundle Download, Patch bundle Download, Platfor, &
Other prechecks get expired after 3 hours and ca
Memory Check 6/6
]
Repository”
ftp-upgrades-patches w PAN Failover Validation L5 ]
> A
Bundle®
.u | Scheduled Backup Check 11
ise-upgradebundle-3.0.%-3.2.5-t0- ... »r .
Patch | Config Backup Check 11
None R > O
| Configuration Data Upgrade o/
Start Preparation e
Admin Certificate Check in Trusted store 11
l Disk Corruption checks 66
Platform Support Check [
®

AFVT 4Ty TIL—ROERF

Q

Q

Upgrade Staging

ervices,

urs.

Upgrade Nodes



Y @ 9 @

Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodes
Upgrade

Prepare to Upgrade (lteration 1)

From the following drop=-down lists, choose the reguired repository, upgrade software bundle, and
patch file. Then, click Start Preparation.

ISE Services will continue to run while Prechecks Repository Validation L1
Upgrade can be triggered. Proceeding to Upgrade o iervices.
Precheck will continue execution in the backgrour
Bundle Download o4
Bundle Download, Patch bundle Download, Platfor, & [0) urs.
Other prechecks get expired after 3 hours and ca
Memory Check 6/6
] @
Repository”
ftp-upgrades-patches w PAN Failover Validation o1
> A loF'S;
Bundle®
. | Scheduled Backup Check 11
ise-upgradebundle-3.0.%-3.2.5-t0- ... »r . ®
Patch | Config Backup Check 11
g
None w > O RS
| Configuration Data Upgrade o1
¢ )
Admin Certificate Check in Trusted store 111

Disk Corruption checks 66

Platform Support Check [

©—0—0
©

ATY T 5. TFTYTIL—ROART—20T

© © © © © ®

Welcome Checklist Select Nodes Prepare to Upgrade Staging Upgrade Nodes
Upgrade

Upgrading Nodes (Iteration 1)

View the progress of the upgrade process on each Cisco ISE node.
Upgrade progress can be monitored from Secondary PAN Ul while Primary PAN is getting upgraded and
from Primary PAN Ul while Secondary PAN is getting upgraded.

Modes selected for current iteration are: isenode22.dominion.inisenode24.dominion.in,isenode26.dominion.in
Estimated time of Upgrade process: 4hr 29min

Owerall Upgrade Progress

isenode22.dominion.in

@
isenode24. dominion.in

> 9 A 0]
isenode26. dominion.in

> e — 0]

FE6: 7YTIL—KR/—R
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Welcome Checklist Select Nodes Prepare to Upgrade Staging
Upgrade

Summary (lteration 1)

You are successfully completed Upgrade workflow! Download all reports before clicking Finish.

v Selected Nodes Download Report

v Prepare to Upgrade Download Report

v Upgrade Report Download Report

BER—D
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Iterationl

= -

' Ay .
f } Select Nodes (lteration 1)
| .
i : Select Nodes for Split Upgrade
: : P-PAN cannot be selected until all the other nodes are upgraded or selected for upgrade.
| | 5-PAN will be selected by default in first iteration of upgrade.
| SPAN I
! I
| I
: | Hostname Personas Role(s)

|
| I
: : isenode2  dominion.in Primary Administration PRIMARY
| |
|
i l lsenode22.dominlon.in Sacondary Administration SECOMDARY
| |
|
I : isenode23.deminion.in Primary Manitaring SECONDARY
! I
| I
: | Isenode2d.deminion.in Sacondary Monitoring SECOMDARY
! I
: | [ isenode2s.deminion.in Paliey Service, pxGrid SECONDARY
! I
: j isenode26.deminlon.in Policy Service, pxGrid SECOMDARY

T
- - - - = "
# N
I
/"~ Pre-Checks N
!

i \
Qy Repository Validation y,
Q,‘ / Platform Support Check
/4

Qa Bundle Download

QJ Deployment Validation
Q& Memory Check /i

QJ DNS Resolvability

/
QJ Patch Bundle Download Q’ ? —

Validation

V., System Certificate
Yy, Q Validation
Ql Schedule Backup Check /i

QJ Disk Space Check

Q 7 Config Backup Check Y,
Q,J NTP Validation

/
Q Configuration Data Upgrade /i
QJ Load Average Check
\\ /. , /
\Ql Services or Process Failures L

S

Q / PAN Failover Validation

T ———————— ———————

ERFIVY
EWFIVY

« DIRODNUDRKRIEETI, IXTO/—RIZVRDNINFREENTVIAESHANFIVY
ThET,

« N RILFDO—RE, #OO0—-RICKRIBEET,

« XFEUFIYVUIE, PAN/—RT25%DXAE BN FERTEAESHAZFIVIL, 1
NO/—RT1GBOXEVEENFEAAELAESHAZFIVILET,

s NYFNURILOATO—RIE, BRLE/—RONYFNRILOZ D O—RICKIL
5%9,

s PAN7 I—=)FA—=N—OKRIAFIY VT, PANNATRAZED)FAHFEMCHE 2TV
DHAESHHIBBENET, PANZI—=)IA—N—DENEBEREMEDZEE2BAHL
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s AT D1=NENENYITYTFIVIR, ATD1—-LNENENYIOTYTHEMNE

SHZEHRBLET, - SBEATREHYELA,

Config Backup Checkld. BREDNY VT Y TN RIETONENESIHZEFIVYILET,
TY7IL—R7OCAE. NVITYTORTEICOKRETENET,
BRT—RT7Y7TIL—R: BRTF—EIR—AOIVO—TERT—2OTY7IL—R%E
EITL, PYTIL—RF—=RAVTZERLET, cOFIVIIE. NRILOAD>O
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XEVNBHIDESHZHFBELET, £, ESXION—23 U HF65UBRTHIHNESHE
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RAOKIAITE, BR/— ROREABEELET (AHLTVWED, EITHTHIHNHHE
MENET ),

- DNSHERMREMEF. RARNBEIPT RLADESIESLVESEZFIVILET,
s EEANTARAEORIATIE, EEANTIAHENIBUTH2 5, BMHRSDIh TV L

NHEBENKT,

e JATLAHERIEF, &/ —ROATALMBEORIAEERLET,
s FARVEEFIVIOR., PY7TIL—R7OLAZHETITHDOIC+oBEZEEN/N\—R

TARIICHBINESHEZFIVILET,

* NTPHRELE : AT ATRESNTVWANTPZHERL., BLFEANTPH—NLS5DEDHES

NEBELET,
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* warning
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Success

Warnmg \
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Revalidate
° Failure

Any Check
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Copy Data Upgrade Bundle
pfepared in earlier step
Copy Data Upgrade Bundle
prepared in earlier step
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QServi ces are down

Overall Progress

Upgrade
Progress
Progress

Progress
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Iteration1-Staging
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—_——— e

Iterationl
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Iteration2 — 3.2 Nodes
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Overall Progress
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Upgrade — Monitor it via New PPAN (3.3)
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ADE.log7 7 4 )L &ise-psclog7 74 I ZSHBL TS EE L,

show logging system ade/ADE.Tog
show logging application ise-psc.log

BRT—2OTYTIL—RFIVYD

tHOR)EE /— RNDOADE.log., configdb-upgrade-[timestamp].log. & & *dbupgrade-data-
global-[timestamp].logZZ B L T & L\,

show logging system ade/ADE.Tog
show logging application configdb-upgrade-[timestamp].Tlog
show logging application dbupgrade-data-global-[timestamp].log



F B R—KNNVRILZPRET S EZ K, configdb-upgradeO T Z2EL LD ICTELEBERE
TF—RIR—RAFIVIZEMILTLEZY,

Fv7JL—RoOBE. OJTRE
WIhAD/—RTFTYTIL—RIZKBL, BYORBERTTERE A,
REBRLTIEE L,

- ADEOY
* ise-psc.log

show logging system ade/ADE.Tog
show logging application ise-psc.log
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¢ Failure after reboot: Fresh install the node and join back to the deployment
Failure before reboot: Node will automatically join back to the old deployment

Fresh install and join back to new deployment as SPAN

Failure before reboot: Automatically, joins back to old deployment
¢ Failure Post reboot: Fresh install failed node and join back to New deployment
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