Field Notice:FN70610:Android 10, Android 11,
H X T Apple iOS 14F/NA ATENAINLDZ A
P2 RNTFINAAODMACT X LMEA RE T,
Cisco ldentity Services Engine(ISE)®OMACT R
LADIINY DT Y 7THKREKRY S aIeeM - B3
= RM

s

"
-z
R

EA

Z O Field Notice FBRRDEFETRMEh, MBEHORIAEZST LV > & LVOREL,
HDVEYT—EARIAEEZTETREDNDTRERHYEEA. O Field Notice TDHEER
. HBWE, Z O Field Notice 5D IV AERESERHEOEFRICEWT
CHEAESBAVVELET, JAOTR. FEDORKITI O Field Notice ZEEH
BPVRETYTTF—RNTBEFNEZRVELET,

& ] &

ET|| X1TH ER

1.0 |202069 A 15H AR ) —Z

1.1 ||2020F9 A 16 H "ELBR/MRE R BV IV EERN
1.2][202069A 18 H "HEEZWARM, VY IAVEEH

1.3 2020579 A23H|BME DA, FR. BEOER, BNFEHROEI > 32 ZEFH.

EEzZIT5HRE
gEEZ |, HEES
) 48 % 2 N
% 0S &4 *“E#‘Exgﬁjm\rj HaUU| HEBEIFBV)—RES SEIR
o IT7HMm
7 —2
Identity Services 1.0, 1.0MR, 1.1, 111, [ISEOITXNTDO/\—
|0S BAS\ ||[Engine AT AL YT 1 112, 113, 114, 12, |[PIaVHEEEZ
Nk 1.21, 1.3, 1.4 T
Identity Services 2.0, 2.0.1, 21.0, 220, [ISEDFXNTDH/N—
I0S B4k || Engine Y AT L V7T 2 221, 23.0, 24.0, 260, | HFEES
hozT7F 2.7.0 FET




Identity Services ISEQO T XTDH/N—
IOS BAS\ || Engine AT AL V7T 3 3.0.0 TaAaUHNEEER
NJIT IS
TE&RH
+E&ID REL

I0S 148 & V' Android 100MacZ X LfbIC &k, BYOD, Z7O7 745, KT

CSCWTIOM N IDMpy 7 O — 7 b o AREME S 5 B

[ O i A

Android 10, Android 11, & &k T'Apple iOS 147 /NA AT, ENAINITZA T "R FINA4 AT
MAC7 RLADZ R LN ERAENDH, MACPRLADIIY U7 v 7&FERATSCisco
Identity Services Engine(ISE)—E AN KBL, chSOFNAATFHLEVRY ND—U#
ORMARETDAREENS DY ET,

de =
B 3=

Android 10, Android 11, 8 &k U'Apple i0OS 147 /N1 Ak, DA VL ARY N =IO\ D#ELHEIC
FURALEENIEMACT RLAZFEALT, I—HFILTZAN—%ZRHELET, ISEBLVZ
KORYRNIT—=DVAVKR—F2RNTEE. MACZPRLARBENDI RRANO—ENDIDERK
TNhET, MACTRLADT VA LLIZEKY), CO1TR/IONYETRELLELEY, 102D
T2V RERAMFISEF—EZXR—ADB)ATEHOI RRAV NI N ZEKT D AEEMD
HYET,

RDETIE, MACT RLADZ U H LMEFENAILIY RRAVRTEDRSICEREE B %
RUET,

Google Android 10# & T*Android 11

s FURLMULEETTFINTEMCE>TVETD,

o« A—HALLETD/N—2 3> OAndroid A 5 Android 10K 7= l&Android 11IC 7Y 779 L —R L
HBE. REShEY—EALY REBBIFSSD)REZ R ALtENTICREENLEETRICK
VET,

s FURALLIEE, XY RND—=07O77A4I(SSID)ZEIRRETEET,

s FEOXRYRND—=07O7 74N A LBMACT RLANERE WD E, I—YHX
YROD—O7O774)%BIRLTSSID/IZY ND—27O7 74N E2BERL-ETE,
ENAINTFNAARCBU S A LBMACT RLAZFEALEKITET,

« Android MACTZ A AL OFFMICOWTIEE., "ZZA4NT— MACZ R L, #SRBL
T<EEL,



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv71694
https://source.android.com/devices/tech/connect/wifi-mac-randomization
https://source.android.com/devices/tech/connect/wifi-mac-randomization
https://source.android.com/devices/tech/connect/wifi-mac-randomization
https://source.android.com/devices/tech/connect/wifi-mac-randomization

Apple iOS 14, iPad OS 14, & & U*watchOS 7

s FUSLMELBET 7 AL BNTEMICZE>TVET,

« A—HHFUBO/N—2 32 DI0SHASIOS14IZTYTIL—RTBE, BBIEOTXNTO
SSIDICHLTZ VXL BMICEY)ET,

« FURLLE, RYRD—=0T7O77A4I(SSID)ZEICRETEET,

s FEOXY ND—OT7O77ANCZ VR LBMACT RLANEREhD E, I—FH%
YRD—=070O7 74\ ZHKRLTSSID/ZY ND—07O7 74N EBERLIZETE,
ENALNTFNAAGBUZ 2V H LBMACT RLAZERALETET,

« IOSMACT S LLOFMIC DOV TR, TiOS 14, iPadOS 14, & & UwatchOS7TZ A
R—=hWi-Fi7 RLAZFERTS ) 2ZRLTEE L,

& 28 D AEIR

MACT7 RLADZ VA LLOR) D —2EfFLBEWE, ILVLMACT RLADT & LLEIMES
BHCE2RT, RENC70EDaZVJENEENAATFNARE7OT7 74U JIDT I

—7ICESVWTREE LRV —HAELL —HLBVAEEAIH)ET, TOHBR. Chso

ENALTFNAADRY ND—JEEAN TS DRSS B R,

MACT7 RLADZ VR LfLE. BEDT/NAADE—MACT RLADIYYEZJICKETDIRD
ISE—EARAICEELET,

s BAFRET/INA ADIFEIAHKBYOD):BYODF >V R—F 4 TEDIZA T NOMACT R
LA, 94T NIRENBDIAHEBICHAIAETIhET, OO, FoR—F127
SSIDEtEF 1 T7SSIDOBEDOMACT RL AN EBZ D=8, MAC-in-SANE = 1F
BYOD_is_RegisterediREEZFEH TS T 1 7IILSSID7O—RFEXKLET,. RgO/N—23 >
D Apple IOSH SI0S 14T Y T L —REni=T7T/N4 AN >~ )LSSID7 O— ( Android
10K =l Android 1MIC 7Y 7L —RENEFNA AN TIILSSID7O— G EEZZ T
FEA)DEBEEE, FNAALDIXNTOSSIDTMACT RLADZ A LA FTT 2 )L K
TEMCKEZD S, CORBENRELET,

s ZA7F7AVVYT HBEOTATTAV IR —E, —BULEBL B2 ERVZ—0OHER
BE#&BFOUNCHKELET, FUFLLENIEMACT RLARK., BEORVA—ICER
TREVOUIOHDAZLERZRALET,

s ENAILTFTINA AEEMDM)ISENRADIUSH SEE L EMACT RL AFEFEDSSIDICD
KABEATEZ O, MDMZ7ONA X —ADOMACT RLADILY VT Y THRBLET,

¢« ISELY RRAKDB: TURZLBMACT RLANDBICAZEND E, TV RERSAU N
DBIF#RZICEMLE T, ISElF., ELICHPBEEETNET—EXR—AAN25MO I KRR
AVBNCHRENET, COFIREZEADE. ISEZATLADONT #—X 2 AICEEN KA
AREMN B ET,

[B1 38 5% & iR R


https://support.apple.com/en-us/HT211227
https://support.apple.com/en-us/HT211227
https://support.apple.com/en-us/HT211227
https://support.apple.com/en-us/HT211227
https://support.apple.com/en-us/HT211227
https://support.apple.com/en-us/HT211227
https://support.apple.com/en-us/HT211227
https://support.apple.com/en-us/HT211227
https://support.apple.com/en-us/HT211227
https://support.apple.com/en-us/HT211227
https://support.apple.com/en-us/HT211227

BE. Y—RN—FT A1 OMACT7 RLADT VA LLICL > TE|ERIETNDBEICKT T 5 KRE
BERE GBS, OABROANFAAETT,

ETNAALRILTMACT RLADZ VR LLZBEMICTEIENTETRT., TOLHICE,
BEIVRI-HFFNAAODREROIZAITINZZRL TS EZ W,

BAFBET/INA AEBiAH

BYOD7 O—ME#ER E L T, Employee EAP-TLSEFAIIL—IL A SMAC_in_SANZH4 &
BYOD_is_registered& M Z HIFRL T, RORIZRIT RS, fSEAEZFERAL TT/VN1 AHNSSIDIC
BHEITEDIBRICMACT RLANEBENBVWRSICTDENTEEXRT,

|;=" BYOD i Ragistansd

yen_EAP.TLE AMND

EAP-TLS

| B miac_in_SAn |

BYODDORFMIC O W TR, TEME®R I a2 ZZRLTSEE L,

Z7O7 74> T EMDM

70774 )2 0B8LUOCMDMY—ERIZDOVWTIE, BROXRY RD—OF7 V9t RAZWMETHHEIIC
 TNAAODMACT RLADS VAL ZEBENICTEDELST Y RI—HFICERTEET, Ch%
T3, BEENERY NARY NMR—D(ICI—HEZUFALINLET, COXR—D T,
FNAADNTGUOALBMACT RLAZFEALTRY ND—VICEHKETHEIC. MACZRLADS
DA LMEEEDICTDFIEN RENET, MACF RLADS A ALLEEMICTD E, I—H I
EBICELHETEDLDICKRYET, FHICOVWTE, THRAYBRARY NAR—RIIZFEHAL L.
MACZ RLADS A LLOEMUICOWVWTI—HICFHBETE ZSRBL TS EEL,

ISELY RIRA 2V RTF—ER—=RA (AT>3a)

ISETL> RRA4 > RNDBlE, BEORBEEEIC, REANDT VA LMACT RLATKRT T H#E
MAHVYET, ISEL RRANDHEERI)S—ZER LT, SUXLBMACT RL A%ZEH
BICHIBRL . ISEDBAN TSR ALABMACT RLATHEBENBEVRSICTRDENTEET,

1. Administration > Identity management > SettingsD IEICBEI L £,
2. Endpoint PurgeZ3#RL £ 9,
3.[Purgelto>a><T, BEOIIL—IORAOAY FX I ARN ([Edit|O#E ) A S, [Insert
New Rule ..]Z&#RL £ 7,
4. )L—I)LE &L TRandomMACE A AL, ROZRHEBIRLET,
« Radius:Calling-Station-ID(&*.[26AEae].*IC —H L £ F,


https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/216021-using-hotspot-portal-to-instruct-users-o.html

« ENDPOINTPURGE: 7L DT o571« T HH

ahm  Ruls Nama Conditiona (Miantity groups andior othar conditions)

E GuaslEndPointiPungaRuls Gl Endpoiis ElngrindDays Graater than 30

B RsgainredEndPonts Puge s RegisteredDevices ElapsodDays Greaber than 30

E RandambAs Radius Calling-Staion-ID MATCHES * [2EAEaa) *
EMDPOINTPURGE Inactivalays GREATERTHAN T

5.[Save] 20U Y ILEXT,

A CREOABRICHMULTI A LBMACT RLAZHATEDRSICISENREENTVSRIES,
BEION—=2 )= TR, BE7TABICRY ND—JC8EENTOVEVS 2 H LABMACT RL
AFTXTHIBRENET, EHBTVALMACT/NA ADN—2 ZEE TS (ICIE. Never
Purge/l—)LZERL T, ZHTNARAZN=JII—IDLSBERILET,

B nEHR

BAPRBETINA AFFEIAHK

Android 10, Android 11, & &k T'Apple iOS 147/NA AFZ R LfbtE N IEMACT RL A& FEHA
FTRDRSICERECATVERTYN, DJAVYLATOA7 74N TNA ALTHERENBES,
MAC7 RLARKEICEEDDAVLAZO77A4ILICKRLULTEAUS A ALAMACT RL ATHERE
NET, chiF, D1VYLAZ7O77AIUNEIBRENTEBERENESEICEHTETEYERT,
L, F27)LSSIDBYOD7O—%EAT2E, A R—F1>0SSIDEEF 1 T7SSIDICE
BBMACT RLANERENETT, chlckV), FBaTCERE 1 ZISE BYOD Employee_EAP-
TLSRUL—ILZFEFATRIHEICRIS—OFR—BHFRELET,

chlE, MBION—23 2 QI0SORITHRICHAVR—F 12 TENlTNAADZ > T )LSSID
BYOD7O—ICEFELET, iOS14KXYAITE, FNAARTAVLAT IV EAICEBED
MACT7 RLAZFEALET, 1L, IOS14ICTYTIL—RIBE, BEOIXNTOIA YL
ATA77ANNZFLBMACT RLAZERTZD RS ICEHENE T, Baio/N—23>0
iIOS&IOS 14 BETHEALIZMACT RLANERDH, MACT RLAICBEET D &K%
BYODELMAEDETHATD L, RAN KBTI BARMN B ET,

FHAD R

— 0 Field Notice ICBAT 2 CERAENDHBBVERICODEXEL TR, BFHTTH., KoLWdTh
P DFET P ADS AT AKX TAC ( Technical Assistance Center ) ICHBREAVWEE K E&E LY,

s Y—EBERVITANEA—T > (H—ERAZNEHEEHEEDEH )
s EFX—NFLBFEFETHVEDES (HT—ERZWEZEHEETHEVE )



https://mycase.cloudapps.cisco.com/case
https://mycase.cloudapps.cisco.com/case
https://mycase.cloudapps.cisco.com/case
https://mycase.cloudapps.cisco.com/case
https://mycase.cloudapps.cisco.com/case
https://mycase.cloudapps.cisco.com/case
https://mycase.cloudapps.cisco.com/case
https://mycase.cloudapps.cisco.com/case
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html

Field Notice D EBEHRZEFA—ITZ TR ICIF

My Notifications : 7O 7 7AW EZERETADEICKY), TEENDAOARHRBICOVTOEEM.
Ze&M, XYRND—UtEF1VFT1, BXRTERFTHKT (End-of-Sale ) B EDEFHIFEHRZE Z (TES
CENTEZFXT,



https://cway.cisco.com/mynotifications

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



