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Cisco 3640

cl ear | ake-1 an- 01#show runnni ng-confi g
Bui | di ng configuration..

Current configuration:
|
version 12.1
service tinmestanps debug datetinme nsec |ocaltinme show
ti nmezone
service timestanps |og datetinme nsec |ocaltinme show
ti nmezone

|
host nane cl earl ake-1an-01
|
aaa new node
aaa authentication login default |oca
aaa aut hentication ppp default if-needed |oca
|
user nane bobsl ake-nas-01 password <del et ed>

l--- Renote router and password for CHAP
authentication. !--- Dialer interface nust also be
configured to use !--- this usernane and password.
usernane admn privilege 15 password <deleted> ! no ip
domai n-1 cokup ! chat-script async-nppp ABORT ERROR ABORT
BUSY "" "ATZ" OK "ATDT \T" TIMEQUT 30 CONNECT \c !---
Chat script used for dialing out. ! interface LoopbackO
ip address 172.21.126. 254 255.255.255.0 ! interface

Et hernet0/0 i p address 172.21.125.1 255.255.255.0 !
interface Group-Asyncl !--- Interface to configure
nodens used for dialout. no ip address encapsul ati on ppp
I--- Use PPP encapsul ation for nenbers of this !---
group-async interface. dialer in-band !'--- Permt DDR on
this interface. dialer pool-nmenber 10 !--- Al nenbers
of this group-async interface belong !--- to dialer poo
10. ppp multilink !'--- Enable PPP nultilink on physica
interface. group-range 33 34 !--- Assign async 33 and 34
to this group-async interface. !'--- This can be adjusted
dependi ng on the nunber of POTS |ines available. !
interface Dialerl !--- Dialer interface to dialout to
bobsl ake-nas-01. ip address negotiated !--- Cbtain an IP
address fromcentral site. encapsul ation ppp dialer

r enot e- nane bobsl ake-nas-01 !--- ldentify central site
router for CHAP authentication. !--- Shared secret
password is defined above. dialer pool 10 !--- Defines
the pool of physical resources that the Dialer !---
interface nmay use. dialer idle-tinmeout 600 !---

Speci fies nunber of seconds without interesting traffic

that !'--- the connection is kept up. dialer string
5551212 !--- Nunber to be dialed; this nunber belongs to
the PRI !--- of the central router. dialer |oad-
threshold 15 either !--- Load |evel for either inbound
or outbound traffic !'--- at which additional lines wll
be added to the MP bundle. !--- Load |evel val ues range

from1l (unloaded) to 255 (fully |oaded). dialer-group 8
l--- Uses dialer-list 8 to determne interesting




traffic. ppp authentication chap callin !--- Use CHAP

aut hentication for incomng calls only !--- This router
will not challenge renote routers for outgoing calls.
ppp multilink !'--- Activates the interface for M

operation. ppp timeout nultilink link renmove 300 !---
Keeps the multilink connections up for 300 seconds !---

after the | oad drops below the threshold. !'--- This
comand shoul d be used to control flapping. ! ip
classless ip route 0.0.0.0 0.0.0.0 Dialerl !--- Use

Interface Dialerl for all networks. no ip http server
access-list 188 renark define interesting traffic
access-list 188 deny udp any any eq ntp access-list 188
pernmit ip any any dialer-list 8 protocol ip list 188 !--

- Assign access-list 188 to dialer-list 8 ! line con O
transport input none line 33 34 I--- Async lines to be
used for dialout. !--- This nunmber should natch the
group-range in the !--- G oup-Async interface. script

di al er async-nppp !--- Use chat script called async-nppp
for dialout. nodem | nCut nodem aut oconfigure di scovery
transport preferred none transport input all line 35 40
transport preferred none transport input all line aux O

line vty 0 4! ntp clock-period 17179871 ntp server
172.22.255.1 prefer end

Cisco AS5300

bobsl ake- nas- 01#show runni ng-config
Bui | di ng configuration..
Current configuration

version 12.0

service tinmestanps debug datetinme nsec |ocaltinme show
tinmezone

service timestanps |og datetinme nmsec |ocaltinme show
tinmezone

servi ce password-encryption

service tcp-small-servers

|

host nane bobsl ake- nas-01

|

| oggi ng buffered 10000 debuggi ng

aaa new node

aaa authentication login default |oca

aaa aut hentication ppp default if-needed |oca

l--- Authenticate for PPP if not authenticated during
login. !'--- Allows users with Term nal W ndow after Dia
to initiate PPP. ! usernane clearl ake-1an-01 password
<del eted> !--- Renote router and password for Chall enge
Handshake !--- Authentication Protocol (CHAP)

aut hentication. !--- The password nust be identical on
both sides. spe 1/0 1/7 firnware | ocation

system /ucode/ m ca_port_firnnare ! resource-pool disable
! ip subnet-zero ! nmultilink virtual-tenplate 1 !--- Use
virtual -tenplate 1 for nultilink connections. isdn
switch-type primary-5ess isdn voice-call-failure O
controller T1 O fram ng esf clock source line prinmary

|l inecode b8zs pri-group timeslots 1-24 ! interface
LoopbackO ip address 172.21.10.10 255.255.255.255 no ip
directed- broadcast ! interface Loopbackl ip address
172.21.104. 254 255.255.255.0 !--- Summari zes addresses

in address pool. !--- Loopback 1 is in the sane subnet




as the address pool. no ip directed-broadcast !
interface Virtual - Tenpl atel description Tenplate for
Mul tilink Users ip unnunbered LoopbackO no ip directed-
broadcast peer default ip address pool addr-pool !---
Use | P pool called addr-pool for inconming calls. ppp

aut hentication chap !--- Authenticate using CHAP. ppp
multilink !'--- Allow nultilink sessions. ! !---
Configure D channel on PRI. interface Serial0:23

description Headquarters 555-1212 active PRI line noip
address no ip directed-broadcast isdn switch-type
primary-5ess isdn incom ng-voi ce node fair-queue 64 256
0 no cdp enable ! interface FastEthernetO ip address
172.21.101. 23 255.255.255.0 no ip directed-broadcast
dupl ex auto speed auto ! interface G oup-Asyncl ip
unnunber ed LoopbackO no ip directed-broadcast
encapsul ati on ppp dialer in-band dialer idle-tineout 600
either !--- Specifies nunber of seconds without
interesting !--- traffic that the connection is kept up
I--- Configure the sane idle-tineout on both routers.
dialer map ip 172.21.125.1 nane cl earl ake-nas-01 di al er-

group 5 !--- Uses dialer-list 5 to deternmine interesting
traffic. async node interactive peer default ip address
pool addr-pool !--- Use IP pool called addr-pool for

incomng calls. ppp authentication chap callin !---

I ssue CHAP chal | enges for dialin users only. ppp
multilink group-range 1 48 !--- Assign nodens 1-48 to
the Group-Async 1 configuration tenplate. ! router eigrp
1 passive-interface G oup-Asyncl !--- To prevent routing
traffic on async lines. network 172.21.0.0 ! ip |loca
pool addr-pool 172.21.104.1 172.21.104.48 !--- Define IP
address pool range for dialin clients. ip classless no
ip http server ! access-list 105 pernmit ip any any !---
Define interesting traffic. dialer-list 5 protocol ip
list 105 !--- Assign access list 105 to dialer list 5. !
line con O transport input none line 1 48 autosel ect
during-login !--- Permits user |login pronpts after
dialin. autoselect ppp !--- Automatically |aunches PPP
on the line. mdemInQut !--- Mddens can be used to
dialin and dialout. transport preferred none transport
output telnet line aux O line vty 0 4 ! ntp cl ock-period
17180374 ntp update-cal endar ntp server 172.22.255.1
prefer end
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ROIXY RZFEALT, MPEBOBEZRETEERT, COLIBNTXA—FZEHEEICHAE
FRER, HENS<KFERT—R VOQOERZRBTZDZEICRY, QAN EZHETZOIC

RIAIBERT,

. dialer load-threshold load [outbound | inbound | either] 75 4 X ) F ¥ XL ABEILENRT
IZEMFYRINAUEENDESICMP ZRETEERT, cO>FIFAEEYRNTYTT
%(Z(&. dialer load-thershold load AX > ROERLEWMEZ ", ICRELET, CDBEE
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- ppp timeout multilink link remove secondsC N X > REFEHTD &lck), BRINFEHRL
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ROY7TEhET, F—RXL—FOZEBHNFREVRATR., BEFLEVENEEL LEXRE
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timeout ICIEEE N IERBICHKDLSICEIHTET,

- ppp timeout multilink link add secondsC ® X > Rk, BT 71 Y INFBEDA > X—N\
ILTEZEENDET, EBOVINFNMP NV RILICEMEND CEEZH<SHEICERATE
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COEIIDTR, BENEEICEELTVRAESH ERBRBETAIRICE/IDBRERMELT
WE9,

BED show ANV RiE, PORTYN A2V E=—TVRTHR—REATVWET, COVY—I)L%
FATSE, show AN RHAZDHTEXRT,

. show ppp multilink : 727 4 7&IILNFIVO N RILICETIERERTLET. 0
OXR YV RE, NILFIVOQOEGREZHREBIDEEICEALET,

- showcaller : NAS LOEI—FHBRLRPEEV Y —AICHITZIHFEHRERRLET, 0OV
Rik, REOEFRRICEITZTIVT A7 BBEOKITERRTL., E1—FniedBES &
U774 RILEBZERRLET, ZFRADCiscolOSY 7 RIIF7 N—=23a>TcnIX R
HFHR—RENTVWEVEEIZE, showuser IN RZEFEHLE T,

- show calleruser : FhhTWV\2 TTY R, ERAMA > Z—T7 T4 A (T 7/AQY MR
—K). DSOFrRIILES, TEFLAES, BlUHETSNTWBIPT7RLA, PPPHEKIT
PPP NN RILNFGX—2BE, BEQOI—FICBIBINTX—RZXRRLET, ZHFAD
CiscolOS Y7 RIITFT N—=23 U TZOOAXR Y RAFYR—RENRTLVEVHEIZIE,. show
user N> RZFERLET,

show X > R H HHi

XD showN > R HiE AS5300 ICH AT IA4>LTWS Cisco3640 A SERM EhET, Y
LFIDOBENBEBLTVWACEZRLET

cl ear| ake- 1 an- 01#show ppp nul tilink
Virtual - Accessl, bundle nane is bobsl ake-nas-01
l--- Virtualized MP bundle. Bundle nane is derived fromthe !--- usernane used during



authentication. Dialer interface is Dialerl !'--- This Virtual Access Interface used Interface

Dialerl. 0 lost fragments, 0 reordered, O unassigned O discarded, O |lost received, 1/255 |oad

0x4 recei ved sequence, 0x0 sent sequence Menmber links: 2 (max not set, min not set) Async34
Async33

1--- Menbers of the MP bundle. clearlake-|an-01#show di al er

As33 - dialer type = I NBAND ASYNC NO PARI TY

Di al er pool 10, priority O

l--- Menber of dialer pool 10. Idle timer (120 secs), Fast idle timer (20 secs) Wait for carrier
(30 secs), Re-enable (15 secs) Dialer state is multilink menber Dial reason: Miltilink bundle
over | oaded

l--- Interface was not the first link in the MP bundle. Interface bound to profile Dil Current
call connected 00:00:54 !--- Current call duration Connected to <del eted>5551212 (bobsl ake- nas-
01) !--- Phone nunber that was dialed. As34 - dialer type = | NNBAND ASYNC NO PARI TY

Di al er pool 10, priority O

l--- Menber of dialer pool 10. Idle timer (600 secs), Fast idle timer (20 secs) Wait for carrier
(30 secs), Re-enable (15 secs) Dialer state is multilink menber Dial reason: ip (s=172.21.125.1,

d=172.21.104.254) !'--- Interface was the first link in the bundle, triggered by !--- interesting
traffic. Interface bound to profile Dil Current call connected 00:00:54 !--- Current Call
duration. Connected to 5551212 <del et ed> (bobsl ake-nas-01) !--- Phone nunber that was dial ed.

Gl - dialer type = I NBAND ASYNC NO-PARITY Idle timer (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is idle Dial String Successes
Failures Last DNIS Last status Dil - dialer type = DI ALER PROFI LE Load threshold for dialing
additional calls is 15 !--- Load threshold. Idle timer (600 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is data |link |layer up Number of
active calls = 2 Dial String Successes Failures Last DNIS Last status 15 0 00: 00: 56 successf ul
Def aul t cl earl ake-1an-01#show cal |l er

Active Idle
Li ne User Service Ti me Ti me
con O tarpon TTY 00: 09: 11 00: 00: 00
tty 33 - Async - 00: 00: 01
TTY 34 - Async - 00: 00: 06
As33 bobsl ake- nas- 01 PPP 00: 00: 24 00: 00: 00
l--- Second connection. As34 bobsl ake- nas- 01 PPP 00: 01: 05 00: 00: 00
l--- First connection. Vil bobsl ake- nas- 01 PPP Bundl e 00:01:05 00:01:04
l--- MP bundle !--- bobsl ake-nas-01 has two async lines, two TTY, and one virtual !--- interface

bundl e. cl earl ake-| an-01#show cal | er user bobsl ake-nas-01

User: bobsl ake-nas-01, |ine As33, service PPP
1--- PPP setting for bobsl ake-nas-01. Active tinme 00:00:34, Idle time 00:00:00 Tinmeouts:
Absolute Idle Limts: - - Disconnect in: - - PPP: LCP Open, multilink Open, CHAP (-> AAA)

l--- Multilink is up. Dialer: Connected 00:01:09 to <del eted>, outbound !--- Dialer interface
was used to dialout. Type is | N-BAND ASYNC, group Dialerl Cause: Miltilink bundl e overl oaded
l--- This interface was not the first nmenber of the MP bundle. IP: Local 172.21.104.48/32
Bundl e: Menber of bobsl ake-nas-01, |ast input 00:00:00 Counts: 59 packets input, 3529 bytes, O
no buffer O input errors, 22 CRC, 0 frane, 0 overrun 31 packets output, 1515 bytes, 0 underruns

0 output errors, O collisions, 4 interface resets !--- Packets are passing through the
connection. User: bobsl ake-nas-01, |ine As34, service PPP

l--- PPP setting for user bobslake-nas-01. Active time 00:01:15, Idle tinme 00:00: 00 Tineouts:
Absolute Idle Limts: - - Disconnect in: - - PPP: LCP Open, multilink Open, CHAP (-> AAA)

l--- MP state is open. Dialer: Connected 00:01:10 to <del eted>, outbound Type is | N-BAND ASYNC,
group Dialerl Cause: ip (s=172.21.125.1, d=172.21.104. 254)
l--- Dialing cause was interesting traffic; this was the !--- first link in the bundle. IP:
Local 172.21.104.48/32 Bundl e: Menber of bobsl ake-nas-01, |ast input 00:00: 00 Counts: 172
packets input, 20699 bytes, 0 no buffer O input errors, 81 CRC, 0 frame, 0 overrun 80 packets
out put, 14347 bytes, 0 underruns 0 output errors, O collisions, 6 interface resets !--- Packets
are passing through the connection. User: bobslake-nas-01, line Vil, service PPP Bundle
l--- Bundle infornmati on for user bobsl ake-nas-01. Active time 00:01:16, Idle time 00:01: 15
Timeouts: Absolute Idle Limts: - 00:10:00 Disconnect in: - 00:08:44 !--- |dle-tinmeout is 600
seconds(10 minutes). PPP: LCP Open, multilink Cpen, |PCP
Di al er: Connected 00:01: 10 to <del eted>, outbound
Idle tinmer 600 secs, idle 75 secs
Type is INBAND SYNC, group Dialerl



I P: Local 172.21.104.48/32, renote 172.21.104. 254
l--- | P address assigned to the bundle and | oopback address !--- of the renote router. Bundle:
First link of bobslake-nas-01, 2 links, last input 00:01:16 Counts: 23 packets input, 4758
bytes, 0 no buffer O input errors, 0 CRC, O frame, O overrun 7 packets output, 3734 bytes, O
underruns O output errors, O collisions, O interface resets

AS5300 A5 DV DA D showdAN Y RHABETRICREATVET, &WZOHADICEL
T & Microsoft Windows 254 F7 >k RFAXVRNASOXEEFH IILFIVI PPPRAY
INTYT%2#SBLTTE VW, AS5300 (2 RIIILHA K ) A S0 show 8&KY debug H A
PC-Router ERHIMP 8 KT —% - IL—XEFHMP O =HICE UL ETT,

bobsl ake- nas- 0l#show ppp nultilink

Virtual - Accessl, bundle nane is clearl ake-1an-01
0 lost fragnments, O reordered, 0 unassigned, sequence 0x1/0x10 rcvd/sent
0 discarded, O |ost received, 1/255 |oad
Mermber links: 2 (max not set, min not set)
Async47
Async45

bobsl ake- nas- 01#show cal | er

Active Idle
Li ne User Servi ce Ti me Ti me
TTY 45 cl earl ake-1an-01 Async 00: 01:12 00:01:03
TTY 47 cl earl ake-1an-01 Async 00: 01: 51 00: 00: 06
vty O admi n VTY 00: 11: 02 00: 00: 00
As45 cl earl ake-1an-01 PPP 00: 01: 02 00: 00: 00
As47 cl earl ake-1an-01 PPP 00: 01: 49 00: 00: 00
Vil cl earl ake-1an-01 PPP Bundl e 00:01:43 00:01:10
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2.PPP RO I3 VB LURANI BRI TR EEERLET, MP /AT X—&1T
Maximum Receive Reconstructed Unit ( MRRU ) 8 R LTY RARA 2 KRFA1 AT ) ZXR—
A2 — ( EndpointDisc ) "2 I —KhEhd LCP XA I —2aVIFEBLTTRE L,

BNV IONELLKREBILENDELZHALET, RET7 VA A2 X—TITA4ARK., MP
N RINZERRTBDEHIZCiscolOS YT RIVITICK 2 TERENET,

4. Internet Protocol Control Protocol ( IPCP; 41 >&—%vy N Z7OAR3JJ)L O ~O—)L 7Ok
O )R I—2aroFRBLECEEZRRELET, ELVIPFTRLANENHTSH
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hSTNA—TF42TDEHOII K

BEOD show ANV RIF, TORTYRN AV E=TVERTHR—RENTVET, COVY—I%Z

EHTHE, show DN REAZDMTERT,

H:debug IN REFEATHEINC, Tdebug ANV RICEATEIEELER 25RL TS LEE
Wo

. debug vtemplate -N\—F ¥ )L T 7L —KASIVO—HNESNTHSEMY IETENBET
D, RETRLAAVE—TIAAOIVA—BERERTITDLEHOHOEDTT,

. debug ppp multilink events - XILFU IO N RIICEEBZEZATVBRARMNIDO2VWTO
BHRERTIBDLEHDENDTT,

- debug ppp negotiation - Link Control Protocol ( LCP; U2 #7703 )
Authentication, # & T Network Control Protocol ( NCP; XY KD —2##7°0 KJJ)L ) %
SI—23HOPPP RS 74V ORIV RBIZETBERERTIDLOOENTT,
PPP XTI -3 ERICITOIB &, &I LCP RENREKE h, RICFE. &#&
IZNCP 2% I —KLZFET, Maximum Receive Reconstructed Unit (MRRU ) & &MY
LFVO NSA—=RE, LCP RO I—>a>0BICEIEIhET,

- debug ppp authentication - Challenge Handshake Authentication Protocol ( CHAP ) /N Y b
R & T Password Authentication Protocol ( PAP; /NATD — REBEEZONTIL ) Rk &
PPPRREIZARIOAN XV E—DERTITDEHDENDTT,

- debug ppp error - PPP O #E#Hx 12 T —2 a R EMEICEETS 70K I5—8&KUT
T—DHETERRLET,

. debug modem - 7V A H—NEOEFLEROT VT AET A ZRTITBDLHDENDTT

o

TNy T @ h 4

KXOHE A Cisco3640 hoBosnEFLE, TNSIE ASE300 D PRIICAAVILL, MP &%
HEI T Cisco 3640 Z.RLE T, AS5300 ©F/\v & HAODHFIZEEL TIlE Microsoft Windows

DZAT RN ELSOIEBB INFIV I PPPEAYNT YT Z#ZRBLTTE L,

cl ear| ake-1 an- 01#debug di al er
Di al on denmand events debugging is on
cl ear| ake- | an- 01#debug ppp negoti ati on
PPP protocol negotiation debugging is on
cl ear| ake-1 an- 01#debug ppp aut hentication
PPP aut henti cati on debugging is on
cl ear| ake- | an- 01#debug vtenpl ate
Virtual Tenpl ate debugging is on
cl ear| ake- 1 an- 01#debug ppp nultilink events
cl ear| ake-| an- 01#show debug
Di al on demand:
Di al on denmand events debugging is on
PPP:
PPP aut henti cati on debugging is on
PPP protocol negotiation debugging is on
Mul tilink events debugging is on
VTEMPLATE:
Virtual Tenpl ate debugging is on
cl earl ake-1 an-01#ping ip
Target |P address: 172.21.104.254
Repeat count [5]: 20
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Dat agram si ze [100]: 1200

Ti meout in seconds [2]:

Ext ended conmands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 20, 1200-byte | CWP Echos to 172.21.104.254, timeout is 2 seconds:

Jul 25 13:20:29.047 UTC. As34 DDR rotor dialout [priority]

Jul 25 13:20:29.047 UTC. As34 DDR: Dialing cause ip (s=172.21.125.1,

d=172. 21. 104. 254)

l--- Dialing Reason Jul 25 13:20:29.047 UTC. As34 DDR Attenpting to dial <del eted>5551212

l--- Nunber being dialed Jul 25 13:20:29.047 UTC. CHAT34: Attenpting async line dialer script
Jul 25 13:20:29.047 UTC. CHAT34: Dialing using Mbddem script: async-nmppp & System script: none !-
-- Using chat script async-nppp for dialout Jul 25 13:20:29.051 UTC. CHAT34: process started Jul
25 13:20:29. 051 UTC: CHAT34: Asserting DTR Jul 25 13:20:29.051 UTC: CHAT34: Chat script async-
nppp started !--- Call is being established; !--- note the tine el apsed for call setup Jul 25
13: 20: 54. 831 UTC. CHAT34: Chat script async-nppp finished, status = Success. Jul 25 13:20:56.831
UTC: %1 NK-3- UPDOMN: I nterface Async34, changed state to up

Jul 25 13:20:56.831 UTC:

Async34 DDR: Dial er statechange to up

Jul 25 13:20:56.831 UTC:

%0l ALER-6-BIND: Interface As34 bound to profile D1

Jul 25 13:20:56.831 UTC:

Async34 DDR: Dialer call has been pl aced

1--- PPP negotiation begins Jul 25 13:20:56.831 UTC. As34 PPP: Treating connection as a call out
Jul 25 13:20:56.831 UTC. As34 PPP: Phase is ESTABLI SH NG Active Open Jul 25 13:20:56.831 UTC
As34 PPP: No renote authentication for call-out !--- CHAP challenge is configured for callin
only !'--- LCP negotiation begins; Miltilink paraneters are al so negotiated Jul 25 13:20: 56. 835
UTC: As34 LCP: O CONFREQ [Closed] id 43 len 43 Jul 25 13:20:56.835 UTC. As34 LCP: ACCM
0x000A0000 (0x0206000A0000) Jul 25 13:20:56.835 UTC. As34 LCP: Magi cNunber 0x4395638E
(0x05064395638E) Jul 25 13:20:56.835 UTC. As34 LCP: PFC (0x0702) Jul 25 13:20:56.835 UTC. As34
LCP: ACFC (0x0802) Jul 25 13:20:56.835 UTC: As34 LCP: MRRU 1524 (0x110405F4) !--- Negotiate
Maxi mum Recei ve Reconstructed Unit (MRRU) !--- MRRU is the maxi mum packet size this end will
reconstruct Jul 25 13:20:56.835 UTC: As34 LCP: EndpointDisc 1 Local Jul 25 13:20:56.835 UTC:
As34 LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:20:56.835 UTC: As34 LCP: (0x2D3031).
Jul 25 13:20:58.831 UTC: As34 LCP: TlIMEout: State REQsent Jul 25 13:20:58.831 UTC. As34 LCP: O
CONFREQ [ REQsent] id 44 Len 43 Jul 25 13:20:58.831 UTC. As34 LCP: ACCM 0x000A0000
(0x0206000A0000) Jul 25 13:20:58.831 UTC. As34 LCP: Magi cNunmber 0x4395638E (0x05064395638E) Ju
25 13:20:58.831 UTC. As34 LCP: PFC (0x0702) Jul 25 13:20:58.831 UTC. As34 LCP: ACFC (0x0802) Ju
25 13:20:58.831 UTC. As34 LCP: MRRU 1524 (0x110405F4) Jul 25 13:20:58.831 UTC. As34 LCP:

Endpoi ntDisc 1 Local Jul 25 13:20:58.831 UTC: As34 LCP: (0x131301636C6561726C616B652D6C616E) Ju
25 13:20:58.831 UTC. As34 LCP: (0x2D3031). Jul 25 13:21:00.831 UTC. As34 LCP: Tl MEout: State
REQsent Jul 25 13:21:00.831 UTC. As34 LCP: O CONFREQ [ REQsent] id 45 Len 43 Jul 25 13:21:00. 831
UTC: As34 LCP: ACCM 0x000A0000 (0x0206000A0000) Jul 25 13:21:00.831 UTC: As34 LCP: Magi cNunber
0x4395638E (0x05064395638E) Jul 25 13:21:00.831 UTC: As34 LCP: PFC (0x0702) Jul 25 13:21:00.831
UTC: As34 LCP: ACFC (0x0802) Jul 25 13:21:00.831 UTC: As34 LCP: MRRU 1524 (0x110405F4) Jul 25
13: 21: 00. 831 UTC. As34 LCP: EndpointDisc 1 Local Jul 25 13:21:00.831 UTC. As34 LCP:
(0x131301636C6561726C616B652D6C616E) Jul 25 13:21:00.831 UTC. As34 LCP: (0x2D3031) Jul 25
13:21: 01. 135 UTC: As34 LCP: | CONFACK [REQsent] id 45 Len 43

Jul 25 13:21:01.135 UTC: As34 LCP: ACCM 0x000A0000 (0x0206000A0000)

Jul 25 13:21:01.135 UTC: As34 LCP: Magi cNunber 0x4395638E (0x05064395638E)
Jul 25 13:21:01.135 UTC: As34 LCP: PFC (0x0702)

Jul 25 13:21:01.135 UTC: As34 LCP: ACFC (0x0802)

Jul 25 13:21:01.135 UTC: As34 LCP: MRRU 1524 (0x110405F4)

Jul 25 13:21:01.135 UTC. As34 LCP: Endpoi nt Disc 1 Loca

Jul 25 13:21:01.135 UTC: As34 LCP: (0x1313016360C6561726C616B652D6C616E)
Jul 25 13:21:01.135 UTC: As34 LCP: (0x2D3031)

Jul 25 13:21:01.139 UTC:. As34 LCP: | CONFREQ [ACKrcvd] id 6 Len 47

Jul 25 13:21:01.139 UTC: As34 LCP: ACCM 0x000A0000 (0x0206000A0000)

Jul 25 13:21:01.143 UTC:. As34 LCP: Aut hProt o CHAP (0x0305C22305)

Jul 25 13:21:01.143 UTC:. As34 LCP: Magi cNunber OxE16DFC8D ( 0x0506E16DFCS8D)
Jul 25 13:21:01.143 UTC:. As34 LCP: PFC (0x0702)

Jul 25 13:21:01.143 UTC:. As34 LCP: ACFC (0x0802)

Jul 25 13:21:01.143 UTC:. As34 LCP: MRRU 1524 (0x110405F4)



Jul 25 13:21:01.143 UTC. As34 LCP: Endpoi nt Di sc 1 Local

Jul 25 13:21:01.143 UTC. As34 LCP: (0x131201626F62736C616B652D6E61732D)

Jul 25 13:21:01.143 UTC. As34 LCP: (0x3031)

Jul 25 13:21:01.143 UTC. As34 LCP: O CONFACK [ACKrcvd] id 6 Len 47

Jul 25 13:21:01.143 UTC. As34 LCP: ACCM 0x000A0000 ( 0x0206000A0000)

Jul 25 13:21:01.143 UTC. As34 LCP: Aut hProt o CHAP (0x0305C22305)

Jul 25 13:21:01.143 UTC. As34 LCP: Magi cNunber OxE16DFC8D ( 0x0506E16DFC38D)

Jul 25 13:21:01.143 UTC. As34 LCP: PFC (0x0702)

Jul 25 13:21:01.143 UTC. As34 LCP: ACFC (0x0802)

Jul 25 13:21:01.143 UTC. As34 LCP: MRRU 1524 (0x110405F4)

Jul 25 13:21:01. 143 UTC. As34 LCP: Endpoi nt Di sc 1 Local

Jul 25 13:21:01.143 UTC. As34 LCP: (0x131201626F62736C616B652D6E61732D)

Jul 25 13:21:01.143 UTC. As34 LCP: (0x3031)

1--- Both sides have CONFACKed the paraneters !--- MRRU of 1524 bytes and the Endpoi nt
Di scrim nator have been negotiated Jul 25 13:21:01.143 UTC. As34 LCP: State is Open !--- LCP

negotiati on conplete Jul 25 13:21:01.147 UTC. As34 PPP: Phase is AUTHENTI CATI NG, by the peer !--
- Received a challenge fromthe renote router Jul 25 13:21:01.351 UTC. As34 CHAP: | CHALLENGE id
3 Len 36 from "bobsl ake-nas-01" Jul 25 13:21:01.351 UTC. As34 CHAP: O RESPONSE id 3 Len Jul 25
13:21:01.539 UTC: As34 CHAP: | SUCCESS id 3 Len 4 !--- CHAP authentication successful Jul 25
13:21: 01. 539 UTC. As34 PPP: Phase is VIRTUALI ZED !--- Virtualize Async 34 !--- Virtual Access
interface will represent the MP bundle Jul 25 13:21:01.543 UTC. Vil VTEMPLATE: Reuse Vi1,

recycl e queue size 0 Jul 25 13:21:01.543 UTC. Vil VTEMPLATE: Hardware address 0030.9401.f101 Jul
25 13:21:01.543 UTC. Vil PPP: Phase is DOMN, Setup Jul 25 13:21:01.543 UTC. %Dl ALER- 6- Bl ND:
Interface Vil bound to profile Dil Jul 25 13:21:01.543 UTC. Vil VTEMPLATE: Has a new cl onebl k
dialer, nowit has dialer Jul 25 13:21:01.547 UTC. % NK-3-UPDOM: I nterface Virtual - Accessl,
changed state to up Jul 25 13:21:01.547 UTC. Virtual - Accessl DDR Dialer statechange to up !---
Virtual Access Interface is up !--- Negotiate LCP and PPP paraneters for Virtual - Access
Interface Jul 25 13:21:01.547 UTC. Virtual - Accessl DDR Dialer call has been placed Jul 25
13:21: 01.547 UTC. Vil PPP: Treating connection as a callout Jul 25 13:21:01.547 UTC. Vil PPP:
Phase is ESTABLI SHING Active Open Jul 25 13:21:01.547 UTC. Vil PPP: No renote authentication
for call-out Jul 25 13:21:01.547 UTC. Vil LCP: O CONFREQ [Closed] id 1 Len 33 Jul 25

13:21: 01. 547 UTC: Vi1l LCP: Magi cNunber 0x439575FC (0x0506439575FC) Jul 25 13:21:01.547 UTC Vil
LCP: MRRU 1524 (0x110405F4) Jul 25 13:21:01.551 UTC. Vil LCP: EndpointDisc 1 Local Jul 25
13:21: 01. 551 UTC: Vil LCP: (0x131301636C65617260616B652D6C616E) Jul 25 13:21:01.551 UTC: Vil
LCP: (0x2D3031) Jul 25 13:21:01.551 UTC: Vil PPP: Phase is UP Jul 25 13:21:01.551 UTC: Vil |PCP:
O CONFREQ [Closed] id 1 Len 10 Jul 25 13:21:01.551 UTC. Vil IPCP: Address 0.0.0.0
(0x030600000000) Jul 25 13:21:01.551 UTC. As34 M.P: bobsl ake-nas-01, multilink up, first link
l--- First multilink connection is virtualized Jul 25 13:21:01.651 UTC. Vil IPCP: | CONFREQ
[REQsent] id 1 Len 10 Jul 25 13:21:01.651 UTC: Vil | PCP: Address 172.21.104.254 (0x0306ACLl568FE)
Jul 25 13:21:01.651 UTC: Vil I PCP: O CONFACK [REQsent] id 1 Len 10 Jul 25 13:21:01.651 UTC. Vil
| PCP: Address 172.21.104. 254 (0x0306AC1l568FE) Jul 25 13:21:01.731 UTC: Vil |IPCP: | CONFNAK
[ACKsent] id 1 Len 10 Jul 25 13:21:01.731 UTC: Vil | PCP: Address 172.21.104.48 (0x0306AC156830)
Jul 25 13:21:01.731 UTC: Vil I PCP: O CONFREQ [ ACKsent] id 2 Len 10 Jul 25 13:21:01.731 UTC. Vil
| PCP: Address 172.21.104.48 (0x0306AC156830) Jul 25 13:21:01.915 UTC: Vil I PCP: | CONFACK
[ACKsent] id 2 Len 10 Jul 25 13:21:01.915 UTC: Vil | PCP: Address 172.21.104.48 (0x0306AC156830)
Jul 25 13:21:01.915 UTC: Vil IPCP: State is Open Jul 25 13:21:01.915 UTC. Dil I PCP: Install

negotiated IP interface address 172.21.104.48 !--- |P address is assigned to virtual -access
interface Jul 25 13:21:01.919 UTC. Vil DDR dialer protocol up Jul 25 13:21:01.919 UTC D1
IPCP: Install route to 172.21.104.254 !--- Route to | oopback address of renote router Jul 25

13: 21: 02. 539 UTC: %. NEPROTO- 5- UPDOMN: Li ne protocol on Interface Async34,

changed state to up

Jul 25 13:21:02.551 UTC

%_1 NEPROTO- 5- UPDOMWN:  Li ne protocol on Interface

Vi rtual - Accessl, changed state to up

l--- Full connectivity with first async connection !--- Begin dialout using second async
interface Jul 25 13:21:08.191 UTC. As33 DDR rotor dialout [priority] Jul 25 13:21:08.191 UTC
As33 DDR: Attenpting to dial <del eted>5551212

l--- Nunber to be dialed; this nunber is the PRI on the renpte router Jul 25 13:21:08.191 UTC
CHAT33: Attenpting async line dialer script Jul 25 13:21:08.191 UTC. CHAT33: Dialing using Mddem
script: async-nppp & Systemscript: none !--- Use chat script async-nppp for dialout Jul 25
13:21: 08.191 UTC. CHAT33: process started Jul 25 13:21:08.191 UTC. CHAT33: Asserting DTR Jul 25
13:21: 08.191 UTC. CHAT33: Chat script async-nppp started Jul 25 13:21:33.859 UTC. CHAT33: Chat
script async-nmppp finished, status = Success !--- Chat script successful Jul 25 13:21:35.859
UTC: %1 NK- 3- UPDOMN: I nterface Async33, changed state to up Jul 25 13:21:35.859 UTC. Async33



DDR: Dial er statechange to up Jul 25 13:21:35.859 UTC: %l ALER-6-BIND: Interface As33 bound to
profile Dil Jul 25 13:21:35.859 UTC. Async33 DDR Dialer call has been placed !--- PPP

negoti ati on begins Jul 25 13:21:35.859 UTC. As33 PPP: Treating connection as a callout Jul 25
13:21: 35. 859 UTC: As33 PPP: Phase is ESTABLI SHING Active Open Jul 25 13:21:35.859 UTC. As33
PPP: No renote authentication for call-out !--- CHAP challenge is configured for callin only !--
- LCP negotiation begins; Miltilink paraneters are al so negotiated Jul 25 13:21:35.863 UTC. As33
LCP: O CONFREQ [Cl osed] id 21 Len 43 Jul 25 13:21:35.863 UTC: As33 LCP: ACCM 0x000A0000
(0x0206000A0000) Jul 25 13:21:35.863 UTC: As33 LCP: Magi cNunber 0x4395FC05(0x05064395FC05) Jul
25 13:21:35.863 UTC. As33 LCP: PFC (0x0702) Jul 25 13:21:35.863 UTC. As33 LCP: ACFC (0x0802) Jul
25 13:21:35.863 UTC. As33 LCP: MRRU 1524 (0x110405F4) !--- negotiate Maxi num Receive
Reconstructed Unit (MRRU) Jul 25 13:21:35.863 UTC. As33 LCP: EndpointDisc 1 Local Jul 25

13:21: 35. 863 UTC: As33 LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:21:35.863 UTC. As33
LCP: (0x2D3031) Jul 25 13:21:37.859 UTC. As33 LCP: Tl MEout: State REQsent Jul 25 13:21:37.859
UTC: As33 LCP: O CONFREQ [ REQsent] id 22 Len 43 Jul 25 13:21:37.859 UTC: As33 LCP: ACCM
0x000A0000 (0x0206000A0000) Jul 25 13:21:37.859 UTC: As33 LCP: Magi cNunmber 0x4395FC05
(0x05064395FC05) Jul 25 13:21:37.859 UTC. As33 LCP: PFC (0x0702) Jul 25 13:21:37.859 UTC. As33
LCP: ACFC (0x0802) Jul 25 13:21:37.859 UTC. As33 LCP: MRRU 1524 (0x110405F4) Jul 25 13:21:37.859
UTC: As33 LCP: EndpointDisc 1 Local Jul 25 13:21:37.859 UTC. As33 LCP:
(0x131301636C6561726C616B652D6C616E) Jul 25 13:21:37.859 UTC. As33 LCP: (0x2D3031) Jul 25
13:21:39.859 UTC: As33 LCP: Tl MEout: State REQsent Jul 25 13:21:39.859 UTC. As33 LCP: O CONFREQ
[REQsent] id 23 Len 43 Jul 25 13:21:39.859 UTC. As33 LCP: ACCM 0x000A0000 (0x0206000A0000) Jul
25 13:21:39.859 UTC. As33 LCP: Magi cNunber 0x4395FC05 (0x05064395FC05) Jul 25 13:21:39.859 UTC
As33 LCP: PFC (0x0702) Jul 25 13:21:39.859 UTC: As33 LCP: ACFC (0x0802) Jul 25 13:21:39.859 UTC
As33 LCP: MRRU 1524 (0x110405F4) Jul 25 13:21:39.859 UTC. As33 LCP: EndpointDisc 1 Local Jul 25
13:21: 39. 859 UTC: As33 LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:21:39.859 UTC. As33
LCP: (0x2D3031) Jul 25 13:21:40.199 UTC: As33 LCP: | CONFREQ [ REQsent] id 6 Len 47 Jul 25

13:21: 40. 199 UTC: As33 LCP: ACCM 0x000A0000 (0x0206000A0000) Jul 25 13:21:40.203 UTC. As33 LCP:
Aut hProt o CHAP (0x0305C22305) Jul 25 13:21:40.203 UTC: As33 LCP: Magi cNunmber OxE16E950F
(O0x0506E16E950F) Jul 25 13:21:40.203 UTC. As33 LCP: PFC (0x0702) Jul 25 13:21:40.203 UTC: As33
LCP: ACFC (0x0802) Jul 25 13:21:40.203 UTC: As33 LCP: MRRU 1524 (0x110405F4) Jul 25 13:21:40.203
UTC: As33 LCP: EndpointDisc 1 Local Jul 25 13:21:40.203 UTC. As33 LCP:
(0x131201626F62736C616B652D6E61732D) Jul 25 13:21:40.203 UTC: As33 LCP: (0x3031) Jul 25

13:21: 40. 203 UTC: As33 LCP: O CONFACK [ REQsent] id 6 Len 47

l--- PPP paraneters are agreed on (CONFACKed) by both sides Jul 25 13:21:40.203 UTC. As33 LCP:
ACCM 0x000A0000 (0x0206000A0000) Jul 25 13:21:40.203 UTC: As33 LCP: AuthProto CHAP
(0x0305C22305) Jul 25 13:21:40.203 UTC. As33 LCP: Magi cNunber OxE16E950F (0x0506E16E950F) Jul 25
13:21: 40. 203 UTC: As33 LCP: PFC (0x0702) Jul 25 13:21:40.203 UTC: As33 LCP: ACFC (0x0802) Jul 25
13:21: 40. 203 UTC: As33 LCP: MRRU 1524 (0x110405F4)

I--- MRRU of 1524 bytes is accepted Jul 25 13:21:40.203 UTC. As33 LCP: EndpointDisc 1 Local Jul
25 13:21:40.203 UTC. As33 LCP: (0x131201626F62736C616B652D6E61732D) Jul 25 13:21:40.203 UTC
As33 LCP: (0x3031) Jul 25 13:21:40.207 UTC: As33 LCP: | CONFACK [ ACKsent] id 23 Len 43

l--- PPP paraneters are agreed on ( CONFACKed) by both sides

Jul 25 13:21:40.207 UTC. As33 LCP: ACCM 0x000A0000 (0x0206000A0000)

Jul 25 13:21:40.207 UTC:. As33 LCP: Magi cNunber 0x4395FCO5 (0x05064395FC05)
Jul 25 13:21:40.207 UTC. As33 LCP: PFC (0x0702)

Jul 25 13:21:40.207 UTC. As33 LCP: ACFC (0x0802)

Jul 25 13:21:40.207 UTC. As33 LCP: MRRU 1524 (0x110405F4)

I--- MRRU of 1524 bytes is accepted Jul 25 13:21:40.207 UTC. As33 LCP: EndpointDisc 1 Local Jul
25 13:21:40.207 UTC. As33 LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:21:40.207 UTC

As33 LCP: (0x2D3031) !--- LCP negotiation is conplete Jul 25 13:21:40.207 UTC. As33 LCP: State
is Open Jul 25 13:21:40.207 UTC. As33 PPP: Phase is AUTHENTI CATING by the peer !--- CHAP

aut henti cation begins Jul 25 13:21:40.419 UTC. As33 CHAP: | CHALLENGE id 3 Len 36 from

"bobsl ake-nas-01" !--- Received chall enge from bobsl ake-nas-01 Jul 25 13:21:40.423 UTC. As33
CHAP: O RESPONSE id 3 Len 37 from "clearl ake-1an-01" Jul 25 13:21:42.528 UTC. As33 CHAP: |
SUCCESS id 3 Len 4 !--- CHAP authentication is successful Jul 25 13:21:42.528 UTC. As33 PPP:
Phase is VIRTUALI ZED !--- Async 33 is added to Virtualized MP bundle Jul 25 13:21:42.528 UTC

As33 M.P: bobsl ake-nas-01, multilink up

l--- Multilink connection is up Jul 25 13:21:43.528 UTC. %. NEPROTO 5- UPDOAN: Li ne protocol on
Interface Async33, changed state to up clearlake-1an-01# Jul 25 13:23:52.028 UTC. Vil M.P:

Di sabling particle-fastswitching in 'bobslake-nas-01'" Jul 25 13:23:52.028 UTC. Vil M.P: Enabling
particle-fastsw tching on 'bobsl ake-nas-01'" !--- Cisco |ICS adjusting fast switching strategy to
keep in step !--- with delivery of packet fragnents Jul 25 13:23:53.872 UTC. Vil M.P: Disabling
particle-fastswitching in 'bobsl ake-nas-01'" Jul 25 13:23:53.884 UTC. Vil M.P: Enabling particle-
fastsw tching on 'bobsl ake- nas-01'
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