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GPO in VXLAN Fabric

Policy-based segmentation between workloads using Security Groups and SGACLs
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« EERR—MERE: C0FTT 3k, EREDIP Protocol/Options 7 4 —JL RTTCPE iz ld
UDPZERL EBEICOAEHATEET,

s WHAR—RNEH : CoATa>E, IPF7ORNINN/FAT> a7 4—)L RT[TCPIE Ik
[UDP|ZBIRL B EICOXKERATEET,

TCP72%9

- ZOAT> 3k, IP Protocol/Options7 1 —)L RTTCPABIRE N TWBHBEICH
HEATEEXRT,

- EFIVFTFATORILNTEAENBTCPI SV ZERTEET,



» TCP7ZJRBTCPAY A —D—ETH V), BEDHEIML, XTFTUA, BLVHKET%Z
FEHITDEHICERAENET,

- MATRBAT> 3

- ACK(Acknowledgment) : ZELETF—XELEEH/NTY NORBRISEEZTRL
7,

- EST(Established) : 3§ TICRBILENTVWATCPELKZIELET, cOAT>ay
ZEAMCTHE, OTCP7Z U ZBIRTELLLAZYET,

. FIN(Finish): TCPiE#Z ERICEALU B =0 ICEAL £,

- RST(UEYN)  BERZARICEATL, BEPOTF—XZHELET,

- SYN ([EH] ) TCPEFDORKRE RVOBIUKICEAETIhET,

-l Mexus Dashboard

Create protocol entry

‘s Mexus Dashboard

Edit protocol entry




ATYZ75F1VF4AVNZ U NDORRE

AVKRZ 7R, BETRZRVD—ERICETVIHATLRERT TR TV O EEETS
CET, IVRRAVRNTIIL—TEOBEIL—ILZERLET, COMEER., REZADT7ON
L=, 7408, 8LVOTIZ AV ZERITDEIXN_AXLEL THEL, EERTIL
—7ERRETIN—TEORNZ 71V OFENOEFIVT AR —BRPEIX D T—23Y
RIS —ICHBRICELTDRSICLET,

Manage > Fabrics > Fabric groups > DAVIDM3 > Segmentation and security > Security contracts
> Actions > Create security contract® JEIZiZIRL £7,

« Add ruleZi23iR L. Direction, Action, & &k U'Protocol definitionZi&EL £9,

« NKEME :

« WEMOAV RZ U ME, IPTCPR—K22ELTZ7ORILERO—HRENERE
ALT, RDKXSICEAETNET,

« JEF@E : AV RZORNE IPZORNIL, TCPZORIL, B&LVTEER
—hN2ZEALTINTY hEBELET

< BHE:AXKRZIME IPZORIL, TCPTORIL, SITERT
R—R2%FEALTNTY NERALET,

c ChlE, ERERFRLRRECRREE<SEAEIIET,

- BHME:
« GPOEF2AVFTAAVKRZIRNCHBTRDEFOERF, RUS—DKRNZT1v D
70—0—FKE0GKICEHAENDCEZEKRL, FHEICEALUIL—IZBEHHIC
BRI LB, HEROEFIVFTATIL—THIsBEOEFI VT 4TI
— I \NDBEZHFUELEFERLET,



“Gses Nexus Dashboard

+ Back

i Edit security contract
Contract name’

Description

Directien
Custom
Rules
B A bkirecticnal contract with a prot

Forward direstion: The oo
Reverse direction: The co

Direstion Action Protece! definition Match summary

bidirectionsl darry S5H 1Pvd TCP Bport:22 statefu

bidirectionsl parmin ICMPvd IPd ICHP

‘S Nexus Dashboard
+ Back
Edit security contract
Contraet nams

Daseription

Direction
Custom
Rules

B~ bidirectional contract w
Forward direction: The o
Reverse direction: The co

Direction Action Protocs! definition Mateh summary

bidiractionsl dery S5H 1P TCP dpest:22 statefu

bidinectional permit ICMPvd 1Pvd ICHP

ATY7T6eF21VTATIYII—

Manage > Fabrics > Fabric groups > DAVIDM3 > Segmentation and security > Security
associations > Actions > Create security association® JEIZi#IRL £ 7,

"tF1UTFTATISI—232V0ORES TR, RUP—FFILEEF2IVFTATI—7, 70O
RILEE, SR EFLIVTAAVRFINED) VTR ETERENET, EF2IUTA




TIN—TRBIVRRAVNEDEL, JORJLNERBENZ 74V U847 (7O KR—
hz&) ZEBELET. EF21UTAOAVRZIOMNE, Chso7O0RINLIIL—ILEERL TE
BREFIVTATIN—TERmELFIVTATIL-—TREATERENZ RIS —ZERLET,
tFIAVFATIII—232R, 77UV ONERBZROEFIVT AR —ZEATE
LI, CNSDEREZENARIBDEFZZERLET,

Sl Mexus Dashboard @ | 8 sdmin ~
- Back
Edit security association

Contract name

Contract-For-FWs

Source group
Saurca group VRF
Dastination group

Security association name
@ -
Contract-For-FiWs details

) A bidirectional contract with a protocal definition match sumenary as IP TCP detPort:22 would be applied a8 follows:
Forward direction: The contract matches packets using IP protocol, TCF protocol, and a destination port of 22
Reverse direction: The contract matches packets using IP protaced, TGP profocol, and a source port of 22

Dirastion Astian Tenant Pratocol definition Match summary

pidimctional deny S5H

sqciigna pormit ICMPva

“hvis Mexus Dashboard
ck

e Edit security association

Contract name’

Contratt-For-Vis

Source group

Source group VRF

Destination group

Security AE0ciaticn name
Attach

Contract-For-VMs details

) A bidirecticnal contract with a pretesol definition match sumenary as IP TCP detPert:22 would be applied as follows:
Forward direction: Tha contract matchas packats using P peotoeol, TOP protocel, and a destination port of 22
Reverse direction: The cantract matches packets using IP pratacel, TCP protocal, and a sowrce poet of 22
Direction Protocol definition Match semmary
Bidaetions By S5H Py TCP dport:22 statatul

Gidiacticnal Bl ICMPva Pvd ICMP

AT Y 7 TGPO#BE DAL




« Manage > Fabrics > Fabric groups > DAVIDM3 > Actions > Recalculate and deploy ® JIE (Z %
RLUET,
- GPORER., M7 T7TVYIRAYFASK—F—S—KNIIAILT v 1&EhET
o REBFORETOHRZVIYILT, FNAAICEHETEBDREZERO LORKIL
LET, COTOEAR., FI7TVYOZEIBRYIBRTBENFHYET,
- Manage > Fabrics > Fabric groups > DAVIDM3 > Inventory > Member fabrics >
MEXICO > Actions > Recalculate and deploy® JEIZiZIRL £,
- Manage > Fabrics > Fabric groups > DAVIDM3 > Inventory > Member fabrics > USA >
Actions > Recalculate and deployD JEIZ#IRL £9,

Deploy configuration - DAVIDM3
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Deploy configuration - MEXICO

Caonfig preview
f voooc |
Fabiric fams Switeh rame 1P addrass Rolé satus  Panding eantig [ Status description  Progress Rasyne switeh @
MENCO FW-1 0122186235 Todt P sy OLines woa In-Syre — sy
MENCO BGW-1 w0122 Barder Gateway [ BT OLines w0 g In-Syree s
MENCO SPINE-1 0122186236 Spine [ DT OLines w0 In-Syrec — ResynC
MEXICO LEAF-1 Leat @ out ot wme 33 Lines w28 0 Cut-af-Syme — ey

NO-IPYVA-54
-
Hema
X

Manaps

- CORIK, BGW-1, BGW-2, LEAF-1,

i Back

Deploy configuration - USA

Conlig peaviow o3
C B
Fabric mame Switch name 1P addvess Rale Serial number Car Pandi L ifr Status doscription  Progross Resyne swilch @
UsA FW-2 10.62.140.150 ToR L 0 Linow. 00 I Syme — Ryne
usa BOW-2 10.82.140.147 Bardar Gateway @ e 0 Lines. w0 ISy — RiynE
usa SPINE-2 Sping @ nsme O Lines. P ISy — Ry
usa LEAF-2 10.52.140.146 Leal @ onctnmne 33 Linas 8 -0 Dur-of-Syng - Reaync
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FTXTDARALYTFTRLUTY, NDFC4.2TRE, CORERRENATVBRIEFES V) ICEA
ThELA, COEIZaADTR, CLIAONY ROBENZIEFZRLTVET,

i NDFC 4.2 GPO CONFIGURATION EXPLAINED

SG_Fws (10002) CLI CONFIGURATION

1 1 1 1
Frun Frun seC i
- = LT T = f e tac ipv4 10.6
Security Groups | tch connec s wrf cisco-tac ipvé 10.6
sews[mom} 2 Csoalac tpvagllso
PROTOCOLS : P -
] rr'I 4 traffic
Protocel " Eﬁ
Definitions m
SH using TCP Port 22
ICMPvd SSH : .
CONTRACTS alicy- y Contract-For-Fis_SSH
H
0 22 X olicy-map type security Contract-For-FWs_ICMPw4
M,
Security [
Contracts B o ICMPv4 RV o type security Contract-For-VHs_SSH
855 H
% cg poli E ipe security Contract-For-VMs_ICMPv4
3 F TCMP:
class ICHPv4

' VRF CONTEXT B

S6_fis : y
Security | o
Associations ; 2 ] : Z
\! {10001 ) configure terminal

VXLAN GPONEREICETA NI a—FT1420 T

ATY 71 '8F1 VT 4TI —THEDIREOHEE

AAYTFTEFIVTATIN—THEFr BB 2>TVRIAESHZHRIELET, VXLAN
GPOE., IV RRAMODE, ZHWOBERA., BLVPSGACLN—RIITFT7OATZIVTICH
BERtEFIVTAIN—TRISCNAVTIZANZIOFYETIOT 17T R, CDOHEE
ICEELTVWET,

<#froot>

BGW-1#

show feature | i i security-group

security-group 1 enabled



ATYT2OARATLIN—T 12 TE—ROMHER

AMYFLETRECATVWE AT LADIN—TFT AV TE—REFBELTVWR AT LADIL—T 4
VIOE—REBIELET, SGACLOBATIEASICNA TSAHROBER/N—RODITEE)Y
—AZHET D 8. VXLAN GPOIC I&Security-Groups Support)L—F7 4 > E— RABETT

o

<ffroot>

BGW-1#

show system routing node

Configured System Routing Mode: Security-Groups Support
Applied System Routing Mode: Security-Groups Support

AT Y 7 3VXLAN NVEE 7 O & GPOMEE D HERE

s A—ANLT77TVYIFNAREVE—RMIILFHA RETOBNOVXLAN NVEET OREIL
EBRILET. VXLAN GPOERIFVXLAN EVPNI>Y RO—IL7L—>%&BU TEHRE 1D
S, 777V 02ETOEFIVFTATIIIL—TRISCTOFEFEIV NI NOEH
ICFZREL ENVERZEBERNVETT,

« Group Policy capable 7 4 —J)L Ri&k, VXLAN EVPNYIILFH A N RX A2 £4ETOSGTIaHk
ESGACLOY RNZ U MDOBRAICHAEBVXLANT IL—7 R S —HLiR% 1) E— NVTEPA Y
R—=KRLTVWBIHQESHERRTZ O, COON RTREEERA T —ZD1DT
9,

<{froot>

BGW-1#

show nve peers detail

## Details of nve Peers:

LEAF-1 Loopbackl

, used as the Tocal VXLAN NVE source interface.

NVE Interface : nvel
Peer State :Up ——————-- > Confirms that the VXLAN tunnel and EVPN adjacency are operational.
Peer Uptime : 6d21lh -------- > Indicates Tong-term adjacency stability.

Router-Mac : 44b6.beb3.b703 ---—-—---- > Remote VTEP router MAC used for VXLAN forwarding.



Peer First VNI : 50012

Time since Create : 6d21h

Configured VNIs : 30136,30155,50012 -------- > VNIs expected across this VXLAN adjacency.

Provision State : peer-add-complete -------- > Confirms successful hardware and software programming
Learnt CP VNIs : 30136,30155,50012 -------- > Confirms successful EVPN control-plane synchronizatio
vni assignment mode : SYMMETRIC -------- > Symmetric IRB forwarding mode is operational.

Peer Location : FABRIC -----—--- > Indicates a local fabric peer.

Group policy capable: yes -------- > Confirms that the renote VTEP supports G oup Policy extensions and
Peer-Ip: 10.20.20.2 -----—-—--- > Corresponds to

BGW 2 Loopbackl

, used as the remote BGW NVE source interface.

NVE Interface : nvel

Peer State : Up

Peer Uptime : 01:36:54
Router-Mac : 4488.1618.1093
Peer First VNI : 30136

Time since Create : 01:36:54
Configured VNIs : 30136,30155,50012
Provision State : peer-add-complete
Learnt CP VNIs : 30136,30155,50012
vni assignment mode : SYMMETRIC

Peer Location : DCI

Group policy capable: yes

BGW 2 Loopback100

, used as the Multi-Site Loopback interface for DCI communication.
NVE Interface : nvel

Peer State : Up

Peer Uptime : 01:32:58
Router-Mac : 0200.0a96.9602
Peer First VNI : 30136

Time since Create : 01:32:58
Configured VNIs : 30136,30155,50012
Provision State : peer-add-complete
Learnt CP VNIs : 30136,30155,50012
vni assignment mode : SYMMETRIC

Peer Location : DCI

Group policy capable: yes



[\

oyl

ATV 4F1)T4TIN—TF2BEI RARSA N EOHE

IVRRARMFEFIVFTATN—TSCNICELL BTN TVWBEERIELET,
VXLAN GPOMERAIE, I RIRA MDA SSCTANOEEBENYEVTICHKELE T,

<#froot>

BGW-1#

show security-group id al

Security Group ID 10001 , Name SG_VMs --------- > Security Group assigned to the Virtual Machines endpoi
Selector Type : Connected IPv4 Endpoints --------- > Endpoints are classified dynamically based on loc
VRF-Name IPv4-Address/mask-1en
cisco-tac 10.64.252.226/32 ---——-————-- > Endpoint mapped to Security Group 1
cisco-tac 10.64.252.228/32 ---————-- > Endpoint mapped to Security Group 1
Security Group ID 10002 , Name SG_FWs --------- > Security Group assigned to the Firewall endpoint group
Selector Type : Connected IPv4 Endpoints --------- > Endpoint classification occurs using locally lear
VRF-Name IPv4-Address/mask-1en
cisco-tac 10.64.252.10/32 ----—-—---- > Firewall endpoint mapped to Security
cisco-tac 10.64.252.11/32 ----—-—---- > Firewall endpoint mapped to Security

ATV T 5EFIVTAZNER) S —EHOHST

VXLAN GPOO RZ U MDA ELLKAVAR=I)Eh, BELTVWBRCEZRKRIELET, OB
SORE, EF1V)F4T)IN—T7ETERAEhDEEGI/I—IIEERZL., XA 70T X>FT—>
AVDEHIZVXLAN GPOIC K 2 THERAET B ATRIS— XA AXLEZRLET,

<ffroot>

BGW-1#

show contracts det ai

VRF: cisco-tac --------- > Confirms that contract enforcement occurs inside the cisco-tac tenant VRF.
Contract source group 10001 dest group 10001 --------- > Policy enforcement between endpoints belonging
Policy: Contract-For-VMs_ICMPv4 Direction: bidir --------- > Bidirectional contract for ICMPv4 traffic
Stats: 0 ---——————- > No traffic has matched this contract yet.

Class: ICMPv4 --------- > Traffic classification associated with ICMP traffic.



match ipv4 icmp --------- > Matches ICMPv4 traffic including ping requests and replies.
Action: permit --------- > ICMP traffic is explicitly allowed.
OperSt: enabled --------- > Confirms that the contract is operational.
Contract source group 10001 dest group 10001

Policy: Contract-For-VMs_SSH Direction: bidir

Stats: 0
Class: SSH

match ipv4 tcp stateful dport 22 -----—---- > Matches SSH traffic using stateful TCP inspection.
Action: deny --------- > SSH traffic is explicitly denied.

OperSt: enabled
Contract source group 10002 dest group 10002
Policy: Contract-For-FWs_ICMPv4 Direction: bidir
Stats: 0
Class: ICMPv4
match ipv4 icmp
Action: permit
OperSt: enabled
Contract source group 10002 dest group 10002
Policy: Contract-For-FWs_SSH Direction: bidir
Stats: 0
Class: SSH
match ipv4 tcp stateful dport 22
Action: deny

OperSt: enabled

ATY 7 6VRFEF 21 UT 1 BRIREDHER

ALY FICREENTVDIXNTOVRFIZDOWT, VXLAN GPODEFIREZKIALET. <D
OX Y R, SGACLARV Y —&twFa1UTF«JIN—TOAV NI TF NRFATT 7T 4
JICHEAEhTVRAESH ERERLET,



HhH S, cisco-tac VRFA', F— RA enforced lZFREE ni=VXLAN GPODBRICT VT 1 7
SMLUTVRCENRRBTEET, IV 74 —AXT FRT13648lF. COVRFAIC/N—RDI
7oA 5 LAENEATBSGACLAR) = FFANZRBEILET, F7FILNOTOI 3>
"denylogy . EFIUFAJL—7IAV RSO RTHRNICHTEATOWEWVRS T4 Y Y
FEBEThTOJICREEND EZTRL. F7 4 ) MO Tdeny micro-segmentationy R1J > —
FREEETIhET, chIIHLT, F7 7)., egress-loadbalance-resolution-management, & &
UEBVRFIE, KREBT—RTEELET, DFV., VXLANGPOR > —E N5 DVRFAT
FEAEIhT, NZT71YIFTT7AILNTHITENET,

7 14 —)L RStatsld, VRFEF 1V T AR —IC—HITBDNFTT71vU%BHLET, cisco-tac
VRFO T DOEOE, XY RAERITENERBRRT—HLBEVWVNRS 719 IICK2>TFT72ILNDIE
BEENFNVH—hTWEVWZEZRL, 72 RNVRFOTOHD > RE43641&. VXLAN
GPONBAENTICEIEL TVWBVRFROKNS 714 YO FIOFT1ET14ZRLTVET,

<ffroot>

BGW-1#

show vrf all security

VRF Mode TAG Action Scope Stats
cisco-tac enforced 13648 deny,log 4 0
default unenforced - permit 1 4364
egress-1loadbalance-resolution- unenforced - permit 2 0
management unenforced - permit 3 0

ATY 7T IVRFEF 21 UT 1 BRIREDOHER

« NDFC GUIA» SVXLANGPOO RZ UV BRDKRZ 714V U —BHRTEHRERIELET, <O
RIEECKY), RTTAYIONBEBRAODEFIVTATIN—TEZHNTIOT14TIC—BLT
WBAESH., BRUSGACLOBAANVXLAN EVPNIYLFHA N7 77U Y OTEMELT
WA ESHAEEENET,

 NDFC GUIT, Manage > Fabrics > Fabric Groups > USA / MEXICO > Segmentation and
Security > Security Associations > MonitoringD JEIZEIRL £9,

- C0tEY>arTR, EF1UTATIIN-TOBE7O—., ZWEY NMEET. AT
D92aAVERBTIVIAY, BRIV RRAV NI IIV—TEBOEREZNT VT71E
TAZARILLET,

- EZRUVTHEERE., ThERORAIBICEBICRTENET,

- NDFCH' S O#FEEHEBRODEZ XV JICKY, UTILEALORI—BRET 7T
VY O TORS 71y VBEBEZRIEISZET, CLR—ADKT I 21—
TAVIZRHTIDERRIAL 1 VHAREEHhET,



A NDFC 420 RZ 7 1Y URIERZWNO THRIBLEEEIL, TEZRU TR0 3
UNBRUIEEBERTENDEEN HYET, CcOBEEWEF. Resync REZHL T,
VXLANZ 77Uy ORSOOAY RS U MEHEBROBHZ N H—LET, BH7OE
ANEITH, GUIZ "Resync status: In progress; EWS XY E—I N RRENET, [F
HAETLES, OkIRZVZHUTEZRV 2 IJE1—2Z2EHLET, BRI ET T
L, BEFAVFTATIL=ARFIONCEERTFSNENT T 1Y VREHERA
EZRITEVVAVICRRENDESIIBYET, AT RNT 714 IVOREEE
ZERIATBICE. TVRRANEATRS 71 v 0BERL, BEResyncARA > &L
T. NDFCICRREND KA EEFLE T,

Destination group ~ DGT

s BIOZFTUFAS, ICMPVARS 74 Y VRIY RRANETERICHAEAET, 121K
L. SSHEY>3arHFf@iIEhdE, VXLANGPOOAY RS U NIKR2TR—K22EFEEE
TARTCPRZ 7 1Y UNBARHNICERE N2, BEEEZALTIRNLET,

<tfroot>

FW-1#

ping 10.64.252. 11

PING 10.64.252.11 (10.64.252.11): 56 data bytes

64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from

--- 10.64.252.

10.64.252.11: icmp_seq=0 tt1=254 time=1.131 ms
10.64.252.11: icmp_seqg=1 tt1=254 time=0.694 ms
10.64.252.11: icmp_seq=2 tt1=254 time=0.675 ms
10.64.252.11: icmp_seqg=3 tt1=254 time=0.657 ms
10.64.252.11: icmp_seq=4 tt1=254 time=0.648 ms

11 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.648/0.761/1.131 ms

FW-1#



ssh admi n@O. 64. 252. 11

ssh: connect to host 10.64.252.11 port 22: Connection timed out

Cisco Nexus 90002/ 1) —ANX-OS VXLANO> 74 FaL—> 3> HA R, UJU—2Z10.6(x)

VXLAN GPOZFERA L EXRAVOEI X T—23 L&D TF—2E2—0RKRE

VXLANI N =T RIS —ATF> 22 (GPO) %= fF ] L f=Cisco NX-OS VXLANEVPNZ 77U Y &
TORA2O0TXT—23 208 A

IN=TRIS=AFT> 3> (GPO)ENexusH Y S A R—REFAL =, VXLANEVPNZ 77U
YITONAAEIXF=3 2 QOEHELEL AV ~ TH—EADBA
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