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ip access-1list TAC-IN
statistics per-entry
10 permit ip 192.168.20.2/32 192.168.0.10/32
20 permit ip 192.168.0.10/32 192.168.20.2/32
30 permit ip any any

ip access-Tlist TAC-OUT



statistics per-entry
10 permit ip 192.168.20.2/32 192.168.0.10/32
20 permit ip 192.168.0.10/32 192.168.20.2/32
30 permit ip any any

Fek R NQR -] *

interface Ethernetl/1
description ***Link-to-N9K-2%%%*
ip access-group TAC-IN 1in

ip access-group TAC-OUT out

ip address 192.168.10.2/30

no shutdown

***NgK_z***

interface Vl1anl0

no shutdown

ip access-group TAC-IN-SVI in
ip access-group TAC-OUT-SVI out
ip address 192.168.10.1/30

interface V1an20

no shutdown

ip access-group TAC-IN-SVI in
ip access-group TAC-OUT-SVI out
ip address 192.168.20.1/30

***NgK_3***

interface Ethernetl/4
description ***Link-to-N9K-2%**
ip access-group TAC-IN 1in

ip access-group TAC-OUT out

ip address 192.168.20.2/30
no shutdown

ATY T 2:NK2DL2AA Y FR—KNA 2V Z—T7 I 4 ATOHOPACLDERE
TCAMA—E>Y

ACLRZA 7 IC& 2Tk, TCAMO—E>VINMEBEICBEZIZEN HYET, HMICOVWTE, X%
SRBRLTLEEL,

Nexus 9000 TCAMANR—AD D E| G EDE

PACLZL2YEA 2 X —7 T4 AICERA TSI, ip port access-group ... ZRETDLEN H)
£
L, TCAMU—2 3> 0REEHETT,


https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/119032-nexus9k-tcam-00.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/119032-nexus9k-tcam-00.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/119032-nexus9k-tcam-00.html
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https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/119032-nexus9k-tcam-00.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/119032-nexus9k-tcam-00.html

A HANEVI—VBRELCRDEDHIC, BREDITHHIBRENATVWET,

N9K-C93180YC-2# conf

Enter configuration commands, one per line. End with CNTL/Z.
N9K-C93180YC-2(config)# int el/2

N9K-C93180YC-2(config-if)# ip port access-group TAC-IN 1in

ERROR: TCAM region is not configured. Please configure TCAM region Ingress PACL [ing-ifacl] and retry t
N9K-C93180YC-2(config-if)#

TCAMYU—2 3> OREFIE
AFY 7 1:TCAMU—J 3> DEE

ZERFHERMUTERIEAEZTMLTKEET VW, ChiE, RRICI>TEBEZIBENBYUET,



N9K-C93180YC-2# show system internal access-T1ist globals

LOU Threshold Value : 5

NAT 13 00 1

Ingress PACL1 001
Ingress VACL 2 00 1
Ingress RACL 3 0 1792
Ingress RBACL 4 0 0 1
Ingress L2 QOS 5 1792 256 1

Ingress L3/VLAN QOS 6 2048 512 1 >>>>>> Size of 512
Ingress SUP 7 2560 512 1

Ingress L2 SPAN ACL 8 3072 256 1

Ingress L3/VLAN SPAN ACL 9 3328 256 1

Ingress FSTAT 10 0 0 1

SPAN 12 3584 512 1

Ingress REDIRECT 14 0 0 1

Ingress NBM 30 0 0 1

Ingress Flow-redirect 39 0 0 1

Ingress RACL Lite 42 00 1
Ingress PACL IPv4 Lite 41
Ingress PACL IPv6 Lite 43
Ingress CNTACL 44 0 0 1
Mcast NAT 46 0 0 1

Ingress DACL 47 0 0 1
Ingress PACL Super Bridge 4
Ingress Storm Control 50 0
Ingress VACL Redirect 51 0
Egress Netflow L3 56 0 0 1
5001

>>>>>>> Size of 0

1

001
001

9001
01
01

Total configured size: 4096
Remaining free size: 0
Note: Ingress SUP region includes Redirect region



BELD - DREF %,

N9K-C93180YC-2# sh hardware access-1list tcam region

NAT ACL[nat] size =0

Ingress PACL [ing-ifacl] size = 0 >>>>>>> Size of 0

VACL [vacl] size =0

Ingress RACL [ing-racl] size = 1792

Ingress L2 QO0S [ing-12-qos] size = 256

Ingress L3/VLAN QOS [ing-13-vlan-qos] size = 512 >>>>>> Size of 512
Ingress SUP [ing-sup] size = 512

Ingress L2 SPAN filter [ing-T12-span-filter] size = 256

Ingress L3 SPAN filter [ing-T13-span-filter] size = 256

Ingress FSTAT [ing-fstat] size = 0

span [span] size = 512

Egress RACL [egr-racl] size = 1792

Egress SUP [egr-sup] size = 256

Ingress Redirect [ing-redirect] size = 0

Egress L2 QOS [egr-12-qos] size = 0

Egress L3/VLAN QOS [egr-13-vlan-qos] size = 0

Ingress Netflow/Analytics [ing-netflow] size = 0

Ingress NBM [ing-nbm] size = 0

TCP NAT ACL[tcp-nat] size = 0

Egress sup control plane[egr-copp] size = 0
Ingress Flow Redirect [ing-flow-redirect] size
Ingress CNTACL [ing-cntacl] size = 0

Egress CNTACL [egr-cntacl] size = 0

MCAST NAT ACL[mcast-nat] size =0

Ingress DACL [ing-dacl] size = 0

Ingress PACL Super Bridge [ing-pacl-sb] size = 0
Ingress Storm Control [ing-storm-control] size =
Ingress VACL redirect [ing-vacl-nh] size = 0
Egress PACL [egr-ifacl] size = 0

Egress Netflow [egr-netflow] size = 0
N9K-C93180YC-2#

]
o

|
o

ATV 72 BEOHA X% N&EL<TD

ing-13-vlan-qosiC &) HTHEHOH A X &2 NEKLET, (ChEFREZEICEBYET ),
N9K-C93180YC-2(config)# hardware access-list tcam region ing-13-vlan-qos 256 >>>&lV) H T %
512H 525625 T

BRERFELTATLAZUO—RL, BHEZEMICLTSEEL,

AT Y7 3 :ing-ifacl DTCAMEIZ & 1EX §

N9K-C93180YC-2(config)# hardware access-list tcam region ing-ifacl 256

REZREL, YATLZVO—RLTHREZBEMCILET,



N9K-C93180YC-2(config)#

AT Y 7 4 : save configuration

N9K-C93180YC-2(config)# copy running-config startup-config
[#####RBHHHAHRRHHHRRRHHHARR AR HAHHRE] 100%

Copy complete, now saving to disk (please wait)...

Copy complete.

N9K-C93180YC-2(config)#

AFY75: UA—K

N9K-C93180YC-2(config)# reload
This command will reboot the system. (y/n)? [n] y

UO— kORI

VO—RE, ZENFBWCBE 2L ESHEZEFELET,

N9K-C93180YC-2# sh system internal access-Tist globals

NAT 13 00 1

Ingress PACL 1 0 256 1 >>> The size value is now 256.

Ingress VACL 2 0 0 1

Ingress RACL 3 256 1792 1

Ingress RBACL 4 0 0 1

Ingress L2 QOS 5 2048 256 1

Ingress L3/VLAN QOS 6 2304 256 1 >>> The size value is now 256.



Ingress SUP 7 2560 512 1

Ingress L2 SPAN ACL 8 3072 256 1
Ingress L3/VLAN SPAN ACL 9 3328 256 1
Ingress FSTAT 10 0 0 1

SPAN 12 3584 512 1

Ingress REDIRECT 14 0 0 1

Ingress NBM 30 0 0 1

Ingress Flow-redirect 39 0 0 1
Ingress RACL Lite 42 00 1
Ingress PACL IPv4 Lite 41
Ingress PACL IPv6 Lite 43
Ingress CNTACL 44 0 0 1
Mcast NAT 46 0 0 1

Ingress DACL 47 0 0 1
Ingress PACL Super Bridge 4
Ingress Storm Control 50 0
Ingress VACL Redirect 51 0
Egress Netflow L3 56 0 0 1
5001

o o

01
01

9001
01
01

Total configured size: 4096
Remaining free size: 0
Note: Ingress SUP region includes Redirect region

BELD - DREF*,

N9K-C93180YC-2# sh hardware access-1list tcam region

NAT ACL[nat] size =0

Ingress PACL [ing-ifacl] size = 256 >>> The size value is now 256.

VACL [vacl] size =0

Ingress RACL [ing-racl] size = 1792

Ingress L2 QOS [ing-12-qos] size = 256

Ingress L3/VLAN QOS [ing-13-vlan-qos] size = 256 >>> The size value is now 256.
Ingress SUP [ing-sup] size = 512

Ingress L2 SPAN filter [ing-12-span-filter] size
Ingress L3 SPAN filter [ing-13-span-filter] size
Ingress FSTAT [ing-fstat] size = 0

span [span] size = 512

Egress RACL [egr-racl] size = 1792

Egress SUP [egr-sup] size = 256

Ingress Redirect [ing-redirect] size = 0

Egress L2 QOS [egr-12-qos] size = 0

Egress L3/VLAN QOS [egr-13-vlan-qos] size = 0
Ingress Netflow/Analytics [ing-netflow] size = 0
Ingress NBM [ing-nbm] size = 0

TCP NAT ACL[tcp-nat] size = 0

256
256



Egress sup control plane[egr-copp] size = 0

Ingress Flow Redirect [ing-flow-redirect] size = 0
Ingress CNTACL [ing-cntacl] size = 0

Egress CNTACL [egr-cntacl] size = 0

MCAST NAT ACL[mcast-nat] size = 0

Ingress DACL [ing-dacl] size = 0

Ingress PACL Super Bridge [ing-pacl-sb] size = 0
Ingress Storm Control [ing-storm-control] size = 0

Ingress VACL redirect [ing-vacl-nh] size = 0
Egress PACL [egr-ifacl] size = 0

Egress Netflow [egr-netflow] size = 0
N9K-C93180YC-2#

IPR—KNT7OEATIN—T DOFHRE

L2 A > 2 — 7 I 4 A Tip port access-groupZz&8EL £,

N9K-C93180YC-2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
N9K-C93180YC-2(config)# int el/2,el/51
N9K-C93180YC-2(config-if-range)# ip port access-group TAC-IN 1in
N9K-C93180YC-2(config-if-range)# ip port access-group TAC-OUT out
Port ACL 1is only supported on ingress direction >>>>>>>>
N9K-C93180YC-2(config-if-range)#

interface Ethernetl/1

description ***Link-to-N9K-1%**%*

switchport

switchport access vlan 10

ip port access-group TAC-IN in >>> Inboud only
no shutdown

interface Ethernetl/3

description ***Link-to-N9K-3***

switchport

switchport access vlan 20

ip port access-group TAC-IN in >>> Inboud only
no shutdown

ATV 3 IWN—=TNv

NOK-11 %15 7Tt & L TLoopbackO(LoO)ZfEA L, N9K-3l3E 5% & L TLoopbackO(LoO)ZERATE
9,
TANBWTERATIINL-—TNYIAER—TIAAQOERTIAV74F21L—2 3 0OFMZER



ICRLET,

EN—TAVI7ORINCRDL A VIEHRIFUAFICEREENTVET,

***NgK_l***
interface loopback0
ip address 192.168.0.10/32

***NgK_3***
interface loopback0
ip address 10.10.10.10/30

ATYT4: "NTT74v0%ERL., EETIP 192.168.20.2% FHA L TNIK-3H 5
N9K-1MLo0 192.168.0.10lCpingZEE T 3



N9K-3# ping 192.168.0.10 source 192.168.20.2

PING 192.168.0.10 (192.168.0.10) from 192.168.20.2: 56 data bytes
64 bytes from 192.168.0.10: icmp_seq=0 tt1=253 time=1.163 ms

64 bytes from 192.168.0.10: icmp_seq=1 tt1=253 time=0.738 ms

64 bytes from 192.168.0.10: icmp_seq=2 tt1=253 time=0.706 ms

64 bytes from 192.168.0.10: icmp_seq=3 tt1=253 time=0.668 ms

64 bytes from 192.168.0.10: icmp_seq=4 tt1=253 time=0.692 ms

--- 192.168.0.10 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.668/0.793/1.163 ms

NIK-3#

AT Y7 5:NIK-1, NIK-2. & KUNIK-3TNDPACLE & T’ RACLIKETIEHR DTSR

¢ ICMP/NT Y RIENIK-3N SREEND =, 5DNDICMPER/NT Y MANIK-2ICK>TH
BENLEILZHRBIDMHENHYIET,

« N9K-2TDPACLREE : 192.168.20.2 ( NOK-3MEth1/4 ) A SREETNI52D/NT Y "H'Z
EEh, TBAHANIK-10L00(192.168.0.10)IC %D ZENBEEThET,

N9K-2# show ip access-lists TAC-IN

IP access 1list TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

NIK-2MEth1/3MBIE T B FRE,

interface Ethernetl/3

description ***Link-to-N9K-3**%*
switchport

switchport access vlan 20

ip port access-group TAC-IN in >>> PACL
no shutdown

+ N9K-2T. RACLIE5DDICMPER/NT ¥ KANIK-2A SEEE h, NOK-1IZEEEnD
EZH/ELET,

- PACLET7IRNYY REBMEHR—KLEWESD, VLAN 100SVITREE hi-ftd
ACL(TAC-OUT-SVI) 2 ®ET B ENFFAXRTY. Chid, RACLELTREENTVET
(PRI REBERACLTH R—RENTWBEHTT ). VLAN 10, NIK-2&
NOK- 1D DEFRZRMBLET,



N9K-2# show ip access-Tists TAC-OUT-SVI

IP access 1list TAC-OUT-SVI

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

configuration associated:

interface Vl1anl0

no shutdown

ip access-group TAC-IN-SVI in

ip access-group TAC-OUT-SVI out >>>>
ip address 192.168.10.1/30

LROBERN S, NIK-B3ASEFEETNEICMPERNT Y MCNT Y REEAN BV EZBRLE
Lo

« ROFIETE, ROT/INA A (FBENIK-1) [CEHK, NIK-3H SEUBDICMPESR/NT v
ReZELTVBRIELZRFALET,

« RACLOMEHERIE. NIK-2A'NIK-3H SRHEENIZ5DDICMPERNT Y hZEFL TL
2CEZRLTVERT,

N9K-1# show ip access-lists TAC-IN

IP access 1list TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

N9K-1DEth1/1 D ET B R E,

kg

interface Ethernetl/1

description ***Link-to-N9K-2%%%*

ip access-group TAC-IN in >>> RACL
ip access-group TAC-OUT out

ip address 192.168.10.2/30

no shutdown

« COBWICETVT, NIK-3H SNIK-2.EDLo0 192.168.0.10AD /N4 v KB %k (ICMPER
) AEELENC EABREhEL I,
« RDATY 7T TlE, NIK-1Lo0 192.168.0.10A0 S RIEE N, 192.168.20.2TNIK-3IZ5ET S



NEICMPISENT Y NEBIFLE T,

o WICNOK-2(CHEH, 192.168.0.10 ~ 192.168.20.2M5 D DICMPISZE/NT Y K& ZEL TV
IHESHZERREBLET,

« NIK-1A S DICMPIEE/NT Y N ZBHFT 2 I(ICIE, Eth1/1TREE N =PACL(TAC-IN)Z R
TRIMENHYET,

N9K-2# show ip access-1lists TAC-IN

IP access Tist TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 icmp reply comming from 192.168.0.10 to 19
30 permit ip any any [match=0]

interface Ethernetl/1

description ***Link-to-N9K-1%**%*

switchport

switchport access vlan 10

ip port access-group TAC-IN in >>> PACL (Inboud direction only)
no shutdown

c BIROBIHRICETVT, NIK-1ASNIK2AD RS T4 v OTINT Y RERFREL TV
WS EHFBERENEL L,

« ROFIETIE, NIK2HICMPIEENT Y RENIK-BICIELLKEELTVWSR EZREEL
9o PACLERZ7 I RNDY RAEMZEHR—NLTVWEVE®D, (TIORNNTY I\Hr‘w
RACLTHR—RENTWVWS L8 )RACLEL TREENTWAVLAN 200SVITRES N iz
fEDACL(TAC-OUT-SVI) 2 HERT D LEN HVE T VLAN 20, NIK-2& NIK-3D & D #
mERHBLET,

NI9K-2# show ip access-Tists TAC-OUT-SVI

IP access 1list TAC-OUT-SVI

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 ICMP reply packets are being sent out to N

interface Vlanl0

no shutdown

ip access-group TAC-IN-SVI in

ip access-group TAC-OUT-SVI out >>> RACL outboud direccion
ip address 192.168.20.1/30

LREOEINSOACLAD Y ZIZETWVWT, NIK-1ASDDICMPRE/NT Y hZENIK-2(ZEEL <
EELTVWBRCEZHATEERT,



e NIK-2ASNIK-3NDNT Y REBEXREREEL TLFERHE A,
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N9K-3# sh ip access-1lists TAC-IN

IP access Tist TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 icmp replies comming from Lo0 N9K-1
30 permit ip any any [match=0]

BETDERE :

interface Ethernetl/4
description ***Link-to-N9K-2%**
ip access-group TAC-IN in >>>
ip access-group TAC-OUT out

ip address 192.168.20.2/30

no shutdown
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