INTY NAZS—=) 2 T0F OV OFRRGETIY
N7 A—LADRZEALENTY S ROY
TONZTINa—F14209

AR

FU®IC

BIR A
=t
FRYBAVR—F N

15250

hAROD

27> 3> 1Flow-idZ i L =ERSPAND %
AT Y7 1: ESPANE#HEDEE

ATV T2b:DSTICEEEHRENL NS T 1Y I OSPANY —ADER
AT Y 7 3 WiEREWireshark 5 41

AT 2TV RNTA—LAIU AR
TSI NTA—LNIVEOIIT

NIy bAPREVN, FEFPOONTY MY A XOHE

hSZ74 v 70-—0EH
BEEHR

FL®IC

CORFIAIXVRNTRER, NTYRAZ—VUITOZY OZERLTERY ND—0 70— %21EH
TRFEICODVTHALET,

BIR SR AT
EH
« ACIO)E 1 HE

« I RIRANITIN—=T 82K
« Wireshark 0 EL# &0

EATAIR—FKT b

CORFIXVNE, BEON—RIITRIYITIRNIITON-—JIVICREEINDENOTRD
WEEA



FERAFT/INA A :

IN—2325.3(2)Z2£1TL TW3Cisco ACI
« Span%Eit
« Gen2AA Y F

CORFIXVNOREHRE. REDFARRELCHZITNARACETVWTERENELZ, DR
FIAIAXVNTEAITZINTOTFNA R, JUTB(T7FIKN) "’“""'Cf’ﬁ%"éﬁﬁ!lﬁ‘b'ﬂ,\ﬁ
T, ZEEBPORY ND—ITR., FONVRIELK>TECD AN B2 EEE + oML
<EZW,

B
Wireshark TD 7 1 )L X DERF E

Fv7F v %BEET, Encapsulated Remote Switch Packet(ERSPYAND 7L —AZEHAL T,
SpaniDfTZ&IRL. HEUVVUYILET,

ROEIZRTKSIC, Apply as Filter > Selected D JEIZEIRL £,

(A I _ [x[=>]
No. Time Source Protocol  Length Info
32 12.789387 10.1.2.1 E"Tnd “';“ ICMP 148 Echo (ping) request
33 12.789507 10.1.2.1 e ICMP 148 Echo (ping) request
34 12.789516 10.1.1.1 Apply as Column Lk ICMP 148 Echo (ping) reply
35 12.789546 10.1.1.1 Iy as | (ping) reply
36 12.790321 10.1.2.1 * Prepare as Filter — (ping) request
37 12.790332 10.1.2.1 Conversation Filter (ping) request
38 12.790410 10.1.1.1 Baller LT (ping) reply
39 12.790444 10.1.1.1 Gl (ping) reply
40 12.791299 10.1.2.1 If0 Graph (ping) request
41 12.791308 10.1.2.1 Copy (ping) request
T ST c T oo =5 ev==ov show Packet Bytes... G0 = —— - -
Generic Routing Encapsulation (ERSPAN) Export Packet Bytes... X
Encapsulated Remote Switch Packet ANal iy protocel Page
0001 ... siir ween = Version: Type Filter Field Reference
. 0001 0110 2111 = Vlan: 359 Protocol Preferences L
111- smaa saEw mmawm = CDS: 7 o Decade As... LU
el @uus vues wes. = Encap: Origina
. .0.. .... «u.. = Truncated: Not

NAROS



APP apg
10.9.1. 128 ol DE wpg
10.0.2 124

Z7°> 3> 1Flow-idZ A L -=ERSPAN®DELE
BET—N\NFIXTORNT T4V OENEBTEDIBEES., ERSPANAY A —IZIF70O0—IDEEET
A7 aUNEENETT, CO7O0—-IDIF, 77TV YIANDBENT 71 v OB TR&
SICERETZEELEITN., BENT 74V IOICRERD7O—-IDZRETEET,

ATY T 1: ESPANIEGLEDERTE

1D20OBETIN—O7O0—IDIF1ICHEYET

Fabric > Access Policies > Policies > Troubleshooting > SPAN > SPAN Destination Groups® T



Create SPAN Destination Group ()]

Name: | All-dst-jr-flowid

Description: | optional

Destination Type: EPG Access Interface )
Destination EPG: | jr @@ AL ~| ' monitor v
Tenant Application Profile EPG

SPAN Version: Version 2

Enforce SPAN Version: [
Destination IP: |10.0.0.1

Source IP/Prefix: ‘10,255_0.0}'1|8

Flow ID: |1 -
TTL: 64 o
MTU: 8000 o

&

DSCP: |Unspecified

2BERDEETIN—T7T, flow-idZE2ICRRELE T,



Create SPAN Destination wioup €

Name: | All-dst-jr-flowid2

Description: |optional

Destination Type: EPG Access Interface )
Destination EPG: |jr v @ AL monitor
Tenant Application Profile EPG

SPAN Version: Version 2

Enforce SPAN Version: [_]
Destination IP: | 10.0.0.1

Source IP/Prefix: 110.255.0.0/16

Flow ID: | 2 ~
TTL: | 64 -~
MTU: | 8000 ~

DSCP: | Unspecified

AT Y7 2aSRCICEEEHEENIENT T 4 Y UDSPANY — A DMK
Fabric > Access Policies > Policies > Troubleshooting > SPAN > SPAN Source Groups® T
Create SPAN Source Group (%]

Name: | Src-jr-1

Description:  optional

Admin State: Disabled Enabled

Filter Group: | select an option

Destination Group: | All-dst-jr-flowid1 i

Create Sources

& @

Name Direction Source EPG Source Paths

NAEEPGZEMLT, RFT74V0ZESICT7TAINRIILET. cOTRDOHBIE, Tenant
jr Application Profile ALL& KT'EPGT7 7’ —2 3> T9,



Create SPAN Source (]

Name: | APP-epg-jr

Description: | optional

Direction: Incoming Outgoing )

Filter Group: | select an option

Span Drop Packets: []

Type: EPG Routed Outside )

Source EPG: jr v @@ AL app

Tenant Application Profile EPG

Add Source Access Paths

Source Access Path

Pod-1/Node-101/VPC-ESX-169
| Pod-1/Node-102/VPC-ESX-169

ATY 7 20:DSTICEEEHZEENERNT 7 1Y 2 DOSPANY —ADER

Fabric > Access Policies > Policies > Troubleshooting > SPAN > SPAN Source Groups® T



Create SPAN Source (}]

Description: | optional

Direction: Incoming Outgoing )

Filter Group: | select an option

Span Drop Packets: []

Type: EPG Routed Qutside )

Source EPG: |jr ALL db

Tenant Application Profile EPG

Add Source Access Paths

w -+
Source Access Path
| Pod-1/Node-103/ethi/6
NAEFTHELEPGDBEENMLT, RZT714Y0DT7 4RI T REILLET,
Create SPAN Source Group (%]

Name: | Src-epg-2

Description: | optional

Admin State: Disabled

Filter Group: ' select an option

Destination Group:  All-dst-jr-flowid2 i

Create Sources

Name Direction Source EPG Source Paths

AT Y 7 3 MiEAEWiresharks #7

COBITIE, ICMPERNT Y NOBNICMPEENT Y NOBE—RTBH & 2HEREL, ACIT
FTVYORTNTY NROYZARELTVWEVWCEEZERLET,

Wireshark ©F ¥ 7'F ¥ ZF &, SRCH K UDST IPE & £ IZEREE 1L /2SPAN ID /Flow-ID%Z £
LT74IILEBZERLET,



<ffroot>

(erspan. spanid ==

and
) && (ip.src==
and ip.dst ==

ZRTTANLE7O-CERATR71ILR

<#root>

(erspan.spanid == 1 and icnp) && (ip.src== 10.1.2.1 and ip.dst == 10.1.1.1)

RRENTENTY NFEBENEEDOERIUETHD L ZBAELET,



A W

R (erspan.spanid ==

No.

- 33
37
41
45
49
53
57
61
65
69

Frame 33:

© B

Time
12.789507
12.790332
12.791308
12.792088
12.792891
12.793663
12.794455
12.795259
12.796080
12.796812

148 bytes on wire

sz f: C{ - ,Q;-gg ,i':g;

1 and icmp) && (ip.src==

Source
10.1.

=
o

=
Rl

—_— R R R e
HINNNNNNNNNM
R R R RRR R R R

L=~~~ L~~~ ]

1

Internet Protocol Version 4, Src:
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
Version: Type II (1)

ool ..

0. 1010 0111 1110
000, soue wene wans
B A

eene o Dun wiee waes

.. .00 0000 POO1
AAGR AARLR AARR
(O 7 spaniD (erspan.spanid), 10 bits

Vlan: 2686
cos: @

Encap: Ori
Truncated:
SpanID: 1

10.1.2.1 and ip.dst == 10.1.1.1)

= EaqafEH
Destination Protocol  Length
10.1.1.1 ICMP 148
18.1.1.1 ICMP 148
10.1.1.1 ICMP 148
10.1.1.1 ICMP 148
10.1.1.1 ICMP 148
10.1.1.1 ICMP 148
10.1.1.1 ICMP 148
10.1.1.1 ICMP 148
10.1.1.1 ICMP 148
10.1.1.1 ICMP 148

10.255.0.182, Dst: 10.0.0.1

ginally 802.1Q encapsulated (2)
Not truncated (@)

= Reacaruad: @

84 bits), 148 bytes captured (1184 bits)
Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff),

Info

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
{pingl

Dst: VMware_b7:4c:66 (00:50:56:b7:4c:66)

Packets: 4109 {Displayed: 1000 [24.3%)

B -

request
request
request
request
request
request
request
request
request
request

Profila:

ROSPAN DOERKEIL TR IThERYEEBA,. BLTHRVEE, NTYNRXT777UYORT
E’%ﬁéh‘cvivo

[Filter] :

(erspan.spanid ==

2 and icmp) && (ip.src== 10.1.2.1 and ip.dst

== 10.1.1.1)



4d =

©® B

RT QR es =T S

] j(erspan.spanid == 2 and icmp) && (ip.src==10.1.2.1 and ip.dst == 10.1.1.7)

No.
32
36
40
44
48
52
56
60
64
68

Frame 32:

Time

12.789387
12.790321
12.791299
12.792076
12.792880
12.793654
12.794434
12.795250
12.796038
12.796797

148 bytes on wire (1184 bits),

Source Destination
10.1.2.1 ()5 i ik
%) Ak 2 Al 10.1.1.1
Az Ak 2 10.1.1.1
(e Ahn 25 1l 10.1.1.1
10.1.2.1 10.1.1.1
10.1.2.1 10.1.1.1
10.1.2.1 10.1.1.1
10.1.2.1 10.1.1.1
10.1.2.1 10.1.1.1
10.1.2.1 10.1.1.1

'
b
'
)
'
'
'

148 bytes captured (1184 bits)

Q @ & T [

Protocol

ICMP
IcMp
IcMp
IcMP
IcMP
IcMP
IcMP
IcMp
IcMp
IcMp

Length

148
148
148
148
148
148
148
148
148
148

Info

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff), Dst: VMware_b7:4c:66 (00:50:56:b7:4c:66)
Internet Protocol Version 4, Src: 10.255.0.103, Dst: 10.0.0.1
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II

0001 ....

. 0001 0110 @111

.0

aea 2200 0000 0010

AOAR AOAGR AOGRA

O ¥  spanlD (erspan.spanid), 10 bits

. = Version: Type II (1)

Vlian: 359

cos: 7

Encap: Originally 802.1Q encapsulated (2)
Truncated: Not truncated (@)

SpanID: 2

— Racaruad: @

Packets: 4109

e

Displayed: 1000 (24.3%

requ
requ
requ
requ
requ
requ
requ
requ
requ
requ

F73V2TSYRNTA—LNIUR

COFZERF. Nexust/NTY NS AXDERBBIEYOA2E—TIAADINT #—X > AZEH
LTWBCeZFMALETYN, EOTRBEVICLTE, 2BLEEFI—DRNTTAVIEND
BLBVWIENBETY,

T7Z2YRNTA—LAIEROIIUT

B2DAAY FICBEL, TNAALEREEATVREYDOA 2 EZ—TIA( A2 7T LET,

<ttroot>

Switch#

vsh_lc -c “clear platforminternal counters port

<ffroot>

LEAF3#



vsh_lc -c “clear platforminternal counters port 6"

LEAF1#

vsh_lc -c “clear platforminternal counters port 45"

LEAF2#

vsh_lc -c “clear platforminternal counters port 45"

NTY RA2BW, FEEEOONTY N4 XORE

RXETXOEABDINTDOU—TIZATEABVAREOHDINT Y R4 XE2ROTET,

<#froot>

vsh_lc -c ‘show platforminternal counters port

" | grep X_PKT

ROBITRE. NTY MY AZXHBE12& 1) KEL1024& V) MEWVFEETT,

<#root>
LEAF101#

vsh_lc -c "show platforminternal counters port 45 " | grep X_PKT

RX_PKTOK 1187
RX_PKTTOTAL 1187
RX_PKT_LT64 0
RX_PKT_64 0
RX_PKT_65 1179
RX_PKT_128 8
RX_PKT_256 0
RX_PKT 512 0 <<
RX_PKT_1024 0
RX_PKT_1519 0
RX_PKT_2048 0
RX_PKT_4096 7
RX_PKT_8192 43
RX_PKT_GT9216 0

TX_PKTOK 3865



TX_PKTTOTAL
TX_PKT_LT64
TX_PKT_64
TX_PKT_65
TX_PKT_128
TX_PKT_256

TX_PKT_512

TX_PKT_1024
TX_PKT_1519
TX_PKT_2048
TX_PKT_4096
TX_PKT_8192

TX_PKT_GT9216

3865

3842
17

10

662

0

COARATY T, NTY MY EBEEEND ) IOTETITEIHRENHYET,

NZS74v970—0EH

H—/¥10.1.210 5., 1000 BD/NT Y RAB200NT Y R A XTREEBEENET,

RZ74Y ONFRXTHRIBEND ) —T71034 2 —T7 T4 A1/6THIBLET,

<ffroot>

MXS2-LF103#

vsh_lc -c "show platforminternal counters port 6 "

1000/NT ¥ N ORXAE(E

RX_PKT_512
TX_PKT_512

1000
647

| grep X_PKT_512

ENELLEN, BEELTREENEOREATNT Y REFTT,

R, O —NOREAZ—T I A AZHERELET,

Leaf102MIBE :

<tfroot>

MXS2-LF102#

vsh_lc -c "show platforminternal counters port 45"

RX_PKT_512
TX_PKT_512

1000

grep X_PKT 512



777Uy OREREROYFLERATLE,
1) —7101M/BE. RXINT Y NE647T, ACICKRBDTXERUEBDO/NT Y R TT,

<{froot>

MXS2-LF101#

vsh_lc -c "show platforminternal counters port 45 " | grep X _PKT_512
RX_PKT_512 647
TX_PKT_512 0

BYIE 5 ¥

ACI Intra-Fabric Forwarding® 857 )2 1—F 4> 5 - WiEMa ROY 7



https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
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