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Answer the following security questions to verify your identity.
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Map identity provider roles to system roles to assign permissions.
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$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Metadata”}).FullUrl
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$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesTolLoad.Add(“distinguishedName”) | Out-Null
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Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account... (®
General Account... (2
Select option

Select option

Select option

- Add identity provider role
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V)ET, IDPO—JL ( ##H7& ) [ECXIQ Developersd & U'CXIQ ViewerT ¥,

N EeBRXIUETEEL, B EAORE (CXIQERERL ) EEAL
TLIEEW,



3.[Savel 2V )Y IOLET, AT—XANSuccesslcEMENET,

RIS KT TA B

1. IncognitoR =l 754 R—NE— R T ZTJH T, https://lyour-cisco-ig-domain.com/loginZ %
BLEY,

2. domain\username = 7= [k user@domain.local 2 = M Active DirectoryZ L 7> v )L &ZERA L
Tag4 > LEY,

3. BREEAN RIN L 1=, Cisco IQ HomeR—ZICUR AL I RENBD L a2BRLET,
4. 1—%¥707 74T, EWYHETshizO-IC, ELLBEHREhETIL—7F (CXIQ
DevelopersZ & ) 'R REND L ZHALET,

OJ7I7RhOTAR

AOJ7ORZTARNTBICZIE, CiscolQhAsoOd 7o REIUYOLET, "OJT7IRLE

T, BEEKEEV...0 EVSIXYE—IARREN, Cisco lQLoginR—TIZUSH AL I KNEN
£9, £k, ADFSEY > a> &K TULET, ADFSICEETVEALLS TSR E, BEOTA
VEBRELDICROSNET,

ADFSEEEND RS TIN>a—F 1429

ADFSMYREE, SIMBEOIS—, SSOOY 41> D4AH. BLUSLONERICMET HMBEE DR
CRELTEBRT D LHIRID, —RNABMBEEEIShIBRAROBEERICRLET,

ADFS® &z
BEVEHLERA NV RR/FTY O/EREKEEE
e EXRFHINROAVYEHA: "TADFSER
BHADER ) OFIEZBERITLTLSEEW
O TTREENT 0y s oA
e B> U IIN—TRH
:http://schemas.xmlsoap.org/claims/Group
HIBENHYET,



http://schemas.xmlsoap.org/claims/Group

BEVWEDLERR AEIR /L ER FRR/FTyO/E@REMEE

o I—HAADTIL—TICEEFATLAEL

04 ® TFailed to decrypt
assertion

g

ﬁgmu _%E&bibf' ADFSEIEHHEEQEWE EEﬁE L/gfj—

o XN/ ACS URL : ##52 : https://your-
REEEOY A > ), —7 T [adnisamlacs

DARY Y ® Cookie mismatch : ELWRXA> DTS
JHCookieZFERRL TS E&E W

Qg4 IL=7

RSTN21—F42T0EHOOBHINT K

ADFSIRIE & Cisco QDA EBEICHKIETEZICIE. XOZHIANY > REZFALET., Chs®
OX > RIE, XEF—2OT7 0 EUT 14, AIAZEOER. BRCIVRKRANOERERTE
BITBDDICK’ILBEET,

* ADFSXZF—Z DT VA gEEO#IEADFS7 I FL—> 32 X2 F— 2 A EEA &
ENTET IV EATRETHDEZHERALETT, Chid, BRYOFHEZHRILIZLLHNE
BERFIETT

curl -k https://

/FederationMetadata/2007-06/FederationMetadata.xm]l

- BS{LALBAE ORAE : IEL VS S{LREBAE A Cisco IQREFAERAEGRICEERS TS h TV

BEEBWALET,

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object EncryptionCertificate | Format-List

« SAMLI R7RA > REREDFESE:Cisco IQ TrustOSAMLT Y RIRA > MRHAELLKBEE h
TWBZE, BRUORBIAERETH—>a A FHEABDURLICIL—FT 1 0chTWS C
EEBRELET



Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object SamlEndpoints

SCPH—/XMIE N

Z MSecure Copy Protocol(SCP) —/\I&, Cisco IQ1 A KR—JLDENM, 7YTIL—R, &
BBECBRBTYTIL—RITAINEAR-—NIDLOOHRFHETT,

SCPH—NZEMT B

1. System Settings ., System Configuration > SCP Server® JEIZi®#IRL £F3, SCPH—/IX
—INFRTRENET,

SCP Server

2. Configure SCP Serverz2 7)Y L&Y,



"teen 1Q Link

2 @O System Settings & SCP Server
Configure SCP Server

¥ Connection Management Specify the location for appliance and application files.

2%  Activity & Logs

IP address/hostname

$ Systemn

Configuration

Remote directory

Usarname

Password

Save Cancel

AP RLAIRARNEBZADLET,

w

N

R—REBSZANLET,
5 JE—RNTFALINVZAANLZET,
. l_ﬁ%#&kjj l/ia-o

(o))

N

.password ZA AL ET,

oo

[Save] 20U Y I LEY, MRBNRRENKT,

BEEOSCPH—/\DiRE

BEOSCPY—NZHmETHICE. ROFIEZERTLET,



1. SCPH—NR—=DIZBELET,

abuilis |0 Link

Ao system Settings 2 SCP Server

L
&% Connection Management e ey

- -
£ Activity & Logs
Port

o] Syston »
Configuration Remote directary

Usarname.

clsco

Passward
ssassss

2. LERBEEFEOSCPHY—/NDOEditE 2 )Y O LET,
bl 10 | ink

2 @ System Settings “ SCP Server
Edit SCP Server

&' Connection Management Specify the location for appliance and application files.

%  Activity & Logs

IP address/hostname

g System

Configuration

22

Remote directory

Username

cisco

Password

Show

Save Cancel

JMEICHUTHMEZEELEY,
4.[Save] 20V OLET,




SATLERE

HEHEEF. UEFEALTEHR/N—3 > 0OCisco IQLINKIC7Y 7L —RT&EE T, CiscolQ
Data ConnectorsR— THLERTEE T,

SATLAEHEBITBEITAFIEFE, XROEHBWTY,

1. Administration @, System Configuration > System Management® JEIZi#IRL £F, System
ManagementX—IARRENE T, COR—JICEF, BERTHOARATLN=23 0N
RTENET, EMAIRECATOVEWVES, "EFEE, U232V BZECRYET,

System Management

System Updates

Scheduled Update

Platform varsion
-

Update History

SATLTYTUL—R

2. Reschedule updatez 7 Y VL&,

Reschedule Update

Scheduled for
May 5, 2026, 8:11 PM

Installation must occur by May 5, 2026, 8:11 PM

() Update now () Update later

Cancel Save

TYTIL—ROBATZ1-)

3.EBICBRAT Y 1—-I)$ 35 EkUpdate Now#s, BIOBBREZATS 1—-)LT3EE8E
Update Latera V)Y JLET,



4. [Save] 2OV YO LET, BRNFKRREN, System Update R—AR—JICUR AL I KE
nEI,

System Management

System Updates

Current System

Current version Update mode Maintenance window
Automatic

Update History

Q, Search Status 1 result

Update Status Update Schedule Version Description

[} Apr 21, 2026, 7:49 PM CiscolQ Appliance version

EEBTYTIL—R

SSLALFAE D EE

F7AINOBEEBRIABFENCisco IQICTVAVAR=ILENTEMCEYETH, 1—HF
HNARZALSSLEIAERZT7 Y JO—RTEEXT, DAXALSSLEIAEZEMICT S &, HTTPSEES:
CHERAEIhET, IHEEEMCTZIHIERITZE,. SATLAREHBNICTF 74 ) SNOEHEEIC
RYZEY,

A EHEOEMHEIFIOBULEE D TVWABURENHYET, FIAEOEMNHRITINZDETH
') BBABETES L, FAER THRIEE, CREEhET, SSLAIAEZEM. R
£, FEEIHIBRL =5, Okta IDPE=IEADFS IDP? TSLORENTT | DEDOHBAICHE> T,
FLVWSSLZT7 Y 7O—RIBDVLENHYET,

HAZALSSLEAIBAZNIEM

HASRALSSLEABAZ%#EBMTSICIF., XOFIEICHVET,

1. System Settings T, System Configuration > SSL Certificates D JEIZEIR L £9, SSL
CertificatesR—I N RREN, ZATLDITXNTOSSLIAIAEN VAR ENET,

@ ]

+ Add Custom SSL Certificate

it System Certificate

@ S
Configuration




2. Add Custom SSL Certificatez 2 JY O L £ 9,

A x
Privacy-Enhanced MailC L J— RE NI EEF—OEAETFANXFHEL T
BUWXT77ANETY7TO—RLET
—EBICT7Y7O—RTED X7 7AIE12EFTT
T77ANICRKIIAEEREZEF—DOAANEENTVIHENf HYVET

dics 1Q Link

System Settings 3 € Szl Certificates

Add Custom SSL Certificate

' Connection Management

SSL Certificates

Activity & Logs Upload a .txt file containing the certificate and key as text strings.

System
Configuration L

—

Select or drag file to this area to upload
Only one .txt file can ba uploaded

l:) Enable custom 551 certificate

Save Cancel

3. NAR LSSLEEAE ZSSL Certificate 7 1 —)LRIZRZYITFT RROAVYTTRH, TV
A—RL&ET,

4. Enable custom SSL certificate ST ILARRZ > &2 FICLET,

A Enable Certificate?

Enabling custom SSL certificate will disable the default self-signed certificate.

Cancel Enable certificate




N TREEI<CIETITFA TN T T Y TO—RTBBAE. COFIYIHKY
DAICTFIYVIOR—0%FFRBEVTLSEETV,

5. Enable certificatez2 2 U Y O L £ T,

6.[Savel 20 )Y IO LET,

NARLSSLEIAEN B TT ITATILB2TVWD, 74N AT LIHERFEEBNIC
BBV ET,

NAR LSSLAEAE DimE

NAZLSSLAIAEZREL T, HLVWAAEZT7Y7O—-RLEY, REANEABREZEY
ICTBDENTEXRT. METDICE

1. BENDH AR ALSSLAIAEICBBLET,

SSL Certificates

Custom S5L certificate (@ Disabled

2. More Options7 4 12> EditD JIEIZi#IR L £ 9, Edit SSL Certificate R —I AR RENET

3.ABLBUT, IREBOFHAERELET,
4.[Savel BV Y I LET,

NAR LSSLELAE O HIER

N oL HRALSSLIREFZVOTEUBRTEETH. ChETLEREVERETT, BB
BEVDOTEHLVWHAZLIIHERZ 7Y JO—RTEET,

To Delete:



1. BBON—Y FILSSLAEAEICBEHL XY,

g Sren

Configuration

2. More Options 7 4 12> Delete D JIEIZ#IRL £ 7,

3. Delete CertificateZ2 V7 VY IV LE T, DARXLHENHIBRE N, F7 2 NOARAEN B
BNICB79T717{btEhExd,

Syslogt— /XD E

Administratord—J)LZ&E 21 —H&k, PATLOTZLT IV AKR—KT B K5 ICHEBsyslogtr—/\

ERETEET, RAR2DMDsyslogh—/NEZRETEEXT,

N sEsyslogt— /N, EEEH R XAV RFQDN)TREL ., IP7 RKLAE LTEET 3 HE
FHYES.

Syslogt— /XM IE N
syslog—/NZEBMTSICIE, ROFIEZERTLET,

1. System Settings T, System Configuration > Syslog Server® JE(Z#IRL £9, Syslog
ServerR—I N RRENET,

‘e 1Q Link

‘0 System Settings

Syslog Server

Configure up to 2 syslog servers
&% Connection Management

4®  Activity & Logs

| +
@ System 5
Configuration

No syslog servers available
Add a server to get started.

+ Add syslog server




2. Add syslog serverz 2 1) Y J L&Y, Create Syslog ServerR—I FRRENET,
‘teee’ 1Q Link

System Settings < Syslog Server
Create Syslog Server

Connection Management Configure syslog server to receive logs and alarms.

Activity & Logs
IP address/hostname (@

System
Configuration

Protocol

Select option

{:’ Enable syslog server

Save Cancel

B.IPPRLA/IKRAREZADLET,
4 R—RBESZANLET,
5. Protocol ROY Z7H DU UARNAS, EEIEZ7OKIJL (UDPXRTCPHRE ) ZiBIRLE T,
6. Enable syslog server M T ILRZ > ZAIZLET,
7.[Save] 20 VY UV LET, BB RIS N, L EME hizsyslogt—/V A Syslogt—/\
DIR—LR—=JICRRENET,
REE N=Syslogh—/\DimE

REES Nicsyslogh —NZiwmET2ICIE. ROFIEZRITLET,

1. B Dsyslogt—/NICBEL EF T,

2. More Options7 4 12> EditO JEIZEIR L £ 9, Edit Syslog ServerR—I NFRRENET,



‘dsee’ 1Q Link

System Settings « Syslog Server
Edit Syslog Server

Connection Management Configure syslog server to receive logs and alarms.

Activity & Logs
IP addressfhostname @

System
Configuration

Protocol

TCP

ﬂ Enable syslog server

Save Cancel

J.HXEILIUT, HHlZmETEH., syslogh—NOBEMELOIBEZXZAFTIZLET,
4.[Save] 20UV ILET,

R E & 1 /=SyslogH —/\ D HIlBR
HMEE Nicsyslogh—/\NZHIBRT B ICIE. XOFIEZRITLET,
1. BB DsyslogH—/NICBEIL EF T,

2. More Options 7 4 2> Delete D JEIZEIR L £F, BEARTENET,

A Delete syslog server?

Syslog server will be permanently removed from the system. This action cannot
be undone.

Cancel = Delete syslog server




3. Delete syslog serverz 71U Y VL& T,

ToTF14ET1&0OY

TOTA4ET«EOJ, CiscolQIcB 21— 702 a> EEEDOHML
BENMI—HTIOT1ETAZEBHL TERAREHIETEDLSICLET,

g

ROERZERAL .

teens 1Q Link

Activity & Logs

&g System Settings
¥ Connac tion Management

Activity & Logs

o System
Configuration

109

Ml

1B

~
)
Sl

TOTAET1 O %EKRRTSICIE. System Settings X — 1 — A S Activity & LogsZi#IR L &
Cl

ToOTa4ETEOT
c TANLNER R=DF—23, REBEZTYR—KML, BROBRBELEEZRZICLET,

¢« FRNTOAPURAEE T — R T A LRI TR

RODTANERAT A2 FERATEET,

Date : OV ZRENRHEEFHRT7/ 1 ILZLET,
BE B®W&E)TOJET7 LRIV ILET,

AOJLARIL:EXE(IZ7—. B4,
TOTAETARAT : DATALAT IVTAETAORATICK>TOATZT1ILRIVTL

£
IZ—0—R:BEOIZ—I—ROOTZTAIINEZ—NELET



[@F::3

TNAADERREEBROFMERTEIVCEETDICEF. ROFIEEZETLET,

1. System Settings T. System Configuration > IQ Connectivity D JEIZEIRL £, 1Q
ConnectivityR —I AR RENE T,

i 1Q Link

&g SystomSattings » 1@ Connectivity
View and manage

2 Activity & Logs

System
B Contguration

2. Connectivity settingsZ2 27 )Y VL& T,
el 1Q Link

System Settings b & 1Q Connectivity

Connectivity Settings

Connection Management

Activity & Logs @) Enable proxy

Proxy/hostname IP
System
Configuration

{) Enable authentication

Username

Password

3. XEICISUTHMEZENRLET,



4.[Save] 20 )Y OLET,

BEHREE (T-F2RE)

Cisco IQ Linklk, XY ND—9F—2BERICAV T LZATEAETNZY )1 —23 2T, A
VITZARTUOFYOARMZSODRSICEFTFTENTVWET, Catalyst Centerdd & U Direct
ConnectlonEn LTF—ZRZRELET, XY NDT—IRRET/NA AREOEBFENERKL
TNhET, T—RXPEOERIE. ROKSICHBETEEXT,

« JLFUIYIIEY NOER : XY RT—OFNAAEBEITHLHOFEE7O83L
(SNMP VIN2eN3%E & ) BRI LET, EF1UFA Y- EROTy—3> ey
L7 v )lz—mitd5E ( "Sandose-SNMPV3, & &), 12005 —> 3> T/NAD
—RZEH L., BEITIITINTOFNARAIEREZEHNICEETDENTEET,

N 5ECisco IQ LinkTld. BEEEE N EEEERLTALDIC. 700 AL TRBIELAJL
IBABREENEI—HTHIY N BETT,

c BERBREANRNIECRYEDTID  BREBREY M ZA R NVEEICIYYEY
JULT, RBEATOELRZEHBULLET. BREQIPEBRZERZHXOILTVIvI)LEY MC
V03BN ZEKITZET, T—E2RERKICEVSFANI BBNICERAENET,
ChCKRY, FRILCIRDIADIZ—HHREN, XY NID—JDILKRICEDE TRED EHE
AT NET,

N AR H (Z [ESNMPV2c/SNMPV3# &K IFSSHA A E T, Catalyst Center2:RET %
BICHTTPHTTPSO L Fo o v I EANTEIHRENFHV)ET,

EISEwDIEND

T SNEZRTIBICR, RIDICERFREZEMTILEN BV ET. millFREEMNTSIC
k. ROFIEZETLET,

1. System Settings» 5. Connection ManagementZi#iR L £ 9, Connection Management/R
—INRRENET,

2. Credentials2 720 UY O L&ET,



¥

Connection Management

Connection Management

Connections Credentials Assets

Activity & Logs

Credentials
System

Configuration

|

No credentials yet

Add credentials to start collecting data from your assets.

+ Add credentials

3. Add credentialsz 2 Y 2L %E T,

ayes 1Q Link

@ £y, Local Admin

Default-Customer
© Connection Managemant

Add Credentials

‘° System Settings
-~
£ Activity & Logs

Credential Name and Protocols

Hame
G Sreen , 2 Ente ot
Configuration

 least one protocol

) HrremTTRS

4. BERMZANLET,

5. ZHEITHINTOVAONINFIVIRYIREFAVICLET,
6.[Next] 20Uy O LET,



N LORTE. HOFETINTOTONILERBRLEEEOEI—ERLTL
$4, (VA—TIAAR. BRUFBEOZONILEGAERE NET,

7.ZRLEE7ORD)oOT /4 HBEANLET,
8.[Next] 20Uy IL&ET,

Specify IP Addresses

Included IPs

9.Included IPs&E AL E T,

N COTIURTE. ILFUV YL EBAL TEEERYTEBIPT RLAE
PEEZEELET, PEIPYAYDEXEDEEFR—RNLET (T RH— RERE
EA). YR—RENTOBEROBMIIOVTR. TILFUS v LORREBAOY
v, BBRLTEE L,




10.[Save]l ZV U Y I LET, BBHAKRREN, "ILFUI¥I ZTICURALIKREN
x9,

GLFVY T L ERETHRBETAIVEIUY IL, MBRTBRHBRTAISET Y
JLET,

JLTFUOvIILOBREBEOD Y U

TLXANUIVDOVE, BRIBUR—AOBEOD Y VZEAL T, RHES I TUXERICEA
TRIOLTFUIYVINERELET. COBBZEMRIZCET, BHNOTNARACKLTELL
TLFOvIIHFEREIhET,

« BRIENZ > F>2T  BEHOEREBEHREY R D2OFNA AICEAE NS E, CiscolQT
FTFNARAEDBEIEFICEITVWTETNSNERBEREY FE2FHMALET. S ATALARRD
BRIENEZEAL., &Y EANE—BHNBEENET,

- FRZIP-3 : REBEEANSL

c REDODAILRA—R-—ZB*BEIBEVIREOEOHICI>TERZNET, END
BWEE, KYEHEHNIC-—HITZLH, BEBUNIS<EYET

s DAL RA—REXORA : DAL RA—RFM)E, IPPRLADKEBOXFEL TOAKYR
—hENTVET, GLSEICEATIHLENHYET,

s HR—KRENBDT7A—I Y K~ :
123 (DAL RA—ROPTHREFVELIEN )
1.2.%
1.5
S ((BRIEDEBEE)
« HR—REhTLEVER :



LT v )LEROB:

FEOTAIRA—R (*1.238&)
FOTY NEOTAILRA—R (10.10..20% & )
Y2 1T OMOFFRERXY VY RS OER

RDORE, FNAANEBBOERBEANEZ—VIZ—HBITRIHEC. TLANVIVIOVHNREE
PEILTFoov )Y RZEDLSICERTDAZRLTVET,

ILF v )LEROHI

- ERTESILFY | e, )

7 /X4 ZIP oy b BIR L EREREY N
10.10.1.5, 10.10.1.. e

10.10.1.5 1010, 10.10.1.5 (& —% )

10.10.2.15 10.10.2.. 10.10..* 10.10.2.% ( & V) E4RHY )

10.10.5.50 10.10 10.10.. ( & V) BEHALC )

......

N PN RFEROEEHT U LS EE B

SATLARECLRERBEMEOS

PAN
(2&FY, REODVALRA—RARGEDBV) ILTFUIvILEY FEBRLET,

Catalyst CenterZ A L 1o 7 — X UXE&E

Catalyst CenterZ £ L 1= 7 — X UXEE :

1. System SettingsA* 5. Connection ManagementZi#iR L £ 9, Connection Management/X
—INFRTENET,



e 1Q Link

Hg System Settings
&%  Connection Management

@ Activity LLogs

@ System
Configuration

Connection Management

Connec! tions Credentials Assats

|24 Catalyst Center +

Configured Connections

Scheduling

2. Catalyst CenterA 7> 3>z 0 Uy O LET,

"decs’ 1Q Link

‘o System Settings « Connection Management

=] AuditLogs

Add Catalyst Center

Connection Management IP address IP address f FQDN

System
Configuration

Select credential

Select option

Submit Cancel

3. IP7RLAXEZIEFODNZALLET,

4. RAYTHIVVARD S, BEEBXOHTTPHTTPSYLF> 2 v )L ZBRLE T,

5. [Submit]l Z0 Y O LET, MBENARRENETT (HRRISDNDBDEENFHBVET ).
L <iBin& fif=Catalyst Centerld. Configured Connections® T ICRRENE T,



el 1Q Link

& ¢ System Settings > Connection Management

&% Connection Management Connections Credentials Assets

£% Activity & Logs
[l Catalyst Center li, Direct Connection F

13 System
Configuration

Configured Connections

[P
Catalyst Center @ 1instances connected

Scheduling

Discovery and Inventory Collection Times Edit

Discovery Weekly on Sundays at 04:00 AM CEST

Inventory collection  Daily at 02:00 AM CEST

6. ALOV>32Z#ATD1—-I)LLET, &Flx., TRAT1-0V>T, 2ZRLTSEZL,

N ECisco IQLnkEBBRT S 1—U VI BETERNREE A TEY . SAFLRFT 4L
NOBBRERT S 1—LEBBRLET. ATT1—LERELT. EBOBHE XD FTF
VAHEICAEhBA L EBLSBEHLET,

ERE:3:3 0
EEEROT/NAAZEMNTRICE. ROFIECRLVET,

1. System SettingsA* 5. Connection ManagementZi#iR L &9, Connection Management/X
—IONFRRENET,



e 1Q Link

Hg System Settings

Connection Management

&% Connection Managemant Connections  Crodentials  Assats
@ Activity LLogs

[B4  Catalyst Center + 1, Directconnection  +
@ System
Configuration

Configured Connections

Scheduling

Discovery and Inventory Collection Ti Edit

4:00 AM CEST

2. Direct ConnectionZ2 7Y O L& T, BEEGER—IHFIRREh, F—RZRNETH-HD
2o00FA AN RENET,

ik 19 Link

S System Settings : + Connection Management

Direct Connection
&% Connction Management
£ Activity & Logs Choese a Method of
Entry
System

on, Then attach the file below.
@ Configuration

3. Choose a Method of Entry®BEHI % A7> 3>z o)y oL, ROVWTNADHFETT/INA
AZEFELET,

ke 1Q Link

S System Settings : & Connoction Management

Direct Connection
&% Connection Management
& Activity & Logs Choose aMethod of
Entry
System

on, Then attach the file below,
@ Configuration

c J7ANOTY7O—R: 774Ny OFLERIYIFTRRAY LT, EE
120V IL&EY,



ChooseaMethodof () Ui
Entry

c BXDOTFNAADEE : BE—DOKRARE, IPPRLA, EFLBKRARNBEIPTRLAOAY
XXPWDIVARNZAADL, Submitz V)Y ILEY,

EEIZEEENDE, TAssetsy R7ICVAALIRNENET,

4. L2232 AT21—-)I L&Y, #FlllE. TAT721-0V>20, 22BLTEETL,

N ECisco IQLINKEBBIRT S 1— UV I RETERNRESNTHY . SAFARTT A
NOBBRERT S 1—LEBALET. ATT1—LERELT. EBOBHE XD FTF
S AHEICAhE B E AR BEHLET,

ATyoa—-9 >y

AT21-U2J%EATBHE, Cisco lQLINkNBEIT—RREZRITIDRAIVITZERT
EFXT MEZATD1-IIIBFIERK. ROEHYTT,

1. Connection ManagementRX—= M Schedulingtz2> 3> T, EETD AT 1—)LICHL
TEdit2 21 Y 2 LE T, Edit ScheduleR—I A RRENET,

2o system Settings s e t

Edit Schedule

#¥ Connection Management

2 Activity & Logs Schedule Discovery Frequency

Weekly

o) System
Configuration

2. Schedule Discoverytz 223>, ROAY7E I ARNND S BWDFrequency & Day ZiE
RU. BMIDOStart TimeZ AN L E T,



3. Schedule Inventory Collectiontz2> 3> T, ROAVIFRX IV JARND SHFEQOHEE ZER
L. #EOHEBKZATIimeZ ALLET,

4. [Submit] 20 JY I LET,

N BRI EERRERT T 21— )L OEEA Cisco 1Q LinkP T ERE - B & O
RRENDET, 5~ 109E5%F,

JNF—
BEERF., 77VT5—23 2 TRRENDHDAZINARENENFT—ZRETEXT,
NFT—DOKRE

NF—ZBRETDICIE. ROFIEZERITLET,

1. System Settings T. System Configuration > Banners® JEIZEIRL £, NF—R—IH &K
RENET,

Banners

Application Banner & Disssied

2. [Configure] Z9 ') ¥ U L& 9, Edit Application BannerR—I A RRENE T,



s 1Q Link

System Settings » & Banners

Edit Application Banner

' Connection Management

Activity & Logs (P Enable banner

Banner color

System
Configuration

Banner title (optional)

Banner content

Banner location
(") Top () Bottom () Both

BNFT—ZEVNELFEMDCTRIZE, NIIILEIUYILET,
4. NF—nezBRLET,
BNFT—RARNILZADLET,

(o))

NFT—ORBZANLET,

~

NF—DOEREBRRLET,

oo

[Save] 2V VY ILET, NFT—RBTTVT—>322EICRRENET,

NF—DimE

NFT—ZwmETDICE, ROFIEZERTLET,

1. System Settings T, System Configuration > BannersDJEIZEIRL EF, /N F—R—IHF %K
TENET,



sl 16 Link

Important
Everyona is requested to pay attention.

Banners

Application Banner @ Ensbied
£ Activity & Logs

Systom
] Configuration
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Banner content
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Banner location
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Cisco IQ On-Prem

IP Address/Mask
Gateway IP

DNS List
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Navigation Main Menu > Syst
Please provide the following server connection details:
Enter SCP/SFTP Server Address:

Enter SCP/SFTP Server Port (e.g. 22):

Enter SCP/SFTP Server Path (e.g. /var/log/support/):

4
[1] SCP (Secure Copy Protocol) — Default
[2] SFTP (SSH File Transfer Protocol)

Select protocol /I (default: SCP): 1
scp

Enter Username:
Enter Password:
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Navigation Main Menu > System Diagnostics
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Uploading System Diagnostics Bundle

System Diagnostics Bundle is 'CIQ_Diagnostics_

Press Enter to return to main menu...J
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