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Migration item Status
Users @ completed
User groups @ Completed
Roles @ Completed
Contracts @ In progress
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Finding Details
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Recommendation
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Based on data from your 128 Signal
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Product Family 'Cisco Catalyst 9500 Series Critical wireless controllers lack coordinated Aire0S shows concentrated security and
Switches’ has the strongest configuration security, RF, and baseline hardening time.syne fallure= on critical and high-
compliance compared to other product importance devices.
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Switches' has the strongest configuration security, RF, and baseline hardening time-gync failures on critical and high-
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About the assessment

This assessment s against recommended best practices based on Cisco's proven
expertise. It detects configuration dey pour infrastructure that may affoct avallabil
performance. Each best practice rube is evaluated across your ¢ od assets, with findings prioritized b...

Overview

Evaluated Assots

Security Mdviecries Execution outcome for Apr 13, 2026, 06:30 AM

Security Hardening
Summary
Configuration This content is Al-generatid based
o0 sttessment fiacings data®

*Al can make mistakns. Verify
Information for sccuracy.

= Insights
*®
Based on data from your 119 Signature

Positive lssue

Product Family ‘Clsco Catalyst 3850 Series Insecure and legacy SNMP configurations expose
Switches® has the strongest configuration management access to interception and abuse
compliance compared to other product families

Rule evaluations
number of assets evaluated by a rule r

1A NOFMERTTDICWE

LAY ARNNRILT, TIXTERRL 27UV ILET, InsightsR—TICE, IXTOA
HARNFRTIENET,
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Assessments ¢ Configuration As
4 Insights
Overviaw ;
Evaluated Assets
Security Advisories « This produc
« The ga
Security Hardening

Configuration

Critical and high-importance devices lack foundational management and logging controls (lssue

bl

cure VTY transport protocols by allowi ¢ o 1O nd dis

ience protections by configuring memory threshold notifications and

Strengthen lgg i ; , and logging timestamp precision with timezone and milliseconds.

Harden network beh ¥ x a torf: nt IP aptions handling policy.
¥ operati : ¢ , and configuri

2.View detailsZ 2 UY OLET, "4 H ANy FHR—DHFRTEN, ROBRHIRTRE
NEJT, FEOH—RZIVVUYILTHMER—2ZRLKEETEET,
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Assessments
rs lack coordinated security, RF, and baseline

Overview 126 as

Evaluated Assots

Security Advisories

Security Hardeni
rity ing critical and high-importance dey
ail together due to 3

Configuration

Affected assets: 5, as eritieal importance devices
28 rules fail together, o 8 high-severity security gaps such as Security: HTTP access to management is enabled, it...,
thig is..., and Security: No CPU ACL detected, it is recommended i...

Field Notices

unsupparted soft
anfir: Cloanfir detection disabled. Itis highl..., Band Select: Band Salect is not in use on any WLAN..
perfom: and monitoring
NTP: Controller without time source, please... and NTP: NTP Polling Interual is set, but no NTP... reduce incident

Controller with not recommended code ver. a vendor-recommended software release.
3 ent & g f HTTP access to management
rotections Lo

g authentication by updating minimum management password length and management password policy settings 10 meet complexity requirements.
s i i ure remote management sessions.
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BRIRTRENET,
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Overview harde
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Security Advisories
Security Hardening

145 results

Configuration Rule Severity © Serial Number Result

Field Motices Webauth: Virtual Gateway Q Low © Did not pass

Webauth: Virtual Gateway IP... @ Lew © Did not pass
Webauth: Virtual Gatew . @ Lew © Didnot pass
@ Low © Didnot pass
@ Low ) Did not pass.
& Low © Didnot pass
@ Lo © Didnot pass
@ Low © Didnot pass
High Availability: Hi . © Didnot pass.

Webauth: : © Didnot pass
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