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S ROEEHN BB ERBL T E W,

6. VALBELET,

7. Home > System Settings > Package Management® JEIZ#BE L £ 9, Package
ManagementX—I AR REN, ADRTHRRENET,

* Modules

- L=

- R
8.Rules®7&#0UYULET,



‘0 System Settings package Management
&% Connect tion Management Modules Rules Entitlement
c Activity & Logs

..:':., Package Management

o] SPEED > assets_rule
Configuration

Pulls data from

Cisco » v1.0.4

Installed July 21, 2026

Ny Tr—8H=

9.[AddRule] 22Uy 2 LET,

Add rule

4\  SCP server configuration missing

To update the system via SCP, set up your server in
SCP server.

File selection

O Local file upload

Cancel Add

IL—IL D&
10. FEIRD 7 7ANEBRA TSIV ZBRLET,

« Secure Copy Protocol(SCP)H—/N : 1 VARN=INYT—SOERBTT7TAINEEADL




£F9, COFZERF, FAAODKRZEVWT7AIICHEETNET,

s O—ALT77A4NOTY7O—R O O—RULEAVAN=ILTFAINERZYITT>
RrROYZLET,

M. [Add] 20V Y OLET, BMULERRA TNy T—J8E ) CRRENAET,

N=NLOTYTIL—R
W=ILZTY7IL—RTBDICE:

1. VAT System Settings > Package Management® JEIZBEL £ 3,

&0 Systemsettings Package Management

&% Connec OV — Modules Rules Entitlement

£ Activity & Logs

_.:':.‘ Package Management

Q Syslém ) > assets_rule
Configuration

Pulls data from

Cisco » v1.0.4

Installed July 21, 2026 Details = Upgrade

TYy7TIL—R

2. BRDOIL—I)L T, Upgradez 1)y U LET, Upgrade RuleV 1 > RUHFBEEET,



Upgrade Rule

File selection
(®) SCP server O Local file upload

TYy7IL—RIL—I

. FZEIRTVTAINERAT a2V 2BRLET,

- Secure Copy Protocol(SCP)H—/N : 1 VARN=INYT—DOERBET7AILEBZA
ALET, COFZERE, YA XAOKREVWT7AIICHEREhET,

s O—ALZ7ANOFYZTO—K : BIVA—RUEAYAR—LT 7 AN E RS Y
STV RROYTLET,

4. [Add] 20U Y ILET,

N chsOL—LE. EBHAFNARATFLANYORERCERENET. T<ICEA
TEBESIC. FAAATFLANUREXZFBCHBRTEE T,

AL A=)

EREGETE., BEDY T NI ITHEE. TD1-). FLEREY—ERAZFEATHEBOEFR %=
BREELET, #ERZAARN=ILTBICIE, KOFIBIZHVET,

1.Cisco IQIcOTJ 1> L&E T,

2. System Settings > Package Catalog®JEICEBE L £ 7,

3. B H—RT, Createrecord2 V)Y IOLET, "ITURARNILA NN RILOERK
A4 RIONAEET,


http://iq.cisco.com/

dses’ 1Q ° 0 @ | Qe

Cisco » v1.0.46

B¢ Systemsettings Create entitlement bundle x
Released Jul 16,

2026 Choose which assets and their associated support coverage data to be included in the entitlement bundle for your Cisco IQ
SQ  Account Details Entitlement. This may take a few minutes.

Details =~ Down

A3 Create Encryption Password
@ Identity & Access Rules ryp

Set a password to encrypt your bundle. You will need this code to securely import the bundle into your system later. Make sure the
password includes the following:
;’ Tags

@ At least 15 characters

@ At least 2 uppercase characters
Asset Data
Assets Rules © Atleast 2 lowercase characters

5 3

&' DataConnectors

Pulls data from Saa$S cxp-datalake-ingest © Atleast 2 numerlc characters
it and moves to target minio bucket. © Atleast 2 special characters

= i © No repeating characters

[fg Service Contracts ERToE

File Upload Password

T Package Catalog Released Jun 30, 2026
Confirm password

Activity & Logs Entitlements

Asset scope
@ All assets O Selected assets
Cisco IQ Entitlement

Bundle and export your device entitlemer
transfer or archiving.

RN RILOERK

4.password ZA DL ET, BEICKRTRENDI/NAD—RERIL—ILZSBLTLIEEZV,
5. TNAD—ROERL CAUNRAD—REZES—EAHNLET,
6. Bl Asset scope A 72 AVREVEBEIRLET,

c IXNTOEE: BRIV IENTVWRIRTOEEN EENET,

s BRUETEY N . RRICEDETHEOTNARAZERTEELT, COFT7> 3>
ZERLLLBZER, ZATRDIRNTOTEYRMOFIVIRY DREZFVICLET

7. CreaterecordZ2 2 )Y LT, 774N 20—HDILICHRELET,

N ETURARAYIY RLEERL FRE. BEOEENSBHLEWT L
T, BOR—JICBETBHE. N RLFEHCEDED. N RLEBERLT
AV O—RATS 3V ERMCTIREN BV ET,

N E AVAR—LTFAAFREVED(10 ~ 25GB). A9 O— KT3I+ 7%
F A RIEEN BB ERBL T E W,

8.VAILOJA4> L%,

9. Home > System Settings > Package ManagementQ JEICBEB L T, "NV IT—IEE
R=DIZE, ROZTHFHYNET,



* Modules
« =)
. HER
10. Entittements 2 7 &2 )YV L&E T,

o Systemsettings > Package Management

Local Identity & Modules Rules Entitlement

Access

Connection Management

Activity & Logs ‘

3& Package Management
No entitlement added yet

System

Configuration Import an entitlement bundle to activate support coverage and enable asset management. Download entitiement file in Package Catalog.

+ Add entitlement

TE®, ’7

11. Add Entitlementz 2 Y J L& T,

Add Entitlement

File selection
@ SCP server O Local file upload

Decrypt Entitlement Bundle
Enter the entitlement decryption password.

Password *

Enter password

Cancel Add




HEBR D& N
12. LI T77ANERA TSI VEZBRLUET,
« Secure Copy Protocol(SCP)—/N : 1 VAR —=INYT—OERBTTAINEZADL
T, COFZER, YA AXAOKREVTTAIIZHRBENET,
s O—=ANLT77A4NOFTY7O0—R: ZIO2O0—RLEAVAN=ILT7AINERZYITIT>
kkOv 7
13. password Z AL &E T,

14.[Add] Z0 VYO LET, FILKA 2V AR=IEh#ERFEN,. Package Management®
Entittement2 7 ICRREhE T,

15. ERZBWMICTBICE, #HRZEMLTHSE ~ 100/ >2THS, FNAATLARNUIR
EZFRHBELET,

N ERAETORRATY—ERARWEBNTAE. TOBHCULIENTUBTRTO
FNAABF AV TLERFNA ADEEA YR N CBIMEhET. FNARESUTIL
BETTANAUSTLEY ., EROTAYY NDEBRALEY. BEDF/NA AZERL
CIVAARNAY NEBBLUEY S EFTEET,

ROTY7TIL—R

ERZTY7IL—RIBICE. ROFIBEICHVET,



Package Management

Modules Rules Entitlement

assets_enti..

Cisco IB data package

Cisco » v1.0.68

Installed July 19, 2026

ERNHEOTYTIL—R

1. HE X EntittementTUpgradeZ 2 )Y VL&Y,

Upgrade Entitlement

File selection
@ SCP server O Local file upload

Decrypt Entitlement Bundle

Enter the entitlement decryption password.

Password *

Enter password

Cancel

Add




Tv 7L — RIER

2. FETRTVTANBRATSaVEBERLET,

- Secure Copy Protocol(SCP)H—/N : 1 VARN=INYT—DOERBETT7AILEBZEA
HLET, COBFZERE, YA XAODKREVWT 7 AI)ICHERENET,

s O—ALT77ALOT Y 7O—K : AIVO—KUIA Y AR—LT 7 A LE KT Y
JFYKkKkOY T

3. password ZA L E T,
4. [Add] ZZ VY HLET,

AlZSER U f=#aE

FUTLIARAERA VT ZANTZOFYED 1=, VAOFUTL I AAIZERAL etz
EKHEHLFET, O—AHJLTSmall Language Model(SLM)ZR1TL, AIZFBLEZ7OV7 NI A
TLANRBETEDLSICLET, 1 VAN EBRE, VAAIVR—T7IAARNTEEPVERY TE
9,

RODIIT)—=BATHFHR—RENRTVET,

- BE MAFHBOKRT., YV7RIJITOBEXRLEEFES., EF1UT 1 ORBEME. LT
ZHOFXF Y+ Y THARETIRAINELU TV R EEZRELE T,

s AURVRNV ARV NIADEEICHTHAIRDERI M ZERLET,

On-Prem Al Inference Infrastructuref > A N —JL/NY o —> &, Cisco IQ Package Catalogh* 5
AFTE, AssetsBENMNDEDS 1 —I)LERIUAETEREAENETT,

N AVTLIRAERA Y TTARNS IF v i, —EIC1DDGPURE I TRFTEET,
AVAR—EETTHETIC. #40 ~ 55HHWEF. AV AR=ILTFAILHFKEL
(#30GB ). 9V O—REBHIC+LBF A4 AVERN BB L ERBLTI LS,

FOTLIRAAMBA T SARNTIF ¥ OHEIREMH

AT LIZAAMRA VT ZARZIF Y Z2A2ARN—ILTBHEIC, ROFUHZHBL-ITHEN S
WERT,

* VAILRGPUT7 VLA ZBALVMAHETY, SLMIEGPUZLEE L, GPURL TIERT



TEEXEA

« GPUVMIZ(&, 80 GBEAEMGPU VRAMA%ETT

FOTLIAAMRBA T ZARNTIOF YDA AN

FUTLIRAAIMBA VT TARNTIOF v EVAICAARN—=ILTBIZIE. Cisco IQ SaaSh 5 7
DTLIZAAMBA T TZARNZOFYED1-I)ILEX IO O0—-—RLET,

1.Cisco IQIcOJ 14> L& T,

2. System Settings > Package Catalog® JEICBEL E 7,

‘o System Settings

Package Catalog

These packages are intended for on-premises deployments.
TQ  Account Details

= Filters 8 results

@ Identity & Access
5 7 Systems

@ Tags

Asset Data
¥ Data Connectors CiscolaLink ETIIEED

Cisco IQ Link securely collects and transmits asset telemetry from your on-premises

@ Service Contracts network to Cisco IQ, enabling Al-powered predictive insights.

Cisco « v1.2.0
) File Upload

Released Jul 15, 2026 Details ~ Download options v
(@ Package Catalog

Modules

@

Assessments

2  Activity & Logs

Proactively assess network infrastructure for security, compliance, and lifecycle risks. Run
assessments on a schedule and tun validated findings into insights, recommendations,
and structured reports. Covers security hardening, quantum-safe readiness, software
conformance, security advisories, config best practices, and field notices.

Cisco « v1.0.47

Released Jul 17, 2026 Details | Download options

NYT—=2042 A=)

‘J‘[L

Cisco IQ Virtual Appliance

Cisco Q Virtual Appliance delivers management features while ensuring that no system
details leave your premisses. Supports environments where data centers operate in
disconnected mode.

Cisco + v1.2.999

Released Jul 15, 2026 Details  Download options v

®

Assets App

Establish a single source of truth for your Cisco installed base by consolidating hardware
and software inventory from Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and inventory views. Covers service contract
and entitlement visibilty, LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and self-service lifecycle updates
such as location changes and decommission requests.

Cisco + v1.0108

Released Jul 24, 2026 Details | Download options v

@

©On-Prem Al Inference Infrastructure

On-prem Al inference for CIQ air-gapped deployments, powering inferencing capabilities
on the virtual appliance without extemal connectivity. Requires one NVIDIA GPU (for
example, RTX Pro 6000 Blackwell Server Edition) to run a GPU-accelerated small language
model stack.

Cisco«v1.0.4

Released Jun 4, 2026 Details | Download options v

3. > 7L = XAl Inference Infrastructure 71— R ¢, Download options > Installation
packagesDJEIZ D )Y U LET, Download ApplicationV 1 > RUABEEET,



http://iq.cisco.com/

Download On-Prem Al Inference
Infrastructure

System version

System vv1.2.0

Build type

Release

Application version
1.0.4

Cancel Download

AlsRA > 770X o> O0—R

4. ROV TEIVVARND S ATLN=23 2 2BRLUET,
5, ROYTHIVVARNDY SBERATZ2BRLET,

6. [Download] 20 )Y L&,

7.VACBELET,



w1
&0 systemsSettings Package Management

Modules Rules Entitlement

2  Activity & Logs

Package Management

Common A...

CAF (Common Automation Framework) provides GitLab-
based CI/CD infrastructure for Cisco ACI network automation
on the CIQ platform.

System
Configuration

v1.0.30

Installed July 21, 2026

8. Home > System Settings > Package Management®D JEICEE L £9,
DRTHNERRENET,

R—IFRTREN,

* Modules

- HEF

(& romes)

®
sets

Establish a single source of truth for your Cisco installed
base by consolidati and sof inventory from
Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and inventory
views. Covers service contract and entitlement visibility,
LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and
self-service lifecycle updates such as location changes and
decommission requests.

v1.012

Installed July 21, 2026

TNy T—I8E,

9. Modules® 7 T. Add modulesZ2 Yo L&Y,

alualn,
dico’ 1Q

< Package Management

Add Module

System Settings

Connection Management

Activity & Logs 19 Select Module

File selection
@ SCP server O Local file upload

Package Management
3 9 2 Select Deployment Size

System
Configuration

Cancel

Select Module




T 1-)L0ER
10. FEIRD 7 7ANEBRA TSI VZBRLET,
-SCP‘U‘ N AVAN=INYT—2OERBT7TANBEZANLET (KREBTTAILD

SICHRE),

s O—ANLT77ANOTY7O—R : ZIOVO—RUVLIEAZVARN=ILTTANERSZYIT>
RROYZUET (7Y 70— REBA0GBALEO 7 7AMIIICREEREhEEA )., E
A—ANLT7FALOTY7O-RARICE, 2000 LEWVENHYET, 7Y 7O—R
7OtAN ZOHBEEADE, 1AM —ILRBERBLET, SCPH—NDOEARF. EET
BELVIEAZVARN—ILZRIATZI-ODOHREENDZFETT,

11.[Next] ZO UV OLET, 77A4NDOT Y 70— RAFBFEBENET,

12. BAHAX (D, B, KxE) ZBRLET,

13. Add Module2 VY O LET, 1 VARN—ILABBREh, TTTDETICH40 ~ 450
MPYET,

AVARN=INTETITRDE, AVTLIAAMBA VT SARNSIOFYNNYT—BBOED
1—=I)LRTICRRENET,

N BOPUTEATEB AV T LI RARRA Y TSARSIFrEV I —LEI2EHT
T, cOEDI1I—)LIFEGPU VRAMDKI0% Z2FEALET, BUGPUICEMA AR A%
AVAR—LEBCEFHR— R ENTVER A,

FAOTLIZAAMBA T AN IVFFYED2I-ILDOE

AVAN=—INRETITDE, AVTLIRAMRA 2V TSANTOF ¥ ED 2—)LIE. Package
Management®Applications 2 7 TEEBTE £ 9,



alvalr,
asco 1Q

OVA 445, Asset 114, Al Infra 104, Assessments v1.0.54

System Settings

Local Identity &
Access

Connection Management

Activity & Logs

Package Management

System
Configuration

Package Management

Modules Rules Entitlement

Assessments

Proactively assess network infrastructure for security,
compliance, and lifecycle risks. Run assessments on a
schedule and turn validated findings into insights,
recommendations, and structured reports. Covers security
hardening, quantum-safe readiness, software conformance,
security advisories, configuration best practices, and field
notices.

v1.0.54

Installed July 19, 2026

AIERA VT TARNRTOF ¥ DRk

On-Prem Al ...

On-prem Al inference for CIQ air-gapped deployments,
powering inferencing capabilities on the virtual appliance
without external connectivity. Requires one NVIDIA GPU (for
example, RTX Pro 6000 Blackwell Server Edition) to run a
GPU-accelerated small language model stack.

v1.0.4

Installed July 19, 2026

+ Add module

®
sssots CIEED)

Establish a single source of truth for your Cisco installed
base by consolidating hardware and software inventory from
Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and in

views. Covers service contract and entitiement vis

LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and
self-service lifecycle updates such as location changes and
decommission requests.

v1.0.115-PR1145-7af56f92

Installed July 18, 2026

EVI-NEEETBICR, FUTLIRARRA VT FARSIF Y ED1-LORIHBE

Bzo)YIOLET, FllE,

AlZTHL -#eEEnEA

FEJ1-)IDEE, ZZRLTEET W,

AT LIAABRA VT ZARZIVFYEDI-NANAERBCAVARN—IEND E, VAMT R
—7 I A ATASKAIRZZ FMERATREICE VY T,

BEICAIZRDH D

Tty NTAskAIZFERTSICE :

1. HomeX Z 1 —> AssetsDJEIZ B IR T B, AssetsR—IHNFRRENET,



W Assets Overview

@ Overview = Filt \‘AhskAl [E‘u

Inventory Total Assets

Service Contracts 4,231 17,869

Assets Assets and subcomponents
End of Life

Key Asset Metrics

Covered Assets Uncovered Assets

2,520 60% 171 40%

Covered Of all assets. Uncovered Of all assets.

Assets Covered by Service Contracts ew details Last Date of Support Snapshot View details

2,000 Eral

(@ Al Assistant

Toduy View task breakdown

Asset overview query - i
| can help you explore your Cisco install base. Here are my capabilities:

« Lifecycle & LDOS — find assets past or approaching end-of-life milestones
« Coverage & contracts — check contract status, warranty, and renewal windows
Security advisories — surface PSIRTs and vulnerabilities by severity
+ Inventory breakdowns — filter by product family, location, software type, tags, and more
« Field notices — see how many of your devices are affected by critical or high severity field notices
+ Telemetry & connectivity — see which devices are connected and last signal dates

What would you like to know?

[l R e

2 Browse prompts Ask the Al Assistant a question

A nt can make mistal

3. Browse promptsZ 27 )Y VL THERATREAZ7O 7 NERRT SN, Ask the Al Assistant a
question”7 1 =)L RICHAZLERBZANLET,



Al Assistant

f Support (LDOS).

Al Assistant 11 PM

with Extended Support: 12
vered: 390

Troubleshooting Assessments - Security Advisorie... Assets Assessments - Configuration More ~

Generate a PPT summary report fo

How many sub-components ach LDOS In the

How many ¢ an n my t

How many assets are both covered and past their Last Date of Support (LDDS)?

Summarize the top 5 product families with the most devices past LDOS and affected by security advisories.

(¥ Browse prompts

Z7O07k0tYy K~

4. BHOZ7OV7 20UV 093D, Enter¥—ZHLET, 7T L IASLMA REZE
BLUET,

AR NJICETBAITH

FOTLIAABERA VT ZARNZIOFYED 1L, ARV NI 32 THBLE O
EAIRBOTEZRELRT, 1R RNITF—EFADENDE, FHBERFIEBBNICRTES
£9,

Inventory CAID M ZRTTDICIE. ROFIBICHWET,

1. Home X — 1 —> InventoryD JEIZ#IRL £F, InventoryR—HFRRENET,



Assets

Overview
Inventory

Service Contracts

@ Endof Life

5.1 affected Security Advisories
r kn

G B =

Product 1D Product Equipment Serial Mext Contract Coverag Telemetry 0, &
Type Type Humber Milestone Number 5 5 Status

AR RN

2.AITERENEBINERTILUET, T—XNFERTREICED L, BRNSIM1ORNJELI—
ICRRENET,

N YST. HvTak—K. S TREOEBNOBREEHTIERLIOVTE, "=
SO, BIUYHLTLIEE L,

T 1)L OHiEHEE

COtEI2a>TR, INTOEDI-IINTHESTAZOATHECODVTHFLLHALET, C
NSOBEEICKY), — BLEID—HYIVARVIVA, JATLNT#—XIXVAOKHEL, 8
D—070— QBN ERLET

T—2 DT

A A RNNRILZRE, TOR—DOTF—RICRTIARBEOSHARTEN, XY RND—7
REOEF1IVTALBEMZMLETEILEHORANBT A YA MFREEIAET,

N5 SR, BRUER—JTOAERTEET,



1Q

Assets Inventory
Overview
Inventory

Service Contracts

Ingights
End of Life
» 69 assets that are not cov by any support contract already reached
Priaritize upgrades or replacements for these assets to mitigate operational risks
175 Cisco Catalyst 9300 Series Switches | % of assets) lack a

Align renewal planning with the channel partner for these busine: cal switchas

73 assets with | ¢

tel try fol a full monitoring

75 assets (4.4%) h v } een Apr 24, 20268 and Oct 24, 2028, with st deadline on Apr 30, 2026, Review it tracts to
evoid lapses in vendor support and potential t increases.

:
;
9

75 assets (4.4%) have End of v tract wal dates between May 1, 20268 and Oct 24, 2028, starting with a deadline on May 1, 2028. Coordinate
with tha selling partner to raneéw these contracts before expiry. v

Product Product Serial Mext 1 Contract Coverage Telemetr
[[+] Type Humber Milestone Humber Status y Status

Cloud and ... End of Ser...  Jun 25, : ® o
Switches End of Ser...

Switches -

Switches

itches

A48 NFRIL
A2HARNRILTR, ROFT> 32V #ZFEATEET,

* Expand7 A 220Uy VL TNRILZREL., EBNMOREEZRRLET

* AICERENERRICETD 7 — RNV IZRTIDICE, YAXTYTRIEEYLXA
DOTFTAA70)YILET

« Full Analysisz 7)Y V3% &, FlBER. KVWUEHBEDH. 57, Fv21KR—R, F
Y—REEDARIEARTENET



Al Generated Inventory Analysis [ 4 Download PDF »

Security Advisories by Coverage Status

NOT COVERED: 6,046.00 -

26,803

advisories

"\ COVERED: 20,757.00

This donut chart compares security advisories between devices with active coverage and those without.

KEY INSIGHT

Devices that are NOT COVERED account for 8,046 security advisories, representing 23% of the total exposure despite
being a smaller portion of the inventory.

LB TRE., UTOFT2 a2 e2fFATEEXRT,

« Download PDFZ22 UYL T, DA77 54— 2R EAFT I HBEEZRAICRE
LET

BEWOI T AR—bH

TOAR—NgezEATRE, TEYRNBROEF IV F A BEHRODARLE I —%Z XIsT &
CSVIERTI UV AR—NTEET,

N TORR—NEEE. BRUER—TSTOAERTEET,



R=INPSBHBEIVAR—KTBICR., ROFIBEICHWVET,

1. &_:)L:ggbij—o

alaln
cisco Q

NP Assets Inventory

Overview

Assets
Inventory
Q search Product family v Product ID v Location v Tags v = Filters (1) 1716 results Reset filters

Service Contracts

4 Insights : 69 assets that are not covered by any support contract have already reached t Date of Support, leaving them wi t security patches or bu... v
End of Life

« 175 Cisco Catalyst 9300 Series Switches (49.7% of assets) lack active support contracts. which mav limit access to Cisco support resources

O Name Product Product Serial Next Next Contract Coverage Telemetr Securit ® ()
ID Type Number Milestone Milest: Number Status y Status

BEEED1-I)ITOEREODIIAR—K

2. [Export] 20V YO LET, TVAR—RNFATIAVHFRTENET,

el 1Q 20 @]

N9 Assets Inventory Export Options

File type
Assets ® csv O xLsx

Overview

Inventory

Q Search Product family v ProductID v Location v Last signal date v Tags v = Filt
Export column selection
Select to include columns or deselect to exclude

4 Insights : 381 assets (69.5%) are ered by any support contract, which may limit access to Cisco support resources. R them from the file to be exported. Drag to reorder.

Service Contracts

End of Life
29 assets (5.3%) have Name

Product ID

Product ID Product Serial Next Next Contract

Type Number Milestone Mileston... Number Product Type

Switches End of Servi... Jan 29, 2027 Serial Number

Switches Next Milestone
Switches Next Milestone Date

Switches Contract Number

Coverage Status

Switches

Switches Telemetry Status

Switches Security Advisories

) Data Source
Switches
Location
Switches
IP Address
Wireless
Role
Wireless

oo 000000000

Importance

IOAR—NFT>a>

3.7T7ANRATEBRLET,
4. ZETBHOFIYIRY IREAVICLET,
5. [Export] 29U YO LETF, 7P ANRTSIHOO—NNEIVO—RT A LA



A—REn&FRT,

T—7IDERE

T—7IBREZBRL T, SETEFLEED 1 -I)IHBECTHLTHRRZAEI—BLTRABE AL
tﬂl_&#};}z-@éi?o

Service Contracts

Overview

eal status types v expiration ags v results
Q s All Al irati T: 167 I
Inventory

Service Contracts 4 Insights Analyzing your data

End of Life Coverage ® Contract Number Support Type Support Tier Start Date End Date Partner &
Status

BRULR—DJICRTENDHNEZEETDICR, T—TIRETAIAEIIVYILET, T—
TILBRENFRTENET,

2 Q @8

Assets Service Contracts Table Settings

Overview Table Density
Condensed
Q Search All status types v All expiration d... Tags v 167 results O

Inventor
B @ Compact

Service Contracts + Insights : Presidio Networked Solutions is the partner for half e 4 ¢ ed se , indicating a potential concentration risk for O Comfy

« 80.0% of Swss support type contracts are ved b e ar ; .
Spacious
End of Life O B

Coverage status © Contract ID Support type Support tier Start date End date
- —————————————————————————————————  Column Settings
) swss No support Feb 19, 2022 Feb 5, 2 Select or deselect to show or hide columns. Reorder

columns by dragging.
TSS No support Dec 24, 2021 Feb 23, 20

) Coverage status
No support May 2, 2022 Jul 11, 202
) Contract ID

No support May 31, 2023 Jul 1, 202 Support type
No support Nov 9, 2022 Oct 26, 20 Support tier
No support Jul 15, 2023 Feb 25, 20 Start date
End date

Partner

Basic Feb 7, 2024 Aug 20, 2C
No support Jun 29, 2023 Nov 17, 20
Basic Oct 18, 2023 Dec 30, 2C
Basic Aug 7, 2024 Apr 17, 20:
No support Nov 6, 2023 Aug 10, 20
Basic Apr 14,2024 Nov 3, 202
No support Sep 11, 2025 Nov 11, 20

No support Aug 19, 2024 Apr 30, 20

(]
()
(]
()
(]
]
(]
(]
(]
]
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D s

AARIARX



2. [Customize] 20U Y VL&Y,

Al
dico 1Q

ﬁ Assets

BS  Overview
%= Inventory
[E) service Contracts

© EndoflLife

i Key Asset Metrics o O

Ay 1R—RDOIRE

.HEICIHLUTA Y AIR—REZZEELET,
s BEE: VATV RNZENOLATIORNCRZYITZORROYZLET
c HIBg: 4Ty RNEHBRTRICIE., BIBRTAOA 20UV HOLET

s DEYRNBYZAR—REROLATINIVEY NTRICE, [T7FILNIVUE
YNZEIVYDOLET

4.[Save] Y)Y U LET, Dashboard SavedX ¥ E—I N RRENET,
AV AR—RLATIRNE, TRXTOEYZIVEFNAAICHBHWICERENET,

TJ7ANLNEDHARIAX

EENF Y AR—REI-—DHAZLT A I)LEREZREFTED O, BEICISUTHELLH
HADREICRICENTERT, INTOVAIIERER. I—YEM, THUVNEUTES



ICREFEE N, CiscolQICT I ERTBDETICN=VFFARXRENE—BLEITIVARVIV AN
BRENET,

7 1L 2D

NAZRLT 1N ZZEKTDICE. ROFIEZERITLET,

1.8Y 22 R—RIZBEBLET,
2. Fitersz 2 Uy L&,

U Q * 0 |

W Assets > Overview Filters

Overview Product family v Lastsignaldate v  Datasource ¥ | Assetlocation ¥ = Filters n
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milestone months mon... mon...
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22, Inventory

Service Contracts

End of Life

f" (emptv) 10 of the 13 assets hav vt Milestone as End Of Sale (40.0%). As these produc

Name Produ Produ Equip Serial Next Contr Cover
ctib ct... men... Nu... Mile... act... age...

Cloud a... Chassis End of ... , . 204107...
Wireless  Chassis 204107...
Wireless  Chassis 204107...
Routers Chassis 204107...

Routers Chassis , ... 204107...

AR RN
BEARNIOELI—OBRRETAIILRIYT

DARNELI—BZT74IINEZV T3, ROVFIEAIVARNDST4INE22BIRT S,
Fiters2 2 )y LT, EHAAEZE7AILEZDI)ARNDY S AT 3> %BIRLET, Search7 1
—)ILRIZ7EYNBZAADLT, TEY N ERETDEETEET,

%E:

c BHOAX—LREICL2TRE, —HOT7MIILEAFERRICEDZENFHVET,
s O-JLE#ERICBUT, EBBD TR EZERATERY,

AR N) G

InventoryR—= Mnsights/NRILICIE, AIZFERALEDMARTENET, CODM TR, HR—
NETEH, EHEM, NIILAMN—VICEREZBVLEEEOBENREENET, Full Analysisz ¥
v ogdE, 57, AV A1R—R, ISTHREDRBIT IV ERREN, ES5ICFEL
WEHZHERTEET, FHMllE. THEETED 1 - I)EETOT—RX0O0Hs Z25BL T EEW

o




ARYRNUDIIAR—K

ExportZ2 2 UY O LT, Z4NRIVTENAR NI ) ARNZE XIsSTE = IE.csvERX TREL
T, FHME, THEED 1 BETOBROTIVARAR—bs #5BLTLIEEL,

EEFHEORT

BEZVIYIUIDE, BEOFHMNIRTENET, 7Y NOFHE1I—ICE, ROXTHFR
RENFTT,

* Details : ®#m. 57 —2X. ID. B, Ril. ANLYOHEHREENDEEDFHFMERTRLK
EE



alnaln IC
cisco =

Assets

Overview
Inventory

Service Contracts

End of Life

EEDOFA

To—h:EF2)F7T 14T R/INAH1)XField Notice B E DBEERRT 5

< Inventory
LR M B
Cisco Catalyst Center Appliance (Gen 2) - 44 Core

Details Product Alerts Hardware Software

Product

Product ID
Product type
Product family

Last Date of Support

Identity

Serial number

IP address
Hostname
Software version
Role ®

Importance ©®
Tags
Sold by

Location

Install-at SAN JOSE,CA,USA

Signals ®

Last signal July 20, 2026 05:08:21
Last signal type

Telemetry

Telemetry status
Last data collection

Data connector

Warranty

‘Warranty type Standard Warranty

Warranty end date October 20, 2029

Coverage

Coverage status
Contract number
Support tier Signature

Coverage end date January 1, 1970
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Assets > Inventory Filters

Overview
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Assets 9
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Q search =
]l Service Contracts Ecuipmenttype
4 Insights : 3 date fields (e.g., Coverage End Date, Last Scan, Last Signal Date) show values entirely in the past, with the latest being . Clean ug
End of Life

hernet 4000 Serie:

Product Product Serial Suppo ® Next N Contract Coveragestatus  Security Advisories
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() Impacted by critical or high security advisories
CS-BRDP-A.. Optical Net... No support ~ — —

NOK-C9504... Fans . No support — e o
Milestone

CCS-HD-25... Modules — - —
Last Date of Support

UCS-SD16T... Servers - U... - — — —
Current milestone
Next milestone

Next milestone date

End of software maintenance

© 2026 Cisco Systems, Inc.
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Assessments
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& Assessments > Security Advisories

Overview
~ About the Assessments

Findings by Asset _ ! . Ll . o
gs by These assessments compare your assets against Cisco Security Advisories. Security Advisories flag product

security vulnerabilities that may need action to prevent incidents.

Security Advisories

Security Hardening Security Advisory Assessments

5 Configuration Q, search = Filters 98 results Saved Filters

Assessment Severity Affected Potentially Last
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& Security Advisories

- Cisco 10S and 10S XE Software Session Initiation Protocol Denial of
Service Vulnerability

= Findings by Asset

Security Advisories ~ About the Assessment

A vulnerability in the common Session Initiation Protocol (SIP) library of Cisco 10S and I0S XE Software could
Security Hardening allow an unauthenticated, remote attacker to trigger a reload of an affected device, resulting in a denial of
service (DoS) condition. The vulnerability is due to insufficient sanity checks on an internal data structure....

Configuration Show more

Severity CVE CVSS score

2}  Field Notices © High - — —

Version First published Last updated
11 Sep 25, 2019 Oct 4,2019

References

Security Advisory 7

Asset Results

Q, Search = Filters 12 results Saved Filters

Asset Result 2 Product ID IP Address Serial Number Support &
Tier

ISR44... A Potentially Affected Signature
ISR43... A\ Potentially Affected Signature
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A\ Potentially Affected Signature
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\ Assessments Security Advisories > Cisco Secure Boot Hardware Tampering Vulnerability

D 2% W 4 Y Result

Overview Assessment: Cisco Secure Boot Hardware Tampering Vulnerability

Findings by Asset

Result Details (A Potentially affected

Security Advisories Edidencs

v Matched on software type
Security Hardening v Matched on chassis product ID

v Matched on module product ID
Configuration
Additional Verification Needed
1) Software Releases are not checked for the automation of this Security Advisory. You must manually check your software release
against the information in the advisory. 2) Module/Chassis PID level Automation is not done for the following product families. Please
refer to the Security Advisory for the impacted PIDs and determine the Vulnerability of the device Cisco 4000 Series Integrated
Services Routers Cisco Catalyst 6800 Series Switches Cisco Network Convergence System 5500 Series Routers

Field Notices

~ About the Assessment

A vulnerability in the logic that handles access control to one of the hardware components in Cisco's
proprietary Secure Boot implementation could allow an authenticated, local attacker to write a modified
firmware image to the component. This vulnerability affects multiple Cisco products that support hardware...
Show more

Severity CVE CVSS score
@ High - oo oD 6.7

First published Last updated

May 13, 2019 Nov 20, 2019

References

Security Advisory (7

About the Asset View evaluated asset

Product ID Product type IP Address
-—n Switches - - -

Serial Number Software version Location
_— e A - SAN JOSE,CA,USA

Support tier

Signature
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}  Assessments Security Hardening Assessment

This assessment only applies to assets with Standard or Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
~ About the Assessment

Security Advisories This assessment evaluates your assets against Cisco OS Hardening Guides. It detects configuration
deviations across your infrastructure that may affect security posture, or risk exposure. Each security
hardening rule is evaluated across your covered assets, with findings prioritized by severity to help you...

Security Hardening AT

Za Configuration

Execution Outcome for Jul 20, 2026, 5:40 AM

Field Notices

~ Summary

Rule evaluations Assets included
179 146

Rule evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.

Q search = Filters 179 results Saved Filters

Rule Severity Assets Did Not Passed Inconclusi Not ® Soft &
Evaluated Pass ve Appli... war...
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Minimum Password Length Policy

Overview Evaluated on: Jul 20, 2026, 5:39 AM

Findings by Asset
~ About the Rule

Security Advisories Check 'Min. Password length' in show switch config, and warn if it is lower than 8. Proper security
configuration protects the wireless infrastructure from unauthorized access, data interception, and

compliance violations.
Security Hardening

Severity Software type Assets evaluated
Configuration © High Aire0S 31

{= Field Notices
Results Summary 31 assets

o 31 0 0

Passed @ Didn't pass © Inconclusive £\ Not applicable ©

Asset Results

Q Search = Filters 31 results Saved Filters v

Asset Result Product ID Serial Number IP Address Suppor ® (]
t Tier

Device._... © Didn't pass Signature

Device._... © Didn't pass Signature

Device_... © Didn't pass Signature

Device._... © Didn't pass Signature

Device_... © Didn't pass

Signature
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HER—=ICE, TVZARNIX ML RILVELEFELRIVICE > TEBRIFIRRENET,

i Assessments Security Hardening Assessment > Evaluation: Minimum Password Length Policy

wewe A W 4 UN Result © Didn't pass
Security Hardening: Minimum Password Length Policy | Evaluated on: Jul 20, 2026, 11:09 AM

Overview

Findings by Asset Result Asset and Rule Information

Security Advisories ~ Finding Details

Based on telemetry collected on Jul 20, 2026, 9:04 AM
% Security Hardening
* Minimum management password length should be 8 or higher: Global
= Configuration Evidence

¥ Co
‘= Field Notices )

1 Minimum password length does not meet security policy: Global

~ Recommendation

This is optional security best practice For more information:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/managing_user

3+
*‘ Suggested Commands Signature

config switchconfig strong-pwd min-length 8
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i Assessments Configuration Assessment

This assessment only applies to assets with Standard and Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
~ About the Assessment

Security Advisories This assessment evaluates your assets against recommended best practices based on Cisco's proven
expertise. It detects configuration deviations across your infrastructure that may affect availability, security,
or performance. Each best practice rule is evaluated across your covered assets, with findings prioritized b...

Security Hardening SR Ore

Configuration

Execution Outcome for Jul 20, 2026, 05:40 AM

Field Notices

Summary

Rule evaluations Assets included
729 146

Rule Evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.
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Assessments Rule Evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.

Q search = Filters 729 results Saved Filters
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Overview

Findings by Asset

Security Advisories NTP Peer Server Limits @ Low 99 0 Manage...

Software Timer Utilization Configuration @ Critical 2 Wireless

Security Hardening

Console Memory Reservation A Medium 6 Platform

= Configuration
SSH Server Logging A Medium Logging
=’ Field Notices

AP without Flex Group © High Wireless

IGP MD5 Authentication © High Routing
Minimum Password Length Policy © High Wireless
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d
1
2
0
0
0
0
0
0
0

[=] [=] [=] o (=] [=] [} [=]

Crash Info File Retention Limit @ Low Platform

IL—IL O
JARNELI—Z2T7 4RV T32ICEF. ROAVYITHIVVARD ST 1R ZERTZDH

. Fiters2Z Uy oL T, EATEBZTAIILEZOVARYSAT> IV Z2BRLET,
Search7 1 —JLRICIL—INBZAHNLT, M-I ZBREITDEETEEXT,

N EEOX—LABECEOTE., —HOT LA EERRCEDBENBY T,
O—JLEERICBUT. BEBTALREBRATEET,

IL—ILFHE OO R T

L—ILEDOFMZERTIBICE, EEOIN—INZTVYILET, IL—IOFHEFER—
PHFRREN, ROBHBARENKXT,



y Assessments ¢ Configuration Assessment

NTP Peer Server Limits

Overview Evaluated on: Jul 20, 2026, 5:40 AM

Findings by Asset
~ About the Rule

Security Advisories Checks whether the numbc?r of configured t|me4synchron|zat|'on peers and servers stays within a
recommended limit, and skips the check when time synchronization is not configured.

Security Hardening Severity Category Software type Assets evaluated
@ Low [VELELTITY 10S-XE 99
Configuration

« Field Notices
N Results Summary 99 assets

1 (] 98

Passed & Not applicable @

Asset Results

Q Search = Filters 99 results Saved Filters v/

Asset Result Product ID Serial IP Address Suppor ® &
Number t Tier

© Not applicable Signature

© Not applicable Signature

© Not applicable Signature

S

« About the Rule:Severity, Category, Software type, & & U'Assets evaluated’s & D)L
—)ICETRFMZRML, BEITDYV—ARFIXMNOBATRIGEI D
EERET,

 Results Summary : A7—2X AAH" "Passeds & "Did not passs & TInconclusives &
& T "Not applicables D7 Y NZERRTHET, 7Y NO2ENBHEREZR
HMLET

- BERR BRUEL-ILNOEEZZTIEEDVANEERAT —RAZRRLE
9o

N sECisco 10T, PEAXY NOREN TRENTEV, BAKC. BE (EExE,
FLANJORE, YE—RERTWEWOSEY ) #HHAL. F—XREORIE, 7
L7 v VOB, F—A0BHAEOFIBERET 2PBAH 45> AREHL
$9. BEOBRIIBI-. BERFIXY MOSKLFEULILERENET
EEEYI—)LE. L—LCHTAERONTIURREY R— N, EHOIL—
LAFIVICHT 5 FEME E S lE TEEC L E T,

BEEBROIVAR—bK

LW=ILOEERZRREIVAR—NTBICIE, Export2a 7Y I LET, Fllld. "EROL



DAR—bha BSRBLTLLEETL,
Tty NEROE1I—ORBREETAIINLEUT

JAREZI—&T74 )2V TTBICEK. ROVIFEIVARNDST 1)) 2 EEIRTSH
. Filters22 Uy oL T, FRAAEBETAIZODVARNDYS AT a2 BRLET,
Search7 1 —J)LRICTEY RBZAHILT, TEY NOERZRETDELEETEFT,

N EEOX—LBECE>TR. —HOT AR ERRC DR B ET.
O—LEHBIBUT. BB T AL AEBETEET,

BREFHEDEERFRORT

BERROFMZERTIDICE, BERRNISEEZVIYILET,

Tty NOBROFMR—TIZE, IVZA MLXY RLARILEREFLARILIZHE S TERD
RRENET,

Configuration Assessment > Evaluation: Memory Threshold and Reservation Se...

B B Result  © pidnotpass

Configuration: Memory Threshold and Reservation Settings
Evaluated on: May 19, 2026, 11:41 AM
Result Asset and Rule Info

Finding Details
Based on telemetry collected on May 19, 2026, 10:26 AM

« Critical memory reserve (memory reserve critical) is not configured.

Elj Field Notices

Recommendation

8 Feedback

Cisco recommends enabling memory thres ications (memory free low-watermark for processor
and/or 10) and configuring memory reserve ith an appropriate kilobyte value so critical management
processes re tain memor 'y during low-mel m

BREEL AL
- REE
« FHAORRE  FHMEPICKES N CBROREICET21FRE, SIROTZ2RHLEXT

o

- WRER BRICTAL, REO—BEMZBRRIDLEOOHAIVAZRHLET,
BRFHMIOEES L TIIL—ILEBORT

BESITII—IIBROFHERTIBDICE,. "EEHLPIIL-IIE®R 2720V v L
x5
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) Assessments Configuration Assessment > Evaluation: NTP Peer Server Limits ¥ Ask Al

- 1 -
i o o M Result (® Notappiicabie

Configuration: NTP Peer Server Limits
Findings by Asset Evaluated on: Jul 20, 2026, 11:10 AM

Result Asset and Rule Info

Security Advisories

About the Asset View evaluated asset
Security Hardening

Product ID Product type IP address Serial number Software version

Zo Configuration . - Routers - ——

Location Support tier

Field Notices SAN JOSE,CA,USA Signature

~ About the Rule

Checks whether the number of configured time synchronization peers and servers stays within a
recommended limit, and skips the check when time synchronization is not configured.

Severity Category Software type
© Low Management 10S-XE

BEEIL-ILDER
Asset and Rule InfoR—I A RREh, ROBBHF REhET,

« TEYKNIOWT : 7Y hOFMERID. BEZAT, IPPRLA, SUTILES
IYTRDITN=23, B, BLOYR-MNEBRE)ZRHLET,

c L=ILE2WT L= OFMEKRE, ATV, YVIRNIITRATBRE)ERL
£

124 MOXRTR

A ARNRANCE>TERE N, FTEAXAY N F—2E2BRIBUNITENEF—H—RIC
RETBDATIVDIVRNBEA Y IR—RELTHEEL, EROBRICHOE>TEERE
BOEBVEZBEALET, ChoNBERPHFILEREYTRILET, REFEORZVWAIVT
SARNTZOF Y URVICHEBENICHOTEE T, £, RANTZITA AR TI>7
SARNSUOF YN RITENATVIEHERBETSD LT, RFrzEfALFT,
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Assessments Configuration Assessment

This assessment only applies to assets with Standard and Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
About the Assessment

Security Advisories This assessment evaluates your assets against recommended best practices based on Cisco's proven
expertise. It detects configuration deviations across your infrastructure that may affect availability, security,
. . or performance. Each best practice rule is evaluated across your covered assets, with findings prioritized b...
Security Hardening

Show more
Configuration

Execution Outcome for Apr 24, 2026, 10:45 AM
Field Notices

Summary

Rule evaluations Assets included
160 327

& Feedback

o ~
<4 Insights ( signature View all

Based on data from your 312 Signature tier assets. ®

Issue Issue Issue

Critical wireless controllers show widespread Reversible password storage exposes Baseline logging, monitoring, and management
baseline security and configuration gaps administrative credentials to compromise

ZE
A2 A NOFMERTIDICE

1L AHARNNRILT, TIXTERRY 29UV I LET, InsightsR—T (T, IAN
DAY A RMHFRRENKT,

Assessments # Configuration Assessment

4 Insights

Cverview Insights are Al-generated. Based on data from your 312 Signature tier asse

Findings by Asset
Critical wireless controllers show widespread baseline security and configuration gaps | issue

Security Advisories A tighitly res g D tion g 5 ti i th & 5 vaseling configuration template or c tp
recommaended protections and operational setti JeCaus es appear togather consistantly, addressing them as a bundle will significantly reduce security
Security Hardening exposure while improving controller stability and wireless performanca.

= Primary affected assets: 25, all identi ritical-importance devices.
Configuration = 29 rules consistently fail together, including Security: Minimum management password length shoul..., Security: Controller with telnet enabled, this is...
Security: HTTP access tn management is enabled, it..., Security: SSH high encryption is not enabled, it i..., and Security: WLAN may be using management
Field Notices N zreat gement-plane exposure points.
g Version: Conlruller with nol recommended code ver. NTF Controller without time source, please

:
;
o

ng features are also repeatedly absent togethe ing CleanAir: CleanAir detection disabled. Itis highl..., RRM: ED-RRM is
not in use. It is recommended ..., Band Select: Band Select is not in use on any WLAN. ..., RF: Legacy rate in Global in use. Disabling ..., and Rogue Detection:
Minimum Regue Rsswotoﬂlon threshold s.
B these rules t appear together, remedia gho CUs 0 ablishing a hardened controller configuration baseline rather than fixing each
rule independantly.

Recommendation
rd policies, encrypted management proto

a recommended controller software version and tiksili ’ nfrastructune.
eliable time synchronization settings including reachable NTP s
Enatla recommended wireless monitoring and RF optimization features such as rogue detection manitoring, RRM capabidlities, and CleanAir where supported.
. R and correct netwerk segmentation and WLAN-to-management VLAN separation to pn yosure of management interface:

"% A by R=D

2.View detailsz2 2 U Y 032h, FEOH—REZIUYILET, XROBEHRESL A
HA NOEHAR—HARRENET,



Configuration A:

Critical wireless controllers show widespread baseline security and configuration

Assessments

Overview

re Al-gen ed. on data from 312
Findings by Asset

Details Source Findings

Security Advisories

{‘ Insight

Security Hardening

Configuration
ing controller stability and wireless performance.

Field Notices
' = Primary affected assets: 25, all identified as critical-importance devices.
« 28 rules consistently fail together, including Security: Minimum management password length shoul..., Security: Controller with telnet enabled, this is...,
Security: HTTP access to management is enabled, it..., Security: S5H high encryption is not enabled, it and Security: WLAN may be using management
olnts.
Version: Controller with not recommended code ver..., NTP: Controller without time souncs
. and High Awailability: High Availability is a recommended redun..., sing operational risk and

& and monitoring features are also repeatedly absent together, including CleanAir: CleanAir detection disabled. It is highl..., RRM: ED-RRM
s not in use. It is recommended ..., Band Select: Band Select Is not In use on any WLAN. ..., RF: Legacy rate in Global In use. Disablin d Rogue
Detection: Minimum Rogue RSSI detection threshold s..
» Because these rules ntly appear together, remediatio n establishing a hardened controller configuration baseline rather than fixi
rule independen

Recommendation

2. Upgrad t s 10 a recommended controller software version and validate com
3. Configure reliable time synchronization settings including reachable NTP servers and v
. Enable recommended wireless menitoring and RF optimization features such as rogue de here supported.
ect network segmentation and WLAN-to-management VLAN separation to

Affected Assets

25 results

Product ID Serial Number IP Address

PR ANk

* Insight : BROMRZIFNICOML THEShE, REODFEENFRVIELRET
BDNEZ—2EBRAKRTITDHN)—, BLROEBEANARARNTZI9T1AICHEET S,
AT ZARNTZOFYRAOBNI-BEHEZRRLET,

s WREE  BESIEREXF YV 2BETHLEONOEANAGFIEZRHLET,

- HBEZTDEE: "EE, £UYIVTERINTVEELSIC, REDEENBES
NEBEDTNAADVANERELET

3. Source FindingsZ 7Y O LET, V—ABRER—JICK., ERZ2EN T3 M5
ROBERIRRENET,



> @

Configuration Assessment > Insights
Critical wireless controllers show widespread baseline security and configuration
gaps

I sights are Al-generated. Based on data fro assets \ Signature support. @
:= Findings by Asset Insights are Al-generated. Based on data from 312 assets with Signature support. ©

Details Source Findings

Sacurity Advisories
g Security Hardeniny
[E3 Configuration

[E)  Field Notices

o 0o o o ©o o o0 0 0o O ¥

V—ADKER

T—7IE1-%T7 1RV ITTRIR. EXESITRHEROROYTHIVIARNDYS
71LREBRLET,

N gEEECEEBESIIEEL. BAUFA NORDCHLTETL 3T,

Field Notice

Field NoticeTl&, EF¥F 21U T4 ICBEELBVEALBERBEEZEIEL. TOFEODEKRE

CEEEICEDVTHEEZDPEIA LT, ERUAVEEEIIEBOEDEHE{LL TV
£ 9, Field Noticeld, HRANDFESICBEIZ2RANBTAELZREUL, HEE DTV T

L—RXE#EZELCTEMEZREL. EREEPESXABELNDESHERRLET,

chickY), HEoEEEN Bt h, VY—ADE) HTHREILEh, BESAETHL
THOARBOBREICHITDETHN REETNILET,



il 1Q Dev (Internal use only, no support available)

) Assessments

Overview

Findings by Asset

Security Advisories

Security Hardening

o Configuration

Field Notices

Field Notice

Field Notices

~ About the Assessments

These assessments compare your assets against Cisco Field Notices. Field Notices flag non-security
product issues that may need action to prevent incidents.

Field Notice Assessments

Q Search = Filters 47 results Saved Filters v

Assessment Severity - Affected Assets Potentially Affected &
Assets

FN74350 - Cisco Unified Border ... © Critical
FN74223 - Some Cisco NCS 540... @ Critical
FN74267 - Cisco NCS-55A2 and ... @ Critical

FN74353 - Cisco Network Conve... € High

Field NoticeE 1 —OBREE T A IINRU T

ROYFTHAIUI)ARDST74IEZEEIRLT, JANELI—%2T714)NRIVITEET,
Search7 1 —J)LRICT7EAX> NEZ ABDL T, Field Notice 7EAX> N EBRETD L

ETEET,

Field NoticeD 7 EAX > N D &R R

Field NoticeDFMIZ R TR T BICE. TEAX N ZTJUYILET. ROFHEDFMA &K

RENFTT,

s TEAXVRNIDOWT  TEAXY NOEBWNZENL THEZRHELEFT.

+ Field Notice 7 ZAX > I~ : iBIR&E h/f-Field NoticeD &2 Z (128 E (HEN B EH
TENEEEESEU)NDIJVANERRLETD,



& Assessments & Field Notices

FN74223 - Some Cisco NCS 540 Series Medium Density Routers May
Become Unresponsive After Upgrade to Cisco I0S XR Software

= Findings by Asset Release 7.11.1 or Later - Workaround Provided

Overview

Security Zduisories ~ About the assessment

Security Hardening Some medium density Cisco Network Convergence System (NCS) 540 Series Routers may not boot when
subjected to a field programmable device (FPD) upgrade during installation of Cisco I0S XR Software
— . . Release 7.11.1 or later.
Configuration
Severity Last updated Bugs

Field Notices © Critical Dec 11,2024 ————

References

Field Notice 7

Asset Results

Q Search = Filters 3 results Saved Filters

Asset Result Product ID Serial Product Product
Number Type Family

Device_70_1_... A Potentially affe( Routers Cisco Network... ( signature

Device_70_1_... A\ Potentially affe( Routers Cisco Network... Signature

Device_70_1_... A\ Potentially affe( Routers Cisco Network... Signature

Field Notice® 7 A X > MDD X
Field Notice DEERZBROE 1 —DREE T IR >Y
JDARNELI—ZT74I)NZ)TT2ICE,. ROVIFIEIDVIARNDST AR EEIRTZDH

. Filters22 Uy oL T, FRAAERBETAIZODVARNDYSF T a2 BRLET,
Search7 1 —J)LRICT7EY RBZABILT, TEY NOERZRETDELEETEFT,

N EEOX—LBECEITE. —HOT AR ERRCEDEEFBYET.
O—LEHRIBUT. BEBTALAEBETEET,

Field Notice DEERZRND TV AR— b

Field NoticeD 7 EAX Y NEEKRETIVAR—RTBICEFE, TVAR—K EOZUYIL
i?o Ei%ﬁ“j:\ T'%%E(DI77\/1‘°—|\J E%R‘ﬂbf(ﬁéb\o

Field Notice D & EF AL R D xR

BEOTEAXY MNERDFMERTTDICEF, BEETEAXYV NERDPSEEZIIY D
LET. 7TEY ROTEAXY MEROFHR—IARTENET,

RORATDRERERTTERT,

« Affected:Field NoticelC DWTEHBMICF IV IEShEINTOEEEZRTEL, ZYT
BDLEEBRTHDEEHOOEMDFERIAZMVLEELBEVEEEZRLET,



« Potentially Affected:Field Notice CEEBINICF T Y VENBDIXNTOEEZF LL TV
BN, RECHEBEZ RN ESH ZREIDLOICEMDOFHRIANVELEEE
R~LET,

Ml - EF1)T 181, 2T TR, ROTOVTRFRTRENET,

¢ RYRT—OFNAACHTBYATOEF 1UT A BILORANT T T 1 ZRA
TIH,

* Cisco IOS XEF/NA ADEF1 VT4 ZBILTRICRFRESThREIWVWTT A,

s L=BBRCARAMYFOEF1IVT A ZRILITDEEZFIEZIIET D,

s DAOATFNAACHRENDIR—AT A VRILRERZMTT A,

s EFAIVTFARBIUEDORARNTZ VT A ACERLTVREERZWVWS 2H V) ETH,

O—AJLE8:

FHYY NERER, ROULFVL L EEALTVACERCOY (> THRENS )
£9,
« 7 #)LN1—%H:admin

« Default Password:VAA > AR—)L7OCARICHEETND/NAT—R, FHICOVWT
&, TAR—KNT7Y7HA Ry #2SBLTLSETY

e F7AINKNTFTAHO NI 7TF A M:Default-Customer

AOJ4>9%&, F7#)IKNI1—Y Tadminy EF7 A2 M8 TDefault-Customery A'7R—
LR—DIZKRRENET,

O—ALEBEQOEFIVT 1 ORE

NAT—ROZEEEEFIVTABEORER. F—AR—DOIA—F7O77(4I) X2

— A BITAET,

OY 9770 RNRE

ROFTAIRNAY OTIRRER. EARICREAETT,
°EWUTTF-Z?—QZ:TWTDFGDWOTTh%%%ﬁﬁituﬁﬁtbi

« Maximum Login Attempts : 7HD > RAOY VENBETICERL TEARTESDHRK
SRTEMERELET (F7 AN 3. &BE: 0~ 10).

* Rolling Time Window : XU =BT ZEN T2 HEZEELET (TF7 2D 155
\ﬁ:O"‘GOﬁJ\)o



* Duration : ERZEITERICEL ERET ATV MOV IENETRRICBIHBER
ELERIT (FT72I)bL: 307, &F: 0 ~ 607 ),

N EA5HMICIE. ELVIRT—KOADERATVET, SEORFATNT
KBMUEZE, X1V T 12 REITDLEHICTHI M —EBEHIZ300EO
VOEhET, OV IOT7INBEHRRBEOT A TEEFRE A, KBL EETEHS
Z9EBRLH. "THIURIOYVENEL £, Please try again later.; A&
RENET, PHUNE30DRICEBHNICAOY V@BREh, TORITOY
AVFEREENAD—ROVEY NEREADENTEET,

EFIVTACHEITZEREETNORE

NAT—REENEBEE. WEOEBZEAL TERAAEREZTVWERT, 7HTU K
EEEGF. NAD—ROUtLY MERZBEMICIZLHIC, 5OOWEDEBICNTS
EEZREIILENBNET, ChEF1ERYDRETT,

MEOEBZRETDICE. XROFIEICKWVET,

1. HomeXR— A5, User Profile7 A0 )Y OLET, ROVIFIIIXZ
1—AHEXT,

Welcome, [

v Get Started

Applications

Unlock personalized, proactive, and predictive insights to enhance decision-making and improve operational efficiency.

Dark | System

t¥1UF1DEH

2. User securityTManageZ 7)Y 7 L& ¥, User SecurityR—I A RRENET

o
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User Security

Ch: Password Security Questions

Change Password
Choose a strong password that contains the following:

@ Atleast 15 characters

© Atleast 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
© Atleast 2 special characters

@ No repeating characters

Password

New password

Confirm password

TtFIUT 1 DER
3. Security Questions2 27 Uv VLT, 27 &2HEF T,

dses’ 1Q
User Security

Change Password Security Questions

1

No security questions configured

Set up security questions to help recover your account if you forget your password.

Configure security questions

Security Questions®X 7'

4. Configure security questionsZ 2 )Y J L&Y,
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User Security

Change Password Security Questions

Security Questions
Set up security questions to help recover your account if you forget your password. You must answer all questions.

Question 1*

Select a security question

Answer *

Question 2 *

Select a security question

Answer *

Question 3 *

Select a security question

Answer *

Question 4 *

Select a security question

Answer *

Question 5*

Select a security question

Answer *

WEOEBOER
5. ROAY IR IUARND S5 2OEF 1T 1 OERZZIRLET,
6. REMICHTHEZEANLET,
7.[Save] 20V Y O LET,
N EATRANTENYTRRAERERA, £EXE. TSMITH, &
Fsmithy AL ERBENET, ROBAR—ARFERENET, DFV)
. "TSmithy & "TSmithy BEILELSICHRHONET, BMEOALFZEZE

ATHBEXRT (7INR—LEZYVIR—LRBE ), BEFERIBVEIHE
BEAZEALTIKEEZY, REAOEBLEELEIIENMLEVEEZSCE



N mERERLT<EELD,

N MBECHUT. RCEKEESTEET, BXEEFTHE. MO
BEETRNTBERI SN LY, BETHEMEFTEL, 5o0EMT
RTEHLTEEREE AN T DLAENHY £,

AT — RO EE
FAHYY NEBEEO—H)LI—HiE, Cisco lQD/SAT— RESETEET,

TAHAOVROEFIUTAZRRIZDEEHIC, RONAT—RRUD—HAFERELE
EE
- BRIAOFIR : HILWNAD—RE, UHIO520/NAT—ROVWTFhEE -
LEBA. CORUS—R, A2 TY 7, NAT—RZRNESEE,. 8RO/
AD—RZ2ZETRIHEO7O0-ICEATNET,

c XEFONVI—>32  FBARICNAT—RZZEETZIHERE. BEO/NAD—
REDBLSEEBRXFHNFHLVWNAT—RTEBO>TVWIHREN B KT,

- BNEEER: T7FLTE, NAD—RZBEZETDRIIC24BEEHT
PRENFHVET, HOBRAIREENATVEES, TOREIrEBRTDETN
AD—RZEHMTERE A

- NAT—ROBHER : NAT—REF0OBZ EICEVHARNFINET. BWEH
RECHHTOTA2FTDE, JATLALTIEATREIICHLVWNNAD—R%Z
BRETIHLENHYVET (0CERETDE., NAT—ROBRMHRIEERIC Y
£9)o

BIRFA

NATD—RZEBIDIIE., ROFXUZE/RLEIBENFHVET,
- A=ALTAINOEBER LI -THS

CO—ALTHAIYRNEERLTWAE YT ILY A F 2 (SSO)E 1 1F 428525
Tl

- Cisco QIO 4> LTVWET
CREONARAD—RHFHDHA>TVS
NATD—ROEE
NAT—RZZEITRICE. ROFIEZETLET,
1. R—LR=DHS, A—Y7OA7T7ANTAA2ZIVYILET, ROVTH
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admin

v Get Started User Security Manage

Account
Default-Customer

Email address
A Home Welcome, i
EL Launchpad
Dashboards

Personal Applications

Reports Unlock personalized, proactive, and predictive insights to enhance decision-making and improve operational efficiency.

® 3

Assets Script Manager

@ Language
English

(@ Theme Light | Dark | System

Up-to-date visibility and comprehensive view of assets to O VELELTIET T
optimize utilization, reduce risk, and improve planning

Cisco 1Q 1.2.0 released

Cisco IQ is a standardized Kubernetes (K8s) cluster on customer premises, spanning one
or more standardized VMs, supporting both air-gapped and non-air-gapped environments,
leveraging common CX platform services, implementing unified governance and
operations procedures, utilizing defined app packaging and simplifying application
deployment and lifecycle management.

A—¥—tF1UT1OEE

2. User securityTManageZz 7)Y 7 U & ¥, User SecurityR—IARRENET

User Security

Change Password Security Questions

Change Password
Choose a strong password that contains the following:

@ Atleast 15 characters

© Atleast 2 uppercase characters
@ At least 2 lowercase characters
© Atleast 2 numeric characters
@ Atleast 2 special characters

© Norepeating characters

Password

New password

Confirm password

NAT—ROEE
BHREDONATD—REZADLET,
4. FHLWINAT—RZADLET,
5. EBDEH, HLWNAT—RZES—EADLET,
6.[Savel 20 )Y I LET,
INAD—RIE, Cisco IQ VMZ & T Cisco IQY AT ATEFHEIET,

NAT—RZEZhIZZFEOUEY b



NAT—REFE, EF1VFT10EBRORIE7OLAZFEALTUEY NTEET,
SNENAD—RZ2DEY NTBICE. XOFIEZETLET,
1.Cisco IQVAOOT A U R—=DIZEHLET,

2. Forgot Passwordz 7)Y O L& T,

Forgot your password?

Enter your username to begin the password recovery process.

Username

Enter your username

Continue Back to login

NAD—REZENL
3. 1—H¥EZANLZET,

4. [Continue] Z2 1) Y U L& T, Verify IdentityR— (Z (&, BABIICEREL #2500
BRENDSE5, SUALBIODOEBNIRRENTT,



Verify Identity

Answer the following security questions to verify your identity.

What city were you born in?

Enter your answer

What is your mother's maiden name?

Enter your answer

What was the name of your elementary school?

Enter your answer

Verify and continue Back to login

ID TR
5 RRENIEIDNERBMINTICNTZIEEZAHNLET,

6. Verify and continueZ 7 )Y VL& T, EEFEENELENMUABICRELERNEL
—HBIBEEEF. FLOLNAD—ROADZRHOSNET,



Set New Password
Choose a strong password that contains the following:

@ At least 15 characters

@ At least 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
@ At least 2 special characters

° No repeating characters

New password

Confirm password

Reset password Back to login

NAD—RoUtYy b

N E59MIE3E, ELWSRT—ROADERKZTUWET. EORFHFTAT
SBULEBES, EXF1 )T 1B REITDEHICTHI M —BEHIC309EO
VOoEnNET, OV IOT7ORNPEEFEOTAM > TEEFEA, XML ERTEESN
Z9ERLH. "THIURIOYVENEL £, Please try again later.; A&
RENET, PHIORNI0DRICEHNICOY V@R, TORITOY
AVFERNAD—ROUEY NE2ERADENTEEXT,

7.5 LOWINAD—RZAHDLET,
8. DD, NAT—REBAALET,

9. [Submit] U Y HLET,
O—AJ)LI1—%oE

THhoY hNEEEE, Ciscol Q7 ATV MIIA—HZEMTEXRT. MLLWI—H%
EBMNT3ICE. AOFIEZETLET,

1. System Settings > Local Identity & Access > UsersDJEICEE L £J, UsersR—



PHFRRENETT, BFEOIXNTOO-—NINI—HEZTODAT—FANRREH
xY,

Ao System Settings

Local Identity &
& Access

%% Connect tion Management ail LastLogIn
Activity & Logs use of July 16, 2026
&% Package Management Y om July 16, 2026

7,
- July 17,2026

N EEFITFrILTRTIFTAR— 3 I RERELAENTL &
s I— RAMRELRUEASTHEBER, X“1—FAIVEFEALTHLL
FHOFAR—2 32— REBERTHE. MAIOT 974 R—3 30— KA
BBV ET, TOFAR—2 3> — RG4ASBEENTT. I— ROAM
HERANBAR. FHYY NEBECHLVI—REYITARNLTLEE
W

« Addusersz22 )Y OLET, Add UserR—I N RRENET,

OVA 445, Asset 114, Al Infra 104, Assessments v1.0.54

Zo SystemSettings > & Users
Add User
= Localldentity &
R Access

[ Tosetup permissions via groups, set up your groups in User Groups.

Email address

Activation code

d—%nEmn

3. [Email Address] Z AL &E T,
4. FTOTAR—=2321—RZAHALET,

N R TIFAR—T VA REFTAINTERENET, BRENS
FOFAR—aYO—REI—HERELET (BRIILE ),



5. User access T, Selectusergroups ROAY 7RV UARNDSI—HYIIN—T%
BIRLET,

N I-PRERULEIL—THST O AEEMEALET,
6. Assign direct access T, Role ROAY 7RIV ARND SroleZBIRLET, XD
2200-)ZFERATEET,
- BA=T TTVT=23 0RRETIEA

c THAIOVRNERBE ED1-IIWITI7EAL, PATLEBETATUT
174 7ANAF—(DP)RADS AT LARECEELRT

7.[Savel 2V VY OLFET, HLLVI—FHEREn, 1—H1) A KNICPendingik
RTRRENET, REHE, I—F—IDNEEEILTTIOT147tE2ETL TV
TWCEZRRLETD,

8. VANTHULERULIEI1—YZ#®EL. StatusFllZPendinge RRE TS
CEZEBRLETD,

9.FULLERLEI—TOEICHZDZTOMOATS IV TAAVEIIYILET

TFOTAR—>32]—ROIOE—

10. RAY 7R DV DARND ST IOTAR—=232A—ROOE—ZBRLET. 7
TTAR=232—RAVVYTR=-RIZOE—EhET,

M. ZOO—REZSICI—HEHBLET (LExlE, REHABF Yy RILENL
T)o POTAR=23I—RIFMERY OFERTHY, BEREXTTITD D
CHETT,

N R ITF YR TRTIFAR— 3 T RERELANTL &
o A—RAMARELERFRTATCNEZERE. XZ21—TA42EFEALTHLLV
FOFAR—2 32— REBERTBE . MAOTIFAR—2 30— KA
ENEYET, FIOFAR— 30— RiZ4SBEENTT. I— ROAH
HRAINBAR. FHYY NEBECHLVI—REUITARNLTLEE
W,



12.00F7JORT3IZE,. HEEBICHSUserProfile 741> 0 ) Y OL T,
LogoutZiBIRL £ 9, Cisco QAT A4 U R—=JIZRYWE T,

FLWI-—HT7HIY NDOREF

WLWI—HTHIU R EBEITBICE, ROFIEZETLET,

1. A7 4 > R—2 T, Register a new user account ) > 9Z2 0 )Yy IOLET,

Register User Account

Username or email

Activation code

Register account

Back to login

© 2026 Cisco Systems, Inc.

wLLWI-Y—THI2 b

2. - OERBECEALEI—YEELEEFX—ILT RLAZADLET(HI
: useri@abc.com),

B.T7AVYNEBENRBIBZTIVTAR—32T—RZAALET,

4. Register accountz V1) Y U L EF, Set New PasswordV 1 > RN RRENE
EP



Set New Password
Choose a strong password that contains the following:

@ At least 15 characters

@ At least 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
@ At least 2 special characters

@ No repeating characters

New password

Confirm password

Reset password Back to login

WLWI—Y—THINNAT—R
5 iILWXAD—RZADLET,
6. TNAD—ROHERL CNAT—RZES—EAHNLET,

7. BOOOTA VK TRE, A—HFRB520EF1UT 1 EFZRETS LD
ICROSNET, ("TEFXFIVFAEEOERE 25 RK).

O—A): I—Y— JI—-T0EE

1—%— JI—T=zEATRE. THO NEBBEFEHOO—HIL 1—H—0
‘REEZ—EICEETEXS, O—-ILZ2&I1-HICEBICEYHETH ZRDYIC, TIL—
TERERL, O—I)LE—EOI—HE2ZOO—IICEIY YT, O—IFTEEXN—
YT RINFATEHTEER T, 1—HIJIN—TOEEIFETNXT, Local Identity &
AccessR—I N SEITLET,



N 1YL —TEER. BE. ELEHBRTEAOR, FHTY NEEE
ERTF. FN—TREFOO—HILI—FTRRENET, 1—FETIL—7
CENTAICR. I-YERRTILENHYET, A, TO—HLI—Y
QEM, EBBLTEE U,

A—HITIN—T0ERK
A—Y— TI—T%"ERTDICIE. ROFIEICHVWET,

1. System Settings . Local Identity & Access > User GroupsDJEIZEIRL £9,
User GroupsR—I A RRENE T,

&¢ System Settings > User Groups

Local Identity &

+

No user groups yet
Create a user group to get started

A—%—-JIL-7

2. Create User GroupZ 2 1J Y 7 UE ¥, Create user groupR—IHFRRENET

< User Groups
Create user group

Details Name

A—YTIN—T DER

B.RDEVIIVERTLET,
- A



- BE TN —TO-BEOBAZEANLET (B iU EREET ).

- Description (A 7'>3> ) : JIL—TOEELRE ( ZRAS0XFET, EI
FE+=@Q-\ NFEMFEHATEXT)

CA—YOEVET : JIIL—TICEMTRIAREOBRFOO—DIILI—TF%
BRELTERLE T, F: FERFEATVEVI-—HYZENTSICE.
A—YnERZIVIYILET,

 TOEAEDEIV)HT

- A=) : ZOTL=TDIXTOXN—IZEV)HTEATALAO—IL%E
BRLULET, XoO—-IILZFEATEEXT,

- Viewer : E21—I)LORTFET VLA (FARVUER)

- BBE . ED1-INICTIOEAL, SATLAREZEEBLET

4.[Save] 20 )Y OLET,

FLVWI—HTIIL=TH, BVETshO-LEXNBEeEEIII—HTI
—TOVANIRRENET,

A—HTI—T0iwE
A—Y— TIN—T%2HmETHICIE. ROFIEICHVET,

1. User Groups JARND S, EETDITINL—TZHRLET,
2. BB DT )L—7 DMore Options 7 4 12> EditZiBIR L £ 9, Edit user
groupR—I A RRENET,

ser Groups
Edit user group

1—Y5 I —T DiRE
3 MELREEEFVET,
4.[Savel BV Y I LET,



EHENLTN—THA-HTIL-TIVANIRRELET, HLLO-ILE
IL=TOIRTOXN—IZHLTEMCBEYET,

I—%J)I—7"0HIkk
d—Y%—- JI—T%HIBRTDICE. XROFIEICEWVWET,
1. User Groups JARD S, BIRTBITIL—TZHLE T,

2. I —7 DO (Z&H BMore Options7 A4 A& 1) Y 2 L T, Delete®i&iR
LET,

A Delete user group?

User group will be permanently removed from the platform.

Cancel Delete user group

I—H¥TJIL—T0HIkR
3. 7OV RARRENIES, HIBREREELE T,
User Groups' ) ARA ST IL—T N HIBRENE T,

N A-HIN—TEEBRTBE, TIN—TR—AOO—LE ETHT
RTOAVIASEBEhES, B2O1I—FTHI> NEBIBRE hEe
A

D7’ O/NM A —DEEE

VAICOJA>9dE, THOO N EBEBERSEIEBERELZTOENTESE
T, PHOORNEEEGFZ, O—HIEBEL-FIDPEKRZFERAL COJA > TE
x£9,

SSO®MOkta IDP SAMLERE

IDP SAML%Z:E T 5 - DEIREH

- Cisco IQANOO—NIIEBET VA

- IDPIR—ZNLADT IR



SSO®MIDP SAMLEZE

SSOH IZIDP Security Assertion Markup Language(SAML)ZE&E T B ICIE, XD
FIEZETLET,

1. IDPAR—Z I ICBEBLET,
F+2: Cisco QD 451

74—J)LR &

F7UTr—>ar% <F70Tr—>3ar#>

W% ESPESRAT 7V r—> 3>
T7Or—>a>meEIIN—7 IDPEXEDFIEE
F—LA—F— F—LOX—F—

RE EREE

r SR—F 42T %
RS =) FRATR—T 4T, BRRUE

ERS

RISAMLRE/NT A —2Z
=B aA>7«4FaL— 6l

>ar
MRITYT  woptirxa> .
(71474 mymanagementhost.mydomain.com
D) £ (FQDN)

SAML Assertion
> )IH A Customer https://mymanagementhost.mydomain.com
Z>URL Service(ACS)I > /saml/acs

RARA >~

== — N7 HK
ZHIDDFER ;%x MTEL A
7 7°1 —3,3
770Tr—> 1—Hx NA

> 1—H%
5 BHEAT— R XY NERELET.

N EDPEHOZER. BEOTONAA—EBEICL>TREYET
o BlEL T, CiscolDPEZFDEMEXRTHELET,

- BYIOIV RN
- BE 1—Y4E
- {&: user.login
- 2BBOI NV
- BB TTAIVEFX=I
- {&:user.email



C OIN—TBEAT—KIX B
- & Hl:groups
- 74 )L3%: REGEX
- fE:
6. 7714 —< 3> TSingle Logout(SLO)Z & EL £7,

#+4: SLONREME

74—)LR 18

Okta®izE. COIIAERSLOZEMICTRIZEICO
HMHETT, ldentity Providers®Download SP
CertificateZ AL T, BRALHAEFLZX V> O—RL

EEAHE :
£9. 77 1) %sp-public-key.ct& U TREFEL X T,
M. T JNOTTIOREE EZRUTLKE
=L\,

— H—EXA7ANA A —(SP) X2 F—Z(F. ADFS
SPXZF—X DPCOABETT (Oktalc BAESERA ) .
>2o)Nad7 o Nz N
EMCLETH YesE TN
I, i 7
JR{,?)LEW 7k https://mymanagementhost.mydomain.com/saml/logout

SPHEITE (XK1 —Y
—/I>T 147 4IDE M https://mymanagementhost.mydomain.com
[FACS URL )

8. Download7 A 1>%& 20 UY - LT, TIDP MetadataXML, 7714 I)L%X
'7>|:I_I<l/$a-o

90.7ONAF —DERICKUTT 7V Tr—>32> 27023 "0 7Kzl
ERLET,

Okta IDP®MIE N

Cisco IQTCIDPZEMT S ICIF :

1. System Settings T, System Configuration > Identity Providers @ JE (Z#1R
L &9, Identity ProvidersR—I HARRENET,

Identity Providers

No identity provider added yet
Add an identity provider to get started

Add identity provider




IDPR—ALR—=2

N —ECENTEBIDPEIDEETT.

2. Add Identity Providerz 2 ') ¥ 7 L &9, Add Identity Providerk— A" &k 7~
ThZET,

‘e 1Q Link

‘0 System Settings ¢ Identity Providers

Add Identity Provider

&' Connection Management

D Activity & Logs Identity provider name *

Enter identity provider name

@ System
Configuration Domains

Enter domain names

Organization IDP metadata *

Select or drag file to this area to upload

Only one file can be uploaded at 5 MB or less

(, Enable single log out (SLO)

Save Cancel

IDZ’ONA X —DIEM
3. D7ANA X —BZANLET,

4. AddZ V1) Y LT, Cisco IQTEREE N RX A& ZDomain(s)7 1 —
JIRICEMLULET,

5.IDP777U4—>3a> hAS8HEBLESAMLARAT—2T7 74 )L & #EBIDP X
RF—RTJA4—=)LRIZRZYIFTORROYTTDH, PY7TO—RLE
To COTT7AINICIE, SEASOFEMESPTI T AT 1 DFHMANEENT



WEd,

6. (#7232 ) Enable single logout R ILARR> &R A IZLET, SLOW
BTEMCITREETEET,

7.[Save] 20 VY OLET,
O—IILIYEYTDRE

1. JBIN&E 1 /zIDPA 5. More Options7 4 12/> Map RolesD JEIZZERL £ T
o Map user rolesR—I HFRRENET,



Map identity provider roles to system roles to assign permissions.

Map User Roles

IDP Role System Role

ig-demo-user General Account...

<+ Add identity provider role

d—%0O-—-lloxvyEeE>Y

2 BRUEDATLO-)LOIDPO—-/LZAALET, XD ATLO-)
AYR—RENTLET,




C —RTAIVNERE  —RT AV RNEEECR. HROIXTO
TO2a2eERTIDILNTIVEAFANHYKRT

C =RTATDNEL=T =R AT NEI-TICEEAKEY EH
TFORRENFHET

N IDPO—LEA—TVFFARNT A= RTT. EBOIDPTH
EENTVAY L —TEELFO—LEEERII—HLTVDBEH
HVET, OktaZ L—TDBIERICRLET.

.3
% okta o .
[ ] Admin Console
o
@ Dashboard Groups .
Doy 2 Al Rules
-

AO—IXYEYTDSR

3. Add identity provider rolez 21U v 2 LT, HEICAHRUTEMOO—IILZX
yEVILET,

4.[Save] 2V VY ILEY, RENAETIDE, OTAR=JC
SSO (IDP#EH ) TOAYA>I2EHDATIIVAHARRTENET,

o0)0WAa7 T I NDRE

SLOZBMICTZBEE. SLOURLZELARTF—R2 2T Y TO—RITZIHE
AHYET, COREEZTOCE., IDZ7ONAMET—DOHREZREL T, 22T
OJ7ORODBMELORNI N ZAIZCLET, SLONEREEZETTT2ICWE :

1. TATF T AT 4 7ANA X —DKR—LR—2 T, Download SP public
certificate2 V)Y JLET,



Identity Providers

SPRFRLEAE

2.

3.

4.

10.

11.

12.

A O—RUET 7 4 ) %Zsp-public-key.crt& UL THRELE T,
IDPR—ZILICBEBLE T,

SSOA®MIDP SAMLEEETHERE N EBRIAAET7 74N ETY7O—R
LEXY,

.SLOURLZAHALETHI : https://cig-xxx-xxx-37-160.cx-hub-

rtp.cisco.com/saml/logout),

.SPRITEZANLETH : cig-xxx-xxx-37-160.cx-hub-rtp.cisco.com),
. [Submit] 22 Y U LET,
DPXBF—R 7 T7AINEBEAIJO—RLET,

. Identity ProvidersR—< T, JENE hzIDP®More Options7 4 2>

EditZ#RL £,
Enable single log out (SLO)R T ILREZFICLET,
LKA D2O—RULEXZRTF—RT77A4IINETY7O0-RLET,

RODFTYIVANEZERL T, SSOB KRV SLOMREZHFEL XY,

BIEFTYIOVADN

- O—ALEBEOOTAICHBILEL L

- IDPR=ZJIOFELETOED =Y

- IDPA"Cisco IQIC "Successy AT—XRXATEMENS

 BEDOIVESTOERET AR

- SPXRTF—EARXTVO—REh, AAEIr MEELET

- SLOABMICBE>TVBRIHFE, SLONKRERFERBOBRAAETETLE

¥

- IVRY—IVROSSOESLON7O—ANERBICTAREIATLS



IDPEEDO NS TN a—F142Y

RDORIZ, IDPAT—RA, GIAEIS—, SSOOT A VEE, $RUSLOEMK
ICEIEITABEZRRICHEL THRIDLOICRIUOD—MBNEBEEEZIS
BIRARRERLET,

®R5: NZTNa—F42T

BELVEHLERAE y)i-—>3ar

IDPAT—RAA Tincomplete . o Lo~ ) A =
EEEEhD O—IIXYEITOREEZERTS
AERAET S — SEERE DR & B DR

ssoOv 4>k BEXYETJETI—7&) A TORSE

AEAENELKTYZO—REhH, SLO

N /Et » N |, : b \ L =
SLOAHEifGFES Y ICBEL &L URLASZEehTWA L ARIALET

SSOA MADFS IDP SAMLEXE

COETR, NAD—RR—ABRPRBF—A T FANZIF ¥ (PKNE 2
(FEEAER—ANFREEZ H7R— N 9 % Cisco IQDSAML IDP & L T Microsoft
Active Directory(AD)7 T 7L —> 3 H—EA(FS)ZERET D HFEIC DWW TEIHA
LET,

SSOAICADFS IDP SAMLZSRET 2 = D RIIREH

- ADFS 6.0+%Z # %
- Windows Server 2016 + ( 2019#38 )
C A—YTAI2 NEDADRE DRE
- ADFSH—/NEOSSL/TLSIEHE
- Cisco IQANDEBET V1A
- ADFSH—NNDOEET 7t A(Windows Server)
- ADFSH—/N—_E®PowerShell 7 7 A
- ADFS&Cisco IQED R Y kD — T #4
I B—TZARBIARB(CA) (A AR—ILERELFEETRE )
- RXAVEBEBERLERIVR—T A XEBEDOHER (PKIOKICHE)
- ADFSH—/\REDFHM ( TOXRIZER )
®/6: WAL/ O—OBE



HH E2L B

-ClQ- |
Cisco IQ FQDN ( A7~ <Your-CIQ-FQDN>%

23) dA—Y—BEKRANSE . dev35-23.CX-XXX-
XXX.CiSCO.com
. «— 1.1 https://<Your-ADFS-
J— —_ N7 N
ADFSH—/Y—URL ; FADFSY =T KL HOSTNAME>(https://ad-
fs.dev.local’x &)
SHORXAL BEFAXA—IRXAY <BEBEERORXA >
. . . . CN=Role - CXIQF & &
e Active Directory” )L —7 N _
ADT I —7 O kXA & (DN) OU:Groups, DC=dev,
DC=local
CA% (PKI) I>82—754XCA%EZ  <Your-CA%>

SFEAESESE AR — N(PKl)  ADFSKRETLSA— K 49443
<Your-SSL-CERT-

LB DR —/\—SSLEEHE
SSLALRAE D EN ADFS*—/N—SSL3ALH# THUMBPRINT>

N —AADFS SAMLMDEEE

ADFSZHRET B ICIE. XOFIEICHVWEXT,

1. System Settings T, System Configuration > Identity Providers ) JE (Z#1R
L &9, Identity ProvidersR—I HARRENET,

G e
Configuration

Ao O—RAT>3a>

2. Download SP public certificated & TFDownload SP metadataz 7)Y o L
T, 2hs07740#Z0>O0—RLET,

3. service-provider-metadata.xml”7 7 A )L & service-provider-certificate.crt7 7
A )IZJE—L, ADFSH—NC\BZENRFLET,

4. ADFSH—NIZOJA42LET,

5. ADFS Management X —1—#A'S, Relying Party Trustsz2 27U Y L&

o

6. IPBAAEEEA- 115, THEANREEEOBMES VY ILE
3-0 ¥ﬁl/b\'j’r-|j-_ H/J\‘F;ﬁéia-o



7. Claims Aware#7’>a>REA> &)Y O LET,
8. Startx 7)Y UL T, REZHEITLET,

9. AT V73N —HELTREFEENTVR 77 AI)IASHMERBITBICIE,
Import data about the relying party from afilez 21 Y 2 L&,

10. BrowseZ 7Y 2L T, Y—ERAT7ONAZ—DODXRTF—RT 74 )\ %8
IRU., 774ILOTF7Yy7O0—REETLET,

11.[Next) Z0 Y O LET,

12. R"B ( "CiscolQy BE ) ZADL, BEETHXEZEML T, NextZ
2UvIOLET,

13. Choose Access Control Policy’R—= T, Permit everyone ( &=k,
DEXF1IVTARETHEBRRIS—)EBIIUYILET,

14. %) DBEE CNext2 2 1)Y O LET,
15.CloseZ 2 UYL T, AIAENHAECEHEOREZETLET,

Yo ADFSH —/\— (2 & 8% & M Multi-Factor Authentication (MFA)Y7 X 7° R
—(Azure MFA, Time-Based One-Time Password(TOTP)A" 88 E& TV
%,

CORID =N, BRENLEMFAZONA A =B L TEMICE>TVSRIEES,
ADFSIFI1—%—ZFIALETH, RENICEERZAT—XA
urn:oasis:names:tc:SAML:2.0:status:RequestDenied THEHB L FF, SAMLIGEIC
TH—=2a U FEEATVWEWEY, 7754 KBL, "Missing Email
IZ7—hAHmEESNET,

BREMFAZER DINTOI—HZHAITINBEREATVS,

E3E % :PowerShell CXNDIN Y RZEEITLT, BEORD D —ZHRELET,

Get-AdfsRelyingPartyTrust -Name

”) .AccessControlPolicyName
To set “Permit everyone” (no MFA requirement), run the following command:
Set-AdfsRelyingPartyTrust -TargetName “

-AccessControlPolicyName “Permit everyone”
You can also create the trust through PowerShell:



-Add-AdfsRelyingPartyTrust °
=Name *

-Identifier “

-SamTEndpoint (New-AdfsSamlEndpoint -Binding POST -Protocol
SAMLAssertionConsumer -Uri *

H) N
-AccessControlPolicyName “Permit everyone” °
-IssuanceAuthorizationRules ’=> issue(Type =
“http://schemas.microsoft.com/authorization/claims/permit”, Value =
“true”);

ADFSERF A DMK

ADFSERII—ILZEBHRITBICE. ROV a3V ICRBE N TVWEFIEZEEIT
LERT,

BEZER
BEBFERICOVTR, ROXRZSRLTSEZL,

R7 : LEBFHER

AR BHY B
Email d1—4%—ID ADX—)L

Display Name J1—#—®07)l%—A ADKRTRR
ADFSIE., UPNZNLTOZA T~

UPN PKI/ZEFA &£525 SAEEADI—HICIYEILE
)

ZHilD SAMLB 72T K~ EF XA ST

(L= O—I)LR—ADOT 9t ADTIL—TXN—=29 7

( Groups ) ] A (memberOf)



JL—LIL—IIDOEA

1. EAENRAECHOBMZERL KT (LA, "CiscolQ-
Production, ) o

$relyingPartyName = “Your-RP-Name”

2. 1—HBEHETIL—T X N—2v 7 %ZCisco IQICEFTH VL —LIL—
IWEERELKRT,

$claimRules = @’

@RuleTemplate = “LdapClaims”

@RuleName = “Send Email and Name”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname’
=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/1¢
@RuleTemplate = “LdapClaims”

@RuleName = “Send UPN”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname’
=> issue(store = “Active Directory”,

types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn”),

query = “;userPrincipalName;{0}”, param = c.Value);

@RuleName = “Transform Email to NameID”

c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”]

=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier”,
Issuer = c.Issuer, OriginalIlssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.V:
Properties[“http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format”] = °
@RuleName = “Send Group Membership”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname’
=> issue(store = “Active Directory”,

types = (“http://schemas.xmlsoap.org/claims/Group”),

query = “;memberOf;{0}”, param = c.Value);

@

B.RDIANY RZERMTLT, ERI—-IINZERALET,

Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName
-IssuanceTransformRules $claimRules

BERAAKAKRAN TERIL—IAEBCEBHENEL Iz, 1 -ForegroundColor
Green

BEL BSADI—HTHIVNCRX-—ILBEBREZRETILEN BN XY,
COBEMARELTVWRIEE, SAMLTH—2 a2V I ICREFX—ILERY
BENABVLES, FBRIANEEEINKRT,

A—F—DOEFX—ITRLAZEFHITSICE. ROPowerShell AN > R & E1T
LEXrT,



Set-ADUser -Identity *

” -EmailAddress

A—HJIN—7 OmR

1.RAODOAXR >V REZEZEFGFLT, A—HFOTIN—TAN—2Y T 2BRBIT D&
SICI—YRBERELET,

$username = “username”

2A—YOTHI RN 2RERTBICE, ROONY RZETLET,

$searcher = [adsisearcher]“(samaccountname=$username)”
$user = $searcher.FindOne()

BRDIANY RZFHALT, A—YHFEIBIIN—TZRRLET,

$user.Properties.memberof

ekl

CN=Role - CXIQBiF#& , OU=Role Groups,DC=dev,DC=local
SPERIAETZFEEIT B O DADFSORE

1. ADFSH—/\T, SPIEFAE % TrustedPeople AR T4 R—KNLET,

Import-Certificate -FilePath “C:-provider-certificate.crt”
-CertStorelLocation “Cert:”



2 ROVWTFNHIOFT a2V ZBRLET,

N i SPIBER. ADFSHEENERF I —> &N L TRITE A
MEBCAIC & > TRFEhET,

- CORAENREOFI - O-/NILICEMIZTS

Set-AdfsRelyingPartyTrust °
-TargetIdentifier “

-SigningCertificateRevocationCheck None °
-EncryptionCertificateRevocationCheck None

- SPEIHAEN (ACEBEB TRAL ) CALK > TRITENDHER. RTA
CAFEAZEZ ) — PAEABARTICAVAR—BLET

Import-Certificate -FilePath “C:-ca.cer” -CertStorelLocation
“Cert:”

3. ADFSH—ERAZBEH L TEEZHEALET,
BR#Y—E Aadfssrv
PKI/FERR EFPRE DX E
cDEV>aI>TRR, NAD—REHICAEAHER—A (AY—BMA—RFELERY
7RDVITHHE ) ORMEZEMIZDHFEICODVTEHALEFT, NAT—ROAK
DR THOBRIBEF., COEIVIAVEAFYITTEET,

ADCS CAO—=I DA AR—=)L

ADEBAEY —E A(CS)ICAO—LEA Y AR—LF B, ROFIEERTLE
T

1LRODIARV RERITLT, IVE—TZAACAH RXAVICTTICHFET
PHESHZBIELET,

certutil -config - -ping



OXY RABHBISEZELIZEE., COEI23a>VORY)OHBTEERTESR
T REBITIERECNTVWET, OV RFCANFROASBEVWCZ L ZTRT
ek, FIR2ICEHET,

22 RDIOXRY RZERITLT, CAO—ILZAVARN=ILET,

install-WindowsFeature AD-Certificate -IncludeManagementTools

3.RNDIARY RZERITLT, CAO—ILZRELXY,

nstall-AdcsCertificationAuthority °
-CAType EnterpriseRootCA °
-CACommonName *“

-KeyLength 2048 °

-HashAlgorithmName SHA256 °

-CryptoProviderName “RSA#Microsoft Software Key Storage Provider” °
-ValidityPeriod Years °

-ValidityPeriodUnits 10 °

-Force

4. RDIXV RERITLT, A VAN ZBIELET,

certutil -ca

5 RNDAXY RERMTLT, Y—ERANTIVT 17 TEEAMRETHD L%
BELEY,

certutil -config - -ping

Client Authentication Enhanced Key Usage(EKU)Z A L TEEBAET > 7L — b
ZRETDICE, XROFIEERITLET,

1. certsrv.mscZzfE&, CA/—RZRBELET,
2. Certificate TemplatesZ £ 2 ') Y U L, ManageZi#EiRL £,

3. 1—Y¥FU7L—hEERLET,



N EEARI—HFUTL— NG, T SREFENETHELCY
SA7Y NBIEKUF 2 ENT VB EA I OAMETEHABNTT.
4 RDRT TREETVETS,

- General : B%1#EZ1F & LT, Name”7 1 —J)L RIZ TCIQ User
Authentication; EA DL ET,

- Request Handling: Purpose RO Y 7’A 7>/ 1) A N A 5 Signature and
encryptionZ iR L . Allow private key to be exportedF T ¥ YRy &
ALFIVIR—DVZANEKT

- Subject Name:Build from Active Directory InformationZ#iR L .
Subject7 1 =)L RESANT7 4 =)L ROMWHICEX—)LZADLET,

BE: Subject7 1 =)L RESANTZ 4 =)L RICEK, I—HO1—HT7V
T NNILAUPN)A, ADTHORNE—BIDEBEFX—INZADLT
BPHRENHVET, ADFSIE, Chsn71—)LRZFEAL T, FHA
EZADI—HICXYEVTILET,

- JLERBEBE: T U —2, 3 7R 1< —IZ TClient Authentication
(1.3.6.1.5.5.7.3.2)1 FEENTVB L ZHAELET,

- Security : RXA 2 1—HZEML, 1—HICReadd & TEnroll#EfR
ENHELET,

5 DAV REFALT, 7V7L—hENTUYZILET,

Add-CATemplate -Name “CIQUserAuthentication” -Force

1-—HEPEOER

1. 2=y~ I—¥—&LTOJA2LZFT,

2. ROIXV RZERTLT, ARAEZERLFT,

certreq -enroll -user “CIQUserAuthentication”

3B.RODOAXV RZRFTLT, AIABDA AN ZRELET,

Get-ChildItem Cert:| Where-Object {
$_.EnhancedKeyUsagelList.ObjectId -contains “1.3.6.1.5.5.7.3.2”} | Format-Table Subject,



WindowsA S O 1—HIHEND TV AR—NETITA T MDA > A ~—)L(Mac)

WindowsA* SMaclc I—HFIBEZ TV AR—RNTBIZE, ROFIEEZETLE
9,

1. RNDIAN RZEZETL T, Windowsh SEEBAEZPFX7 74 I)ELTIY
AR—RNLET,

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “

"}

$password = ConvertTo-SecureString -String “

” -Force -AsPlainText
Export-PfxCertificate -Cert $cert -FilePath “C:-cert.pfx” -Password $password

2. user-cert.pfx 7 7 4 )L &EMacT /N1 AICEREL £ 9,

3.RMDIRY RZERITLT,

o

REAEZMactF—F I —VICAVR—BNLET

security import user-cert.pfx -k ~/Library/Keychains/login.keychain-db -P *

N FREEE A UA—NLER, BBENBEHICETSIFEBUTH
SHEBSENHYET,

4. ROOAN RZZEFTLT, MacEOCAZEELET,

sudo security add-trusted-cert -d -r trustRoot \
-k /Library/Keychains/System.keychain ca-certificate.cer



ADFSFERAERRRIT Y RRA > MDA

ADFSFIRAERRII T RRA M EBMICTRICIE, XOFIEEZERITLET,
1. OO REEITLT, REZADFSIIHAEZET Y RRSA U NEFMICL
x99,

EEnable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificate
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificatetransport
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificate
EnabTle-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificatetransport

22 RDINY RZERITLT, IXNTOIY RRANFBEHICBE>TWEC
EZHELERT,

Get-AdfsEndpoint | Where-Object { $_.AddressPath -Tlike “*cert*” } | Format-Table Addres

774XV ELTOIRERLEO B

T7Z7ARVELTAASRAZENICITSZICRE. ROONY REZRFTLET,
1LROONY RZFEALT, A VRIRYRMBROCIVARNTIRYRNTI®
ADTZARVBEA7ONA T —ZRELE T,

Set-AdfsGlobalAuthenticationPolicy °
-PrimaryIntranetAuthenticationProvider @(“CertificateAuthentication”, “WindowsAuthentic
-PrimaryExtranetAuthenticationProvider @(“CertificateAuthentication”, “FormsAuthenticat

2. 80N REFEAL T, mMADY A NI CertificateAuthentication &
FormsAuthentication 8 E N TWA L 2HFELET,

(Get-AdfsGlobalAuthenticationPolicy).PrimaryIntranetAuthenticationProvider
(Get-AdfsGlobalAuthenticationPolicy).PrimaryExtranetAuthenticationProvider

JRNDIAXRV RZEFMAL T, REDTLSVZA T M R—NREZBILE
ER

Get-AdfsProperties | Select-Object HostName, HttpsPort, T1sClientPort

4. TIsClientPortA"49443Ec N TVWHE VTSI, XOIOX > REFEHAL THR—
RE2EH L. ADFSH—EA%2BRELET,



Set-AdfsProperties -TlsClientPort 49443
Restart-Service adfssrv

SChannel/TLSOEIE (PKICR L TEE )

ROET3A2OFIEE, EAERAOEFEZL TS

CERT_E_UNTRUSTEDROOT(0x800B0109) T > —ZfRL £ 7,

R—RN49443TOSSLALAEDNA > T4 2T

R— N49443TSSLALBAEZ/NA > RFTB Ik, XROFEZ

9=/

EITLET,

1.ROONY REFAL T, R—BN494430ERFOSSLAEAEN AV RZE T

NTHIBRL £95

>netsh http delete sslcert
hostnameport=

149443

22 ROOXRV REGALT, 947 NEAEXRTIS I —

LEFLWNLFT1 2T Z2ERLET,

netsh http add sslcert hostnameport=

149443 °
certhash=

appid=“{5d89a20c-beab-4389-9447-324788eb9%44a}” °
certstorename=MY °

clientcertnegotiation=enable °
verifyclientcertrevocation=disable

avEEMIC

3.JROOAR > REFEALT, 94T NEREXROS I - 3a oM EMIC



BOTWAHIEZBRLET,

http show sslcert
hostnameport=

149443

APEARNTOOV—2TVT (EE)
ABAEARNTZIV—2TY 733, ROFIRZERITLET,
BEL HCERAASTRABVIASNGHENLILI-—NARNTICFET
%35HE. WindowsF ¥ RILEIXTODIZA 7> MNEHEZEEBELEY,
hix, PKIEEOERZREARETT,

1LROONY RZEFTLT, GEEAEL-NANTAROBACERIAAET
FEWEAEZRHELRT,

$bad = Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }
$bad | ForEach-Object { Write-Host “PROBLEM: $($_.Subject) | Issuer: $($_.Issuer)” -For

22 RDIXRV RZRFTLT, ChSDIAAZEZHRECAARNTICBELET,

$bad | Move-Item -Destination Cert:\IntermediateCA
Write-Host “Moved $($bad.Count) cert(s) from Root to Intermediate CA store” -Foregrounc

B.RNDIANY RZER{ITLT, FEHCERAABHIEEEALIL—NARTIC
BoTVWBEWl e Z2HBRLET,

Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }

SChannelL 2 A b UEIE(CRITICAL)

BY) A ERM AR T DELSICSChannel L ARNY ZERETAICEK. XD
AR REEITLET,

1LROONY RZ2FEALT, LYANINAZEHZERLETT,

$regPath = “HKLM:”



220NV REFALT, TORICERENATWALZANUEREZEHR
LEXY,

Set-ItemProperty -Path $regPath -Name “ClientAuthTrustMode” -Value 2 -Type DWord
Set-ItemProperty -Path $regPath -Name “SendTrustedIssuerList” -Value 0 -Type DWord

#£&8:SChannelL ANV ERE

REE & B#
74T > NEEREE 5 LM CAGHEZEBMICL T, BBEDRKRIL/NAZE
TR ELET,

SendTrustedlssuerList 0 TLSA\Y R TAVRICH-—N—HFEL2BZEFEEETh
ERTEVANEZEGELBEVRSICLET,

CAFEHEA N7 DR

CARLAEA N7 2HEITBICE. ROFIEZERTLET,

N - VIRBERGIACATRBNEL<RBENB LS LT BHICE
. T DOCARERAE /' SystemCertificatesstore N ICH D B BN H 'V E T,

1.ROONY RZFEAL T, CARIAZOHHMNZERL T,

$caThumbprint =

2.0 IN> RzEEHAL T, CAREBEAN 9 TlZLocalMachinestore*|ICFE T
BEEBERELETD,

$exists = Test-Path “HKLM:\caThumbprint”

SEEAEN R O2A S5 VBE . LocalMachine ANTZIZA > R—KNLET,

if (-not $exists) {
Import-Certificate -FilePath “C:\YOUR-CA-CERT>.cer” °
-CertStorelLocation “Cert:”



ADFSH—/XOD T —K (#%%E)

RDIANY RZFEAL T, ADFSHY—NZBREBLET,

Restart-Computer -Force

N 5 ClientAuthTrustMode LS A KU DZE . H—/NOBEBEI-OIE
MV ET,

ADFSX R F—Z DI U AR—h

ADFSX & F—A&%. PowerShell£/lEWeb7 SO —&2FALTA D> O—R
TEEXT,

PowerShell

PowerShell’Z AL TADFSX X F—RZ TV AR—RNTBIZIE, XOFIEIZHE
W&,

1. ADFSH—/\TPowerShellZzf& £ 9,

22 RDARVREZRITLT, XBTF—RT7AINEZTVO—-RLET,

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Meta
Invoke-WebRequest -Uri $metadatalUrl.AbsoluteUri -OutFile “C:-metadata.xml”
Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green

OXR > ROEFTE. XRXTF—R2T 7 A4 )IEC:-metadataxmlicZREENET

Web 75 0H

Web7 ZUHZFEAL TADFSXRXF—REZTVAR—KNTBICEF, XD
FIECHVET,

1. https://<your-adfs-server>/FederationMetadata/2007-
06/FederationMetadata.xmlCBE L., <your-adfs-server>, %&
ADFSH—NDKRARNBIZEEH|AET,



22707 MFRRENES, XEATF—EXML7 74 )21 E1—2
CREFELETS

Cisco IQTMERE
Cisco IQT2RETDICIE. XOFIEICHWET,
1. adfs-metadataxmlzZ D —J ATF—2 3V ICEIELE T,

2. Cisco IQT, System Settings > System Configuration > Identity
ProvidersDJEICBEIL £,

3. ADFSX&F—&77A)2F7vy7O—RLT, IDPEIAE, I 7
174D, BLVPSSOURLZHBMWIZHEL FT,

4 BEERELET,
N EADFSH R—Y Y BEIREOEBO— LA —/N—E 2T 58S

. BRI ZEREITTBICE, XRF—RTF7AIINEBIVAR—KLT
Cisco IQICT7Y 7O—RIBIHBEHNFHV)ET,

ADFS IDPMIE N

1. Identity Providers’R—=> T, Add identity providerzZ 7)Y L&Y,
2.D7ONA R —BZAHNLET,
3. Domain(s)%Z& A1 L & 9 (company.com’& &),

4. (A7 a2 ) XEIZIEU T, Enable single logouth 7 LR R > % 7
ICUED,

5IDP7 7V —23a> hSsWMBULESAMLARFT—RT7 74 %
Upload IDP Metadata7 1 =)L RICRZ Y I F RROY T2 H,
7Y 7O—RLULET,

6.[Save] 20 UYOLET,

Nor O-LovYEYUNETIRET. AF—RAR T
Incomplete; EXRTRENETT, chBFEEBHETT,

O—JIYYEYTDHRE
RERYEIOHREICEDRIIC, XYV TICEATZII—7%2ADH

SREBETEDEEZEALTILKEZV, ADAMSTIN—T2RETDICIE.
R DOPowerShell X > REZETLET,



$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesToLoad.Add(“distinguishedName”) | Out-Null
$searcher.PropertiesToLoad.Add(“cn”) | Out-Null

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }

> AT Al Lightweight Directory Access Protocol(LDAP)% 7 L TADIC E 2
DI)—%ETT2LEH, BMOED1—-I)LEZXEHYEBA, TIL—7
BEE, TE2BHEABONFERXTRENET, RICHZRLET,

CN=Role - CXIQ Developers, OU=Groups, DC=dev, DC=example,
DC=com CN=Role - CXIQ Viewer, OU=Groups, DC=dev,
DC=example, DC=com

BEBTIN—=THIVARENTVEVERIF, ADFSREIOYYE> T %
FTTITREIC, THOYNEEBENFADTIIIN—TZERTIHBENHY &
EE

RENYEDITZBRTDICE., ROFIEICHVET,

@ System
Configuration

O—-)xvEe>Y

1. JBINE h/izIDPA S, More Options7 A4 11> Map Roles® JEIZi#E1R
LE9., Map user rolesR—I A RRENET,



Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...

General Account... &

Select option

Select option

Select option

-+ Add identity provider role

O—-)xvE>Y

2 BRUEDATLO-LOIDPO—/LZADILET, RO AT LALO
—IAYR—RENTLRT,

=BT HIOUNEBRE BT HVRNEBEIZG. HREOT
XNTCOFO2AVERTIDINT IOEARENHYET,
IDPO— )L ( 4% ) ECXIQ Admins T,

=T HAORNELI=T —RT AWV RMEI-TICRE, ik
MYBERT O EAENHV)ET, IDPO—/L ( BEHFE ) ECXIQ
Developers# & U*CXIQ Viewer T ¥,



o TLADNTR L, BImEADEB ( CXIQ Developers’s
E)EEALTEE L,

3.[Savel 2V Y OLET, AT—XANSuccesslcEMMENET,
FyYRILIOZAT > NEAETA D

D5AT > NIBAEZZ T AND K SIZSChannel " EELLKBRE TV
CEEWRTBICIE. HFILWPowerShell D1 > ROERE, XOOIX R
®ETLET,

curl.exe -insecure °
-cert “CurrentUser\YOUR-USER-CERT-THUMBPRINT>" °
-v “https://

149443 /adfs/1s/”

EEGHDEIHTTPISE (VA AL U MPADFSR—2DE ) TY, TLS/\
VRITIAVITHRELESES, BRIEXBLTVLET,

PKIZO—OI RY—TI2 RTSIHFAKN

PKIZO—OIY RY =TIV RTSOHFTFANZRBITDEIIC, 1—H3E
BEHNMacOSF—FI—VICA VAR =ILENTVWB L EZRRELET
(TOSAT RIS > (MacOSIND I —HIIBAEDA > R—b, 25 R
Yo TARNE®E:

1. 77VT7r—23>OSAMLOY 14 2 URLICBEIL &9, ADFSIFAERA
EENATD—ROATZ a2V ZRHLET,

2. Certificate AuthenticationZiZIRL £, 7S IHIZABAENDAL%E
RHB2Z7OVTRHFRRENET,

3.AIAEET Y 7O—RLET, ADFSIEI1—HEFEEL . SAMLISE
TERZUAALIRL, HILLWEYZIADZERIULET,

NAD—R7O0—-ICETZIVRY-—IROTZIHFAN

NAD—R7O-OIVRY—IVRTISVHFTANERKBRTBHEIC. R
DFIEZRITLET,



1. 7707—=232OSAMLAY A URLICBE L X T, ADFSIIEHA
EENAD—ROATI a2 ZRHBLET,

2. Password/Forms AuthenticationZ#iRL £ 7,
3. 1—HYEZADLZET,

4. NATD—RZAHDLZET,

5 ERBICOVAVTERNESHZBRALET,

N HEOTO-—FRBCBETIHAENBY =T,

ADFSEEEED RS TIN>a—F 1429

ADFSOIREE, FIBAENIZ—, SSOOT A DR, S RVSLODER
CEETIRBBZAEICHREL THRRIZLOICKRIUD, —HRNEREEL
EZASNDBREOBEZRICRLET,

F9ADFSO &

BEAVEDEAR FEAR/ER BA RER/FTvY O/EBEKEE
1E
- BRIL=ILHFROH
\)EBA: ADFSER
L= DEXDFIE
EBERITLTLKES
L
04 ® TFailed to ADFSEIFAERENREZ
decrypt assertion J HWERLET
- EMARACS URL : ¥
# : https://your-
fqdn/saml/acs
- CookiedF—# : IE
LOWRXA>DTZ
*JH'Cookie & FEEE
TLEEW

TIN—=7FHtehT OJ1>&CO-LHY
WEEA 40

B KRBLUERL L

FRLRIziEOT A

074> L—7 il

RSN —F4200EHOBHIT R

ADFSIRE L Cisco IQOHEEBEEICKRIITHEDICEK., XOBMION R%E
FRALET, ChSsOOAN RIF, XEXF—2OT7 0 EUFT 1, FEHA
ENER. BRUCIVRRAIVNOBREERIAETDINDICHKRIEET,

- ADFSXRF—Z DT Ut AWM OMHETADFS7 T 7L —>32 X
BTF—ZNEEART, ENTET IV EATARETHD L ZHBLE


https://your-fqdn/saml/acs
https://your-fqdn/saml/acs

T, chiF, BRYIDGEEZRIUIDLEONDEELZFIETT

curl -k https://

/FederationMetadata/2007-06/FederationMetadata.xml

ES{LREEAE O#REL : IEL WIS S{LAIBAE A Cisco IQRIFAE R A EE
BICEERNFSNTVA L ZHEFELET,

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Production” |
Select-Object EncryptionCertificate | Format-List

- SAMLI> RRA > REREDTEFE:Cisco IQ Trust®SAMLI > RR A
VRAELLKRBREESATVD L, BRUORIMERETH—> 3N
FHETNBURLICIL—TFT 120N TVWBEZBIELET

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Production” |
SeTect-Object SamlEndpoints

SSOH M Microsoft Entry ID SAMLERE

<DtV 32Tk, Microsoft Entra ID(Entra ID)% Cisco IQ®M SAML
IDPELTREL., NAD—RR—ADFFILEPKIE 12 FELABNR—ADFR
AE(CBA)Y DM S ZHR—KNTBDHFEICODVTHALET,

SSONI NJID SAMLZRRET B - ORISR

- IDTFRNOAD (H: Tcigtestdev.onmicrosoft.com, )

- Cisco lQANDJO—NILEBEFLRT 7V r—>3a>E8E0-)
DT IEA

- EntralD ( 277 R ) &Cisco IQE D #E#x

c IR =T FZAXCANA 2V ARN=ILEhTWVWB A, BETETHD
(PKID K ICHE )

S AYR—%Y NP SEETAAIHELSY A NCRLBAERS Y b
( PKIZ 1D A )

#:10:Enter IDY—/NDERE



HE Bz £l

=+ KD ID77F > MDD A 37352d8f-0ebe-4762-8161-
il 8775ffe897cb

Cisco IQ

FQDN ( #7°>3 BERANA <YOUR-CIQ-FQDN>

7))

IDPT>7T 1474 IDR{TEDURLZ https://sts.windows.net/<7F+ > ~
ID AR ID>/

SAMLAY 4 > T https://login.microsoftonline.com/<7

IDPSSOOURL - ok rv k' 43 RID>/sami2
1I-—HOBEA—

A " ~ N = " ~

SHDORAXA LRAA <BEBEDORXA>>

IVKNUIDSAMLZ 77UT—2 3> ORE
IV2—TFAXTTVT—2 3> O

1. Microsoft EntraBEBt X —Ilc Y414 LET,

2. ldentity > Applications > Enterprise applications® JEIC#E L £ 7,

3. New application > Create your own application®JEICZ )Y L& T

o

4. BlZANLET ( "CiscolQa &),

5. Integrate any other application you don't find in the gallery (non-
gallery)ZEIRL £,

6. [Create] 27 Y U LET,
SAMLY TN HY A A2 OEE

SAMLY VI NWNH A A ZRETDICIEF, SPXET— ’5!77’4’ NzT
T7O—RIBBENFHVET, chid, VAXSKOFIEZR 'CHR'E'}
XY,

1. System Settings T. System Configuration > Identity Providers® JE(Z
BIRL £, Identity ProvidersR—I A RRENE T,

Identity Providers



https://entra.microsoft.com
https://entra.microsoft.com
https://entra.microsoft.com

AOVO—RFAT>3>

2. Download SP metadataz 27U Y 2 LTA D> O—RLET, COA
'7/l:| RENESPAZRTF—RT7AIIE., SAML> TN S A7
DEREETZTTITAEHICTY7O—REINET,

3. Upload Metadata file?/RZ>Z 0 1) Y VLT, SPXRATF—RT74)
Z7Y7O—RULET, PYTO—RFEIWTDE, SPXEF—X
T7AINDOTF—ZNSAMIR—ADS T A A EHEICBEEA
AENET,

CNSDEMZFEITALOLT, V0TI AV AV DREZERT D C
EETEEXRT, SAMLY VTN HA VAV ZFETRETDICE. ROF
JEZETLET,

4. TR —TSAARTTVr—23>7T, I HA A ICBEL
. SAMLZEBIRLET,

5. Basic SAML Configurationt9> 3> T, Editz2U)Yy oL, RO K
SIEAHNLET,

- WAlF (I>T 47T 4ID) :<YOUR-CIQ-FQDN>

- JSZURL(ACS URL):https://<YOUR-CIQ-FQDN>/saml/acs
- B4 27> URL:https://<YOUR-CIQ-FQDN>/saml/login

- @49 7 NURL:https://<YOUR-CIQ-FQDN>/saml/logout

6.[Savel 20 )Y O LET,

N TY5 45 4IDE. Cisco QFSPIYF 45 4IDELTEE
Ad5IDEERIC—BLTOVANREN BT, ChEES.
EEOFQDNT T .

7. SAMLEME FOCERZZETSICE, BEBKLTEREIS 32T
wmEZzVJYILET,

8. RDERZBHAL T,
&1 BEBZSAMLER

ER V—ARH% ZEz=EE
—E0n1— .

VB F ise:grincipalname (772Lh)
(NamelD)

EFX—)

7KL Z d—4%—, X—JL http://schemas.xmlsoap.org/ws/2005/05/identity/cl



BRIZEE
http://schemas.xmlsoap.org/ws/2005/05/identity/cl
http://schemas.xmlsoap.org/ws/2005/05/identity/cl

http://schemas.xmlsoap.org/ws/2005/05/identity/cl

aK V—AEM

| 19—

givenname .
.givenname

H l_ﬁ‘o H
14—

name ..
.userprincipalname

[7‘)11—70 j._-'j-_o 919

( groups ) ] H—

~ JE:groupsERDIFE -

ORKERDI— (EMPTY - BHZEMEIUTLET)

- Y —A &L Tuser.groups Tld % < user.assignedrolesZ AL £7,

- Namespace7 1 — )L REZETHBIMBENHVNET, ChIZKY),
SAML7 % —=> 3 > OB MR A" T2 & Uniform Resource
Identifier(URN TR EBZBTIL—TICHYVET

- BREANEETDEH, usergroupsiCcEE TR I)I—TEREEBML

BTVWTLEZE W

T7Ur—23>0-)o®%

T7Vr—=>aO—-L&k, F7VTr—>3a>8&(IVE2—TZ4X7

Z7VTr—>3>TREV) T

RELEY, 77UTr—>3a>0O0- )L E2RE

TBRICK, ROFIEZRITLET,

1. Identity > Applications > App registrations D JEICEEL £ 3,

2. 77V Tr—232#RRLTEBRLET,

3. App roles > Create app role D JEIZZEIRL £9,

4. BERO-IINZEKL, ROEEZRELE T,

- ]RRA : Bl : Cisco IQ Admins

CHAEhBAYN—OEE 1T~/ IN—T

- {& : # : Cisco IQ Admins

- 5RER : f] : Cisco IQ Administrators

5.[APPLY] Z0VJYJLZET,

N sEcisco QO— LR YEV I EHC - BT BO—LERRLET
( 1 : CXIQ Admins, CXIQ Developers, =7 (:CXIQ Viewer ) o



ROEBRICZKY, TIL—TEBROKRDYICT 7V r—a>0- LA €A
TNERT,

- OZVRERTFUNE, PIREREP2Z A ABLTRERIIIL—T
RINBEEXETEREA

- sAMAccountNameld, 7L S AADASEBEhiE=TIL—FICR
LTHOHMREL FT

- IIL—=7IDY—RE&, XvEINRE I Z/)N—HIL—EBRF
(UUID)ERELET

- 7 —<3>0O—)Lk., Cisco lQO— )L OHAFIC—HKT 2 EREL
NFEIHEZEELET

F7Or—>3a>O—-IA0d1—%0E) 4T

A—H2T7707—2320-)ICEVETRICE, ROFIRICHEVET

1. Enterprise Application > Users and groups®JEICR'Y) 9,
2. Add user/groupz V7 JY JL&ET,
3. 1—H&ERL, BY ATV r—>3a>O-)Lz8VWHETET,

4. Assignze 7)Yy 03B, O—)ER, ZiAEYAREEXFIELT
SAML7H =232 J ) —TBHICRRENET,

IDPX AR F—ABLVERAENH I >O—KR
IDPXZF—REMBAEZA T O—RTBIZIE. XROFIEIZHEWVWET,

1. IR =TSAXT7VT5r—>3>T, S2INFA4>F> >
SAMLEZIREDIRICERL £,

2. 7IFL—23aUXARF—ZXMLEZZJA—RLET ( entra-id-
metadata.xml& L TRTFE ) -

FhlE

AEAENOA U O— R(Base64) ( FEAHNH )
3. "TRREL VY3V ORDEZXAELET,

- @474 > URL(IDP SSO URL)

- Azure ADF#EBIF (IDPZT> T 17 4ID)

- @777 NURL(IDP SLO URL)



N I NUDREBEEREEESNICO—T—2 32 FBED. T
554 TRIHEBHALEE hd I, SSOY—E RN his
WS IEXRF—REBAYYO— KLTVAL T Y 70— KT 2%
EFHYET,

T>KNUIDIDP®IED

N 51 SAMLOAPISIXJL— k3. IDPA Cisco IQICBINE hd & BB
ERENDED. FHTI—NERTTIAEEHY EL A,

I>KVIDIDPZEMTRICE., XOFIBEICHVET,
1. THORNEBFEELTVACOJ A LET,

2. System Settings > System Configuration > Identity Providers ® JIE(C#
BLET,

3. Add identity providerz 7)Y O L& T,
4. IDPOBEZAANLET (EEXE, TEntralDy ) o

5. RXA2&ZAHLET (Bl : Tcigtestdev.onmicrosoft.com, . #t&A
RXA2 )

6. (A7°>3> ) BEIZWLU T, Enable single logouth ' ILRR > & 7
ICLET,

7. Upload IDP Metadata” 4 — )L RMEntra IDA 5 BX4§ L Jzentra-id-
metadataxml7 7 /) Z RZYITFRROYIISDH,. 7Yy 70—
RLULET,

8.[Save] 20 UYULET,

Nor O-LovYEYUNETIRET. AF—RAR T
Incomplete; NEEXTT, cFEEBEETT,

O—IILIYEYTDRE

A—IIXYEVIZRETSICE. XROFIBEIZHVET,

1. BINE h/izIDPA 5. More Options7 4 11>/> Map Roles® JEIZi#1R
L £ 9, Map userrolesR—IARRENET,

2. 8ATLAO-LOIDPO—ILZAALET. ROZATLO-LY
BR—REhTVET,



®12: ATALAO-

SATLAO-)N IDPA—JL Bt

(7T

—>3azrno

— L&)
general_account_administrator ( — CXIQEE = IXNTOTFT U= :/(,25(\]‘
AT HI NEEE) I27INT 7 EAFH
general_account_viewer CXIQF#E ZABMVWERTIEA

CXIQE 12—

general_account_viewer 7 ARV ERTIEA

~ 5 : App Role ValueX ZF5%ll, Entra I DTERESNEES Y ICHERAL
TLEE V(M. TApp RolesDE&E | 2R T EEW)

4.[Savel 2V YO LET, AT—R AN SuccessiCEFHENET,
SAMLY O—ORESE ( /SAT— KREEEE )
SAML7 O—Z®#RIT3ICE, ROFIEZETLET,
1. 729 %IncognitoE— REERF TSI R—RNE—RTHEET,
2. https://<YOUR-CIQ-FQDN>/saml/loginl_ & L £,
3. MicrosoftOJ A4 > R—=JICURAL I RENBD I ZRBLET,
4.9LFVT ) (BEUBEES M TVBEEEMFA) TRIELET

o

5. FORL#. /saml/acsiCUA AL U h&h, Cisco QP 7UTr—3aHf
RRENDEZHALET,

6. RDIAXNV RZRFTLT, JI—THHZBELET,

kubectl -ncxue logs deployment/apisix -since=5m | grep -E "authentication success

FREhDED

SAML 2.0 0 FREEA" 1 —H user@domain.comiZ L T7 LR — LA
NABEITIN—T"THRIILEL &

HEE T I)L—7 : CXIQ Admins ( 7T : CXIQ Admins )

M hETIINL—TDE5 : 1



SFAENR— AR DT

COEV>IaADTE, NAD—REEEICCBAZEMT S HEICDOVWTE
BHALET. NAT—ROKDRIET T BEERE., cOEI>I>EAF
Y TEEXT,

CBAMHIIEEH

- IR —7 54 ACAN B E ni=AD CS%&{E X /=Windows Server
(#l : TDEV-ADCS-CA, )

- CAH—/NTOPowerShel EEET7 7t A

- SEBAZEUPNIE I > hUJID userPrincipalName& — BT 2 HEHN H V) &
"

AV E—FY N SCRLEARANCT IV ELATERRENHY R
+

AD CSTOIIRET 7L —MDEK

1. CAHY—/\Tcerttmpl.mscZBEE £ 7,

2.1—YFo7L—hEERL, TEntraUserCerty EWSERiZE AT
9,

3.7V L—RNERELET,
- —f% : ®RBEntraUserCert, BXHARE1 ~ 26F
- EBERQE  BN=BREESIL
- HIDIORNRERNOBHBEERLET

R TV —2a v RUS—COSA T NRE
(1361557322 EHABENHYET

- Security : FEEE 17z 1 —H(ZGrant Read# & T'Enroll#EFR

4. XOARV REFEALT, To7L—hENTUYZ21LET,

Add-CATemplate -Name “EntraUserCert” -Force

I—HAAEDERERIT

1. RDOPowerShell AV U7 NZ2fERAL T, FEREEH(INF)7 7 1 )L(1z



EZXE, C-certinf)ZERLET,

@”
[Version]

Signature = “ $Windows NT §”
[NewRequest]

Subject = “CN=

KeyLength = 2048

KeySpec =1

KeyUsage = 0xa0

MachineKeySet = FALSE

ProviderName = “Microsoft RSA SChannel Cryptographic Provider”
RequestType = PKCS10
[RequestAttributes]
CertificateTemplate = EntraUserCert
[EnhancedKeyUsageExtension]

0ID = 1.3.6.1.5.5.7.3.2

0ID = 1.3.6.1.4.1.311.20.2.2

[Extensions]
2.5.29.17 = “{text}”
_continue_ = “upn=
&ll
continue_ = “email=

“@ | Out-File -FilePath C:-cert.inf -Encoding ASCII

2. <USER-UPN>& B % MEntra ID
UPN(user@cigtestdev.onmicrosoft.com’s E)ICEZ A E£ T,

AAZEZERT AT, ROOXY RZRITLET,

certreq -new C:-cert.inf C:-cert.csr

4. BERECAICEFTSICEK, ROON REEITLET,

certreq -submit -config



\CA-NAME>" C:-cert.csr C:-cert.cer

5, :IAEZCAICA 2V AR—=ITBICEF. ROOAN REZERITLET,

certreq -accept C:-cert.cer

AHEOI Y AR— K
A—YREREZPFXT77AN (VZATRA) ELTIVAR—-NT S
Lk, RORATVTRNEZRITLET,

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “*

CE

$password = ConvertTo-SecureString -String

-Force -AsPlainText
Export-PfxCertificate -Cert $cert -FilePath C:-cert.pfx -Password $password

CAJL—RNEIBAE (Entra DA ) 2TV AKR—RNTBICIE. RORAIVT K
ZERITLET,

Get-ChildItem Cert:| Where-Object { $_.Subject -Tlike “*

®#71|
Select-Object -First 1 | Export-Certificate -FilePath C:-root.cer -Type CERT

ISLFTYRIZIADI—HFIERED A > K— ~(MacOS)



I—HiREPFX)ZA 2V R—KTDICE,. AKOOYY RZEERTLET,

security import /path/to/entra-cert.pfx -k ~/Library/Keychains/login.keychain-db

CAIL—RNEEHEZA VAR—KTBICE, ROON RZEITLET,
security import /path/to/ca-root.cer -k ~/Library/Keychains/login.keychain-db

CARLAZ ZF—TFTI— 2TV EATELBEIDLSICRETSICKE. R
DFIEZRTLET,

1. F—FI—2TOEARZHREET,
2. CAGIFHZZRBRZEL. GetInfoz I UYOLET,

3. TrustT, Always trustliCEREL £,

N AU E TSUHERTUTEER< &, STHEF DG
nET.

CAIL—REEAZEDI> NJIDAOT Y 7O—R

1. Microsoft EntraBEBt > X —Ilc Y414 LET,

2. Protection > Security > Certificate authorities® JEICBE L £
3. UploadZ 2 1JY 2 LT, ca-rootcer7 7 4 )L Zi&IRL £,
4. Th%z)l— b CAIIAEELTY—OULZET,

5.CRLDEIRA > ROURLZADLET (NTUYIICRETRETH D
PENFHYVET ),

Entra IDEESEA X THOCBAD 1 x—7 )Lk

1. Protection > Authentication methods > PoliciesD JEIZZE L £ 9,

2. Certificate-based authenticationz 2 J Y 2 L TE&EL £ 9,


https://entra.microsoft.com
https://entra.microsoft.com
https://entra.microsoft.com

3.CBAZE®MICLT, F— Yy NI1—YFEREITI—T2EBMLET,
4. [BH]T, RELARINZ[EERFZEICRELET,
A—HENATF AT ORE

CBASRE T, Username bindingX 7 ICBEL., XONA VT 1T &ERE
LET,

- FEBAE 7 1 —JL R : PrincipalName
- 11— —&1%: userPrincipalName

ShiC&kY), EHEOHYT D 1T MLEE(SAN)DUPNA Entra ID1—4IC
NYEVTENET,

CBA7 O—NH#E:R

1. 759 #IncognitoE— REERFTSAR—KNE—RTHEET,
2. https://<YOUR-CIQ-FQDN>/saml/loginlC &L £,

3. Microsoft A 4 > R— T, A—HDEFAXA—ILZANL. Next%
UV OLET,

4. Use a certificate or smartcardZ @R L E 9 (FLEBEH 7O 7~
FRERENDEENHYET ).

5. 72 0HCHRENERERODI IO TR RRENILS, BY%A
l—ﬁﬁﬂﬁgigﬁbijo

6. Entra IDASIBRZE /L. SAMLIBETURALOIKNLT, Y
IEERTDEEZEIELET,

N ELWISATY NIREBEBRLTVB LA REL T
W B0 2HE (e, BIO1—Y OIERE BRI A0TSR
B)ERRTHE. RENKBMLET,

IVNUIDOBEORNZ TN 1—FT1427

Entra ID SAMLOEREICEET S EBZLRICEEL THRIT D EHICEK
ADO— MW EEEETERY ) 1I—-2a3a 2 0BERZRICRLET,
R13: NZTNa—F142Y

HBEAVELERE EH E1E
B ZSAMLISZE - SAML7H—<> 3> Entral DEROEREEERELE
EF A=A BHYE (CNamelDELRFE FTEHAICOVWTE, T
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MENTIOT14T

V—ABME "TTL
_7°|DJ -(“3-0
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AT~ NTEEEZH
TWRL, R
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AV A

&1E

SAMLY I HBA 2 F 2 DE%
Ey Z3R), 1—YICmalE
HHAREENTVD L ZHER
LERT,

V—AELT
user.assignedrolesZ fEA L &
T, I—H¥HF7705r—>3>
A—=J)ICEWHETSshTVWBC
EEBFELUETEHICOVT
&, "Z7ZUsr—=>3>O-=J
ADI—HQEET, 258
)o
user.groupsERZHIBRL £ 9
o user.assignedroles® & %z &
BLET,
T77U—2arod—)LIic&
770—F=2FEALEITEE
., TFZ7Ur—<>3>o0
— ) DEEEs ZZRLTLKEE
U)o

TIN—TEROFED
Namespace7 1 —J)L RZ D 1)
T7LETD,

Entra IDA S XX TF—XZBAX
~J>O—RLU, CiscolQIZB7
Y7 O—RLULET,

—#(CT VAT 8EARURLIC
CRLZR{TT2/H,. BEBA
CAHERZFEAL ET(FEMICO
WTlk, TEEZEAEEM O REREIC
XNFTBCRLOEEE, 25 RL
TLEEW),
MacOSF+—FI—2T7O1A
TI1—HYHEN M R—h&
nTWBEEHlE "o24
7> hX< > (MacOS)AND 11—
HIAAEDOA VR—b, Z5R
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BEVEHLERE EE 1&1E

TS5UAERET
SAML7H—>3a> RAFLBOI0OY clock skew_secondsZ1EX° L
O HAR I h DAF1— FI(F72ILBNE300TT, T
RTIE30000Z2EAL EFT),
O—IXYE T ZETLET
(FEMICOVWTE, TO=IYX
YE IO DERE SR TL
ZE W),

RETFTT7Z2A4T A A=IILIVvEVTR
DAT—ZAN T EEBHREHTLVE
Incomplete 4 BA

EETREME O BREIC X T S CRLO B R

CADCRLDBARA NAAVBZ—FY NASEETRETEWVES (THRD
EYRT7YTTRE—MRH ). CRREHFODBEVEHCERCAZHEALET,

powershell
# Create self-signed CA
$rootCA = New-SelfSignedCertificate °
-Subject “CN=CIQ-Test-CA” °
-CertStorelLocation “Cert:” °
-KeyUsage CertSign, CRLSign °
-KeyLength 2048 °
-NotAfter (Get-Date).AddYears(5) °
-TextExtension @(“2.5.29.19={text}ca=TRUE”)
# Create user cert signed by the CA
$userCert = New-SelfSignedCertificate °
-Subject “CN=

-CertStoreLocation “Cert:” °

-Signer $rootCA °

-KeyUsage DigitalSignature °
-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(2) °
-TextExtension @(
“2.5.29.37={text}1.3.6.1.5.5.7.3.2",
%2.5.29.17={text}upn=

&email=



JL—RNCAGEEAE D & ZEntra IDIC7 Y 7’O0— R L £ 9, Cisco Discovery
Protocol(CDP)ZEAE FICEESERET N TV &, Entra IDIdCRLIREE
ZRITLER A,

BREFIVIOVARNDRET
DOt 3> Tk, Microsoft EntraID SAML7Z U4 —< 3> & A7
ANCBAZFERAL TVAZRET R EODOREBEYNTYTFIVI)
ARNCDOVWTEHBBLET,

E

kg

IDOAASAMLTZ 70T —23a>o

- IVRUDKEIVER=TZAAXTF7VT5—232 ((F¥vSU—) %
ERT 2

- SPAEZTF—REZFETANL TELANBZSAMLIBR ZHEKT S

- BHEEERDEE (user.assignedroleszZEAL EEFX—IL, Bl
IIN=TE)

CTTVT=23 BRTOTTIT—3 20— OEK
- T7IT=2aryO-IAAN01-Y0EYHT
7 IFL—=2 3V AEF—EXMLOAX T O—R
Cisco IQDEXE
- EntraIDX&F—2%7F Y 7O—RL T, Cisco IQIZIDPZENMNT S

- 70— 3a>O—)L0OfE%ECisco IQATFLAO-NIIRYE>Y
THEHOO-IINYETDRE

c NAD—=RR=ZAOOTA VAN I RY -T2 RTHEETD & ZFE
mlLET,

- OJTIN—THELKHHEhZCEZHBLET,

AFRAENR—RADRREE (A7 aY)

- DZ4T > NEIEEKUZ AL IZAD CSTOREHET 7L —hD
335

- EntraD1—HY&—HTHUPNEZFERAL TI—HABEEEZRITITS
- A—YEEEEEPFX77AINELTIVAR—KNL, 95A4TF KXY



VAV ARM=ILTD
- DTZAT RISV EOCALREZEHETS

- Protection > Certificate authorities @, CAJL— NEEBAZE #Entra IDIC T
v 7°|:| - I\‘ l/ 35 3' o

- WALBETCBAZEMICTS

- A—H%—8/NNA > ROEH ( PrincipalName# & T
userPrincipalName )

- CBAOJAUHF IV RY—IVRTEETDEZHWIELET,

SCPH—/NXMIE N

SCPH—/Ni&., Cisco QA AR—=ILDEM, 7Y 7TIL—R, £iiFE
FILMBEBEBTYTIL—RITZFAINEAVR—NTBDEOOREZHETT

o

SCPHY—/NZEMT I

1. System Settings T. System Configuration > SCP Server® JIEIZZER
LET, SCPH—/IR—IARRENET,

‘o System Settings > SCP Server

Local Identity &

=
R ccess
< 4

Activity & Logs

&%, Package Management No SCP servers configured yet

Configure a server to get started

-+ Configure SCP server

SCPH—NDR—LR—=

2. Configure SCP serverz 7 1) ¥ 7 L& 9, Configure SCP ServerX—
THFRTENET,



‘0 System Settings > < SCP Server
Configure SCP Server

Local Identity & N Specify the location for appliance and application files.

& Access

Connection Management
IP address/hostname

Activity & Logs

Port

o% Package Management

System Remote directory
Configuration

Password

SCPH—/NDFRE
B.IPPRLAIRANEBZANLET,
4. R—RNEZABLET,
5 JE—RFALIRNIUZAANLET,
6. I—HEEZAHLET,
7. password Z AL ET,
8.[Save] 2V VYU LET, BENFRFENETT,

BEFEOSCPH—/\DiRE

BEOSCPY—NZmETHICE. ROFIEZERTLET,
1. SCPH—NR—JIZBBHL XTI,

‘0 System Settings > SCP Server

Connection Management
g IP address/hostname

Port
22

Remote directory
[files/

@ System
Configuration

Username

SCPHY—/\Zi&
2. XEBBIFEDSCPY—/NNDEdit2 7)Y VLET,



bl
aseo’ 1Q

& Systemsettings > & SCP Server
Edit SCP Server

&% Connection Management Specify the location for appliance and application files.

2  Activity & Logs

IP address/hostname
3% Package Management

System
Configuration 22

Remote directory

Ifiles/

Username

cig-scp-user.local

Password

Save | Cancel

SCPH—/NDimE
I MHEICIUTHMBZEELET,
4.[Savel 2V Y UOLET,

SATLER

UlZERAL TEH/N—>3 > NDCisco IQVAIC T Y 7IL—RTEET,
Cisco IQ Data ConnectorsR—> TEHEETEE T,

PATLEHFOBATY1-)
YATLEHEBHETAFIER. ROEHYTT,

Wk Q ®| .

&0 System Settings > System Configuration X

/ing system updates, monitoring health, and managing your node cluster.
= Localldentity &
R ey > Banners gement

Identity Providers
¥ Connection Management NTP Servers

. SCP Server nance window | Configure update
Activity & Logs

SSL Certificates Update mode Maintenance window

o% Package Management Syslog Servers Automatic

System Management

System
Configuration

SATLER

1. System Settings . System Configuration > System Management®
JEIZ#IRL £, System ManagementR—IARRENET, <D
R=DICE, RERTHOATLN=2DANFRRENET, B
FREEATVWEVEES, "EFNBE) V23 BFZERYET,



U 19 ®|a

&o system Settings > System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.
= Localldentity & 5

@ Access System Updates Node Management

Connection Management
Current System Edit mainte ow  Configure update
Activity & Logs
Current version Update mode Maintenance window
3% Package Management 1.2.0 (Build 416) Automatic

System
Configuration
Update History

SATLTYTIL—R

2. Configure updateZ 2 ') v 2 L &9, Configure updateR—= i KR
Thxrd,

alialn
asco’ 1Q

‘0 System Settings > < System Management

Configure update
= Local ldentity & N
(] Access

A\ SCP server configuration missing
Connection Management To update the system via SCP, set up your server in SCP server.

Activity & Logs
) Uploading commits your system to this upgrade and can't be canceled. File processing may take time and you'll be notified

when complete.
o% Package Management P

File selection
System
Configuration

@ Local file upload

&

Select or drag a file here to upload

Update schedule
Select a file to view update schedule.

Done

TYT7JL—ROBEE
BRINBKZATII-IITBICE, EMATI1-)ILZERLET,

4. 77ALNOTY7TO—RFITTIDOEEEET. HEAZNY RILY
ARERYRNT—OREILL>TERBYET,

Update Status¥| D FICKRRENBDF IV IN—IOT A &BRBLT. 7
‘y7T I\jJ\IEI%(n- bﬂf:;t’i’fﬁm\b?jo

SATLATYTIL—RATZ 1—-)LOimE

SATLTYTIL—ROAARRLARTD A—I)ZERTEERT, HAXR
LATD1-I)HFBREENATVRESR, TY7TIL—RE, I-YHFER
LEBNOBETFHBERTHNE, :L—*ib‘";’i%bt BIECRTENET,
SATLTYTIL—RATD 1)L ZEKTDICE. ROFIEZRTL
xY,



alili,
asco 1Q

&¢ System Settings System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.

Local Identity &
ccess

System Updates Node Management

Current System
Activity & Logs
Current version Update mode

3%, Package Management - Automatic

System
Configuration

XOTF I ADRE

1. System ManagementX—= M Current Systemt o> 3> T, Edit
maintenance windowz 27 )Y 2 LE T,

Edit maintenance window

Select the day and time to reserve for future updates. If an update can't be completed during the
maintenance window, it will occur on the last day of the grace period.

Day Time

Cancel Save

XVTFVAT 12 RIDRE
2.DayB LU Time ROAY TRV )ARNDSA T3V ZBIRLET,

3.[Save] ZV VYU LET, XUTFUADVAVRINERBICATS
A—LEhKLlk, RRENLEATD IR > TEHRNF NIH—
ENET,

N FYTIL—RRT VI FBEEATVAVES, SATA
BFTALRT, UT—RELOTFY 7S L — RTE2EM, UT—
NERBEFBTYTIL— RTRIBEOBFHEERELET,
CHSORTBHORBEE. EFEFHTCRTTAIRENHYET
s TYTHIL—RICKBRLEBE, YATARBRAEDEBEHRT
EEFLET, SHEORAF AT 1—LEhETH. THTHB
TEBEN B ET,

J—REHE

1. OZAZAO /) —RERTBLVCEETSICE. System
Configuration > System Management > Node Management® JIE (Z &
RUET,



System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.

System Updates  Node Management

B Toadd new nodes, visit iq.cisco.com to download installer package via Package Catalog 7

= Fiiters 1 result

Node letmas atewa Last
Configuration Type Syste...

. - — Primary - 5 Jul 22, 20...

J—REHE

2. /—RURAKNCZRE, B8/—ROART—FRA, KANE, /—REAT
VIPTRLA, ZYRIRD, =RV, BFLTRERREFZAN
RRENET,

N StausHlOBVFIYIR—TE. S —REFIFATTHBT
rERLET.

SATLODFEEHTYTIL—R
Cisco IQ SaaSA S O EBEENFMATEZVWA, BELTWSESFUFT
[&. CiscolQSaaSAs87 v 7IL—RNVRILZEEADO—RLT,
SATLTYTIL—REFHTEITTEET, VATLEFHTTYS
TJL—RITBICIEFE. ROFIEZEITLET,

1.CiscolQ SaaSicOJ 14> L%,

2. Home > System Settings > Package CatalogD JEIZBEL £9,

dids 1Q

&o System Settings Package Catalog

I These packages are intended for on-premises deployments.
7Q  Account Details

= Filters 8 results
@ Identity & Access
R Y Systems

® Tags

Asset Data

%% Data Connectors Cisco IQ Virtual Appliance

4 Service Contracts

File Upload

Released Jul 15,2026  Details | Download options ~ Released Jul 15,2026  Details | Download options v/

[ Package Catalog

Installation packages
- Modules
Activity & Logs Upgrade packages

V782 T7H&2O7T

3. Cisco 1Q Virtual Appliance1— R, Download options > Upgrade
packagesDJEIZO VY VL &ET,


http://iq.cisco.com/

Cisco IQ Link Upgrade Package

Current version

Build type

Target version

TYTIL— RNy =
4. ROYZ7HEIVIARND SBEON—T 3V EBRLET,
5. ROY7TH IV UARNASEIL KRS TEBRUET,
6. ROYTHIVUAN SR—4y NN—T 3> #BRUET,

7. [Download] 27Uy O L&Y, PY7TIJL—RNRILOE->O
_I<o

8. Cisco IQ VAIZBEIL £,

9. System Settings T, System Configuration > System Management®
JEICZBIRLUET,

® | 8.

& System Settings > System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.
Local Identity &
" Access v System Updates Node Management

Connection Management

Current System it maintenance window | Configure update
Activity & Logs

Current version Update mode Maintenance window

3% Package Management 1.2.0 (Build 416) Automatic

System
Configuration

Update History

X {0O): 924

10. Configure updateZz 2 U Y J L&Y,



alialn
dsco’ 1Q

‘o System Settings > < System Management

Configure update

Local Identity &
& Access

A\  SCP server configuration missing X
Connec tion Management To update the system via SCP, set up your server in

Activity & Logs
n Uploading commits your system to this upgrade and can't be canceled. File processing may take time and you'll be notified

X when complete.
&% Package Management

File selection
System

E (®) Local file upload
Configuration

&

Select or drag a file here to upload

Update schedule
Select a file to view update schedule.

Done
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11. Local file upload A7’ 3 >VREZ IV VY O LET,

1228092 0—RULETYZTIL—RNVRILTZ7FAINZBRTZH, 7
YZ7O—R74—=)LRICRTYILET,

13.774LOFY7O—-RFETIDOER/HEET. BBEE/NY RILY
ARERYRNT—OREILL>TERBYET,

SSLALEAE DR E

F7AINOBECBRIABEENCiscolQICT VA ARN=ILENTEMIC
BYWETH, DAZRALASSLAIBERT Y JTO—RIDEETEET (A
723V ). NARALSSLAIAZEZBMICTH &, HTTPSELKICEAE h
£9, AAEEEMICTINEIBRTDE, SATLAREBNICTF 72N
DIAEICRYE T, F7FINOSSLIIAEREEL - IFHIBRTEETE
Ao

o SFEAENEMHBEIEOBEUNLEE D TVWAHENHY) ET, H
EN0EMHRAVINZDETORY BEANOBZTES &, FRAER
THARRYINEIE, ERBEhE T, SSLAIHEZEM, ME. L&
HIBRL =% T. TOkta IDPZE /= IZADFS IDPHDSLOERENTET 1 @
FHAAICHE>THLUVSSLEEHEZ 7Y JO—RIDHBEHNF H VY ET,

HARALSSLEAIBAE DIE N
HARALSSLEFBAZZEBMTSICIF., KAOFIBICHVET,

1. System SettingsT. System Configuration > SSL Certificates ® JIE(ZE



IRUE T, SSL CertificatesR—IHARIREN, SATLDITNTO
SSLEFAEN N ARNENET,
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2 © System Settings > SSL Certificates + Add Custom SSL Certificate

Local Identity &

>
& Access

Default Self-Signed Certificate (@ Enabled View details
File name Issued by Expiration date
Default System Certificate Cisco IQ On-Prem Default CA July 11,2046

Connection Management
Activity & Logs

o% Package Management

System
Configuration
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2. Add Custom SSL Certificatez 2 Y O L £,

~ 7E:Privacy-Enhanced Mail(PEM)TL > J— RE hi-fIAE L+
—DHEAFETFARNNFIHELTEL X7 7AINET Y 70—
RLUET, —BILT7Y7TO-RTED XTI 7AIEIDETFT
To 774INICK, SIASEHMBF—OEAENFrEaENTVEI X
ENfHVYEXRT,

alnaln
dsco’ 1Q

‘0 System Settings > < Ssl Certificates

Add Custom SSL Certificate

Local Identity &

S
>
Q Access

SSL Certificates

)| Upload a .txt file containing the certificate and key as text strings.
Connection Management

Activity & Logs
&
o% Package Management Select or drag file to this area to upload

Only one .txt file can be uploaded

System
Configuration

G Enable custom SSL certificate

Save Cancel
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4. Enable custom SSL certificate ST IR R &2 FICLET,



A Enable Certificate?

Enabling custom SSL certificate will disable the default self-signed certificate.

Cancel Enable certificate
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2. More Options 7 4 12> Edit® JEIZ#IR L £ 9, Edit SSL
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1. System SettingsT. System Configuration > Syslog Server® JIE (Z %
RUE T, Syslog ServerR—I A RRENET,

‘o System Settings > Syslog Server

Configure up to 2 syslog servers
Local Identity &
Access

>

Connection Management
Activity & Logs

&% Package Management p
No syslog servers available

Add a server to get started.
System

Configuration
+ Add syslog server

Syslogt—/\Y®iE M

2. Add syslog serverz )Y 7 L&, Create Syslog ServerX— 7
RRENET,

&0 SystemSettings > & Syslog Server
Create Syslog Server

Local Identity & N Configure syslog server to receive logs and alarms.
& Access

Connection Management IP address/hostname ®

Activity & Logs

..:':.‘ Package Management

System
Configuration
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4. PorttKijﬁj'o

5. Protocol ROY Z’A DI ARNAS, #EY&Z7ONIJL (UDP,
TCPiEE ) B BRLET.

6. Enable syslog server N T ILARR > ZFICLET,
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2. More Options 7 4 2> Edit® JEIZ#IR L £ 9, Edit Syslog ServerX
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‘0 System Settings > Activity & Logs
= Localldentity & 5 Q search = Filters 3846 results
Q Access

Event Actio Email User Date Activi Reportin Affec Error Acco &
Connection Management n and... ty... g... ted... code unt...

GET /... Read admin Local A.. 2026-0.. data_ac.. a7498d... Syslog.. — Default... ¢

Activity & Logs

GET/.. Read admin Local A... 2026-0.. data_ac.. a7498d... Certific... — Default... ¢
o% Package Management . -

GET/.. Read admin Local A.. 2026-0.. data_ac.. a7498d... Certific... — Default... ¢
POST.. Create admin Local A... 2026-0.. datacr.. 932dfd... r APlRes.. 403 unknown ¢

System

Configuration GET/.. Read admin Local A.. 2026-0.. data_ac.. a7498d... r) Banner Default... ¢
GET/.. Read admin Local A.. 2026-0.. data_ac.. d7c5es5... API Res... Default... ¢
GET /... Read admin Local A.. 2026-0.. data_ac.. c12479... inf Applica... Default... ¢
GET/.. Read admin Local A.. 2026-0.. data_ac.. d7c5e5... inf User Pr... Default... ¢

GET/.. Read admin Local A... 2026-0.. data_ac.. c12479... inf API Res... Default... ¢

GET/.. Read admin Local A.. 2026-0.. data_ac.. c12479... inf API Res... Default... ¢
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1. System Settings T, System Configuration > Banners® JEIZZIR L &
To NFT—R=IHFRRENET,

2 © System Settings > Banners

Local Identity &
& Access > Mandatory login modal (® Disabled

Modal title
Connection Management

Activity & Logs Modal content

_.:’:., Package Management

System Application Banner (© Disabled

Configuration
Banner color

Banner title

Banner content

nner location

BAINTFT—DRE

2. Mandatory login modalTConfigurez 2 )Y VL& 9, Edit
Mandatory login modalR—ZI A" RRENE T,

‘o System Settings < Banners

Edit Mandatory login modal
= Localldentity &
R
@ Enable modal

¥ Connec tion Management Modal title

Activity & Logs

Modal content

3% Package Management

System
Configuration

MAOQTAVE—HINT—DiRE
BNFT—ZEVFELREEMCTRICR. NTLEIVYILET,
4. E—FNLRANILZABLET,
5 E—ZNAVTUYEANLET,
6.[Save] VYU LET, BEOTAVE—FIIIRIFENET,

T70Tr—>3a>NF—0ORE



F7DT5—23a 0 NF—ZRETRICE. ROFIEEZEITLET,
1. System Settings T, System Configuration > Banners® JEIZi#IR L &
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‘ O System Settings > Banners

Local Identity & 5

R Access Mandatory login modal (® Disabled

Modal title
Connection Management

Activity & Logs Modal content

&% Package Management

System Application Banner (® Disabled

Configuration
Banner color

Banner title

Banner content

Banner location
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2. 77V —>3> )N\ —OConfigure2 7)Y U LET, Edit
Application BannerR—I A RRENET,
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‘0 System Settings > < Banners

Edit Application Banner
Local Identity &
Access

>

O Enable banner

Banner color

;¥ Connection Management

Activity & Logs

3% Package Management Banner title (optional)

System
Configuration

Banner content

Banner location

O Top O Bottom O Both

Save  Cancel
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1. System Settings T, System Configuration > Banners® JEIZi#IR L &
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‘0 System Settings >

Local Identity & R
< Access Application Banner (@ Enabled
f Banner color
Connection Management
Green
Activity & Logs Banner title
ss

o% Package Management PO,

ss

System

- Banner location
Configuration !

Top
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2.[Edit] #2'JY 2 L%, Edit Application BannerR—I A RRENE
9,

alualn 1Q Dev

‘0 System Settings > < Banners

Edit Application Banner
Local Identity &

R >
& Access

Enable banner

Banner color

;¥ Connection Management

@ Activity &Logs @ Green

o% Package Management Banner title (optional)

ss

System
Configuration

Banner conf tent

ss

Banner location

® Top O Bottom () Both
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W7 7ANEQT 774N ZRETSHICIE, ROFIEZERITLET,
1.Cisco QIO 14> L£ET,

Navigation Main Menu

Cisco IQ On-Prem

IP Address/Mask
Gateway IP

DNS List

Search Domain
NTP List
Hostname

[3] System Diagnostics
[4] Help
[5] About
[q] Quit

XA XZ1—

2. Cisco IQ Main Menu@, "3, EABL TEnterd—%&# L., System
Diagnostics ZiZR L £ 9,

Navigation Main Menu > System Diagnostics

Please provide the following server connection details:
Enter SCP/SFTP Server Address:

Enter SCP/SFTP Server Port (e.g. 22):

Enter SCP/SFTP Server Path (e.g. /var/log/support/): .
PROTOCOL SELECTION

[1] SCP (Secure Copy Protocol) - Default

[2] SFTP (SSH File Transfer Protocol)

Select protocol /[2] (default: SCP): 1
scp

Enter Username:

Enter Password:

Continue with System Diagnostics? ([clontinue/[Black):




> AT LR
3. SCP/SFTPH—NT RLAZAALZET,
4. SCPISFTPH—NKR—KhZAHDLET,
5. SCP/SFTPH—/NNAZAHBLZET,
6. 7ORILZERLET,
7. 1—YEEZAHDLET,
8. NAT—RZANLET,
9. TCs EABUTEnter¥—%Z#L, ZATLZMZHEITLET,

Navigation Main Menu > System Diagnostics

Checking Reachability

Collecting System Info

Collecting Kubernetes Info

Collecting Logs

Preparing System Diagnostics Bundle

Uploading System Diagnostics Bundle

System Diagnostics Bundle is 'CIQ_Diagnostics_

Press Enter to return to main menu...
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Getting Started Guides ZZ8BL T EE L,
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CiscoIQ SaaSTlE, VAEED 1—I)ILEEDOT —ARZERKTEET, T —
ABRERTDICE,. XROFIEICREWVWET,

1. Cisco 1Q(SaaS)icOJ 14> L% 9,

2. Help7 4 2> Report an IssueDJEIC D) Y 2 LE T, Reportan
IssueJ 1 > RUANBEEXRT,


https://www.cisco.com/c/ja_jp/support/docs/cx/cisco-iq/getting-started-guide/cx225778-cisco-iq-getting-started-guide.html
https://www.cisco.com/c/ja_jp/support/docs/cx/cisco-iq/getting-started-guide/cx225778-cisco-iq-getting-started-guide.html
http://iq.cisco.com/

Report an Issue

Experiencing an issue with Cisco IQ? Let us know what's going on and we'll open a support case for you.

Issue type
(O Portal login issues () Error message (_) Data discrepancy (O) Other

Issue description

The more detail you give, the faster we can help.

Preferred contact method
O Telephone O Email O Virtual space via Webex

Include recipients (optional)
Select or add email addresses

Select or enter email addresses to include.

Cancel Submit
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