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; . AEAEANELLKTY7O—REh, SLOURLAREE
PRI E BV \ ;
SLONHGES VWICEEL &L nTWBCEERALET

SSOAMADFS IDP SAMLERE

cDtY< 32T, Cisco IQMDSAML IDP & L TMicrosoft Active Directory(AD) 7 T 7L —=/ 3
VY —EAADFS)ZRET D HEIC DVWTHALET,



SSOAIZADFS IDP SAMLZERET % /= DRI R4

- ADFS 6.0+ % #32

* Windows Server 2012 R2+

- ADIRE DFRE

« ADFST®MSSL/Transport Layer Security(TLS)ZERH &
« THOVNEEEIZKBCisco IQANDT VA

« ADFSH—/NNDOEET 7t A(Windows Server)

« ADFSH—/N—_LE®PowerShell 7 7 A

« ADFS& Cisco IQE DR Y b — 2 ##t

« ADFSH—/\EREDFHM ( TORICEH )

+&5: ADFSH—/\DERE

BH i EA B
(;isco IQFQDN (723> A—%—BERANE devxx-23.CX-XXX-XXX.CiSCO.com
ADFSH —/Y—URL I—YADFSHY—/N7 RL A |nttps://ad-fs.dev.local
SHORXAL> BEFX—IRXL company.com
ADY L—7° ADY )L—7 KX A &DN) |CN=Role - CXIQEIH &

ADFSH—/N\— DB

ADFSZRRET B ICIE, XOFIEICHWVET,

1. System Settings T, System Configuration > Identity Providers D JEIZ3#IR L £, Identity
ProvidersR—I A" RRENE T,


https://ad-fs.dev.local

10.

11.

12.

13.

14.

15.

S

Identity Providers

2 Activity & Logs

Systam
¢ Configuration

AovO—RAT>a

. Download SP public certificate# & U*Download SP metadataz V)Y LT, chsnO7/ 7

A&7 O0-RLET,

. service-provider-metadata.xml” 7 4 )L & service-provider-certificate.ct7 7 4 JL# 15— L

. ADFSF4 LI KN (&R IFE, C:certificate.crt ) ICREFELET,

ADFSH—NIcOJA4 > LET,
. ADFS ManagementX —1—#/'5, Relying Party Trustsz 2 Y L& T,

GIAENRAEEEXAZ1—-A5, dAENAECEHEOEMZI VY ILET, ILLI A

—RAFEEXT,

.Claims AwareZA 7> a>RE># 01V OLET,
Startz 7)Y O LT, REZHEITLET,
ATYT3O—FHELTREENTVDR T 7AIDSEHMERBITSICIE., SIAEFNAEIC

32T —RETTANNSAVKR—KTDETIYILET,

BrowseZ VYV LTSPARTF—RT77AINEERL, 774)ILOFTY7O—REETL
£9,

[Next| 22Uy 2 LET,
F7E ( CIQ-Stages BE ) EANL, BETDAERZEMLT, NextEZUY I LETS

o

Choose Access Control PolicyRK—Z T, Permit everyone ( ¥-lk, #ABOEF1 VT 15%
ETHERBRIS—)ZIIYILET,

J1]
o

BVYDOBEE TCNext22 )Y OLET,
Closez 7)Y LT, AIAZEINAEGCHEHOREZRTLET,

7¥: ADFSH —/N—IZ &% & O Multi-Factor Authentication (MFA)7 R 72— (e & A IF.
Azure MFAE /= I&*Time-Based One-Time Password (TOTP))A" & W54, [MFAZE DX
TOI1—HY—ZFATH]|ZBIRLBEVTLSEETL,

CORID =K, REENEMFAZONA X —B L TEMICE>TVSHE, ADFSIFI1—



N y_EBELETH. BROCEAT—ER
urn:oasis:names:tc:SAML:2.0:status:RequestDenied D ER ZEEF L £9 . SAMLISEICT Y
—2aUNEENTVERVED, T7STA4NKRBL,. "Missing Emaily T —H#HE=
nEd,

BRE(MFAZER DINTOI—HZHAITINBEREATVS,

EE# K :PowerShel TIXND AN REEFTLT, BEDRU S —&HERELET,

Get-AdfsRelyingPartyTrust -Name “

") .AccessControlPolicyName

"Permit everyones ( MFAE#&L ) ZBRETSICE, ROON RZEFTLET,

Set-AdfsRelyingPartyTrust -TargetName “

” -AccessControlPolicyName “Permit everyone”

PowerShell’ZfEfA L CAIFAEFAEGCHEIER T D ELETEFXRT,

Add-AdfsRelyingPartyTrust °
-Name “

-Identifier “

-SamTEndpoint (New-AdfsSamlEndpoint -Binding POST -Protocol SAMLAssertionConsumer -Uri *

ll) N

-AccessControlPolicyName “Permit everyone” °



-IssuanceAuthorizationRules ’=> issue(Type = “http://schemas.microsoft.com/authorization/claims/per

ADFSEXR R A DR

ADFSERI—ILZBRTDICEF. XOEIZAVICEBETNATVAFIEZRITLET.

HEIZFER

BEBFERICOVWTR, ROXRESRLTEEL,

R6: BERFEK

R B HH B
Email 1—4%—ID ADX—)L
Display Name 1—%—07ILx—LA ADZX T~ A
ADFSIE. 1—H 71>
SREe e = e VLB UPNEALT
UPN AR TIANIOT T PRVERE N0
e ADI—HICIvEYL
=)
Z/ID SAMLHY 7S T4 K BEFA—LHSTH
[Z)L—7 (Groups )] |O—IR—ADTI+ER g,[zz;;;efo’f()//\_y‘y

JL—LL—IIDOEA

1 EABRREEEOBHEERLFT (LEXE. CiscolQ-Stages )

$relyingPartyName = “Cisco IQ - Stage”

2. A—H—BRETIN—TAN—=2Y T %&Cisco IQICEFE TR IL—LIL—IILEZERBLET,

$claimRules = @’



@RuleTemplate = “LdapClaims”
@RuleName = “Send Email and Name”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname ”, Issuer == “AD
=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/em

@RuleName = “Transform Email to NameID”

c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress ]

=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier ”, Issuer = c.Iss
@RuleName = “Send Group Membership”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname ”, Issuer == “AD

=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/claims/Group”), query = “;mem
@@

BARNDIANY RZRITLT, ERI—-IINZEALET,

Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName -IssuanceTransformRules $claimRules

Write-Host “Claim rules configured successfully!” -ForegroundColor Green

N BADI—HTFHIY NCEX— LB ERETILEN S EF. COBMFRE
LTLVBES. SAMLTH—3 3V CREFA—LERF2EnE V=, BANEEEh
7,

1-—H—OBEX—LT RLAEEHT B, ROPowerShell 1T REETL £ T,

Set-ADUser -Identity “

” -EmailAddress *

A—HTIN—7TOwR

1. 1-YBERELT, I-FOINL—TAVN—3 9y 7ERBLET,



$username = “testuser”

22 RDINY RZRITLT, A—H—0OF7HI N ERRLET,

$searcher = [adsisearcher]“(samaccountname=$username)”

$user = $searcher.FindOne()

BA—H—HNEIDTJIN—TZERRLET,

$user.Properties.memberof

skt
CN=Role - CXIQ Developers,0OU=Role Groups,DC=dev,DC=local

SPERZIAEZEEIT S 12O DADFSORE

1. ADFSH—/\T, SPEERAE % TrustedPeople AN T IZA4 >V R— KL E T,

Import-Certificate -FilePath “C:-provider-certificate.crt” -CertStorelLocation “Cert:”

2. XOVThLOATI a2 ZBRULET,

N rSPHIBER. ADFSAEENEERF I —BMTRIETE £ WRHRIER(CA)C &> T
RFENET,

s COAENAEOFI— A EJO—-NILIZEMCTS

Set-AdfsRelyingPartyTrust °
-TargetIdentifier “



-SigningCertificateRevocationCheck None °
-EncryptionCertificateRevocationCheck None

Fi=&

- SPELEAEN (ACBETRAL ) CALL > TRITE NI IHFER., RITAICAIHEZ /L —
NEEAREARTICAVR—BLET,

Import-Certificate -FilePath “C:-iqg-onprem-ca.cer” -CertStorelLocation “Cert:”

3. ADFSH—EAZBEBL TEZEZEALEXT,

Restart-Service adfssrv

PKI/GEEA ERBAL DR E

cDtEU2a>TEH, NAD—RERICAHER—A (AN—RKHI—REFELEEFYV T NI T FILH
E)DORAZEMIZRFEICODVTHBALET, NATD—ROKDFIATTIEESREK, 0t
923 BAFY TS TEEXT,

ADCSCAO—ILDA > AN=)

ADFEEAE Y —EA(CS)CAO—ILZA 2 AR—ILTBICRF. ROFIEZRTLET,

1.RODIARV RERITLT, IVE—TFAACAHF RXAVICITICHFRETIHNESH ERE
mlLET,

certutil -config - -ping

OXR Y RABMBSEZRLIEEE. COEIZIVOBRYOBIIERTERT, REEFIT
ICRREENTVWET, OV RACANROIASBVIEZTRTHER. FIR2CEAKAET,



22 RDIARY RZERITLT, CAO—ILZAVARN=ILET,

install-WindowsFeature AD-Certificate -IncludeManagementTools

B.RDIARY RZEERITLT, CAO—/LZHRELET,

Install-AdcsCertificationAuthority °
-CAType EnterpriseRootCA °
-CACommonName *“

-KeyLength 2048 °

-HashATgorithmName SHA256 °

-CryptoProviderName “RSA#Microsoft Software Key Storage Provider” °
-ValidityPeriod Years °

-ValidityPeriodUnits 10 °

-Force

4. RODOANY REEFTLTAVARM—ILET,

certutil -ca

5, RDIARY RERFTLT, Y—EANTIT A7 TEEMETHRI L EZRALET,

certutil -config - -ping

Client Authentication Enhanced Key Usage(EKU)Z R L CTREAET > 7L —NERET S ICIE
. RDFIEEEFTLET,

1. certsrv.mscZBiE, CA/—RZEBBHLE,

2. Certificate TemplatesZH 7)Y L., ManageZiZERL £7,



3.A—YFTUT7L—hEBEHLET,

N ERARI—HFUTL—RE. TOAHSRFENETHELC IS (T NRIEKUN
2ENTVBHEA L OABETEABDTT.

4. RDBT TREEBHELET,

« General : B%1HE%Z1F & LT, Name”7 1 —)L RIZ TCIQ User Authenticationy & AL
x99,

« Request Handling: Purpose RO Y 7’A 7> 1) A N A* 5 Signature and encryptionZ &R L |
Allow private key to be exportedF I Y VRY JAICFIY ION—DVZANTT

« Subject Name:Build from Active Directory InformationZ 23R L, Subject” 1 —)L K& SAN7T
1—)LROBHICEX—=ILZAHDLET,

N B4 subject 4 —JL KESANT 4 —JL KIZlE, I—HOUPNEERADTH™D Y k& —B
FBEFIA—LEANTBNLENHYET., ADFSH. chSD T4 —)L KEGRALT. I
PEEADI—HIETYEYTLET,

- HLARMERE: 7 7 T —2 3 2R 2 —I(Z TClient Authentication (1.3.6.1.5.5.7.3.2)1 A"&%h
TVWRZLZBABLET,
« Security : RXA>1—%%ZEML. 1—HICRead® KVEnroll#ERZEL £,

5 XD INY REFEALTTV7L—NERITLET,

Add-CATemplate -Name “CIQUserAuthentication” -Force

I—YHREEOER

1. 2=y~ I—¥—&LTOJA2LZFET,
2. ROOXV RERTLT, ARAEZZERLET,

certreq -enroll -user “CIQUserAuthentication”



BARNDINY RZRI{TLT, AIABEDA AN - ZHRELET,

Get-ChildItem Cert:| Where-Object {
$_.EnhancedKeyUsagelList.ObjectId -contains “1.3.6.1.5.5.7.3.2"
} | Format-Table Subject, Thumbprint, NotAfter -AutoSize

WindowsA 5 O 1—HFAED T IV AR—KNETTA T "AD A2 A KN—)L(Mac)

WindowsA* SMaclc I—H EBEE TV AR—RNTBICIE,. ROFIEZETLET,

1. RN RZEZEITL T, WindowsH SEIBAEZPFX7 7A/IELTIVAR—KNLE T,
$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “

"3

$password = ConvertTo-SecureString -String “

” -Force -AsPlainText

Export-PfxCertificate -Cert $cert -FilePath “C:-cert.pfx” -Password $password

2. user-cert.pfx 7 7 4 )L EMacT /N1 AICEREL £ 9,

JRDIARY RZERITLT, FAEZEMacF—FI—UICAVR—BLET,

security import user-cert.pfx -k ~/Library/Keychains/login.keychain-db -P “

N TRBEAUR—NLES, BRENBEHICRTSOFEELUTH SHEE BEH



N syxv.

4. MacLDCAZEHEITS-HIC, XOAN REZRITLET,

sudo security add-trusted-cert -d -r trustRoot \
-k /Library/Keychains/System.keychain ca-certificate.cer

ADFSEERRESRIIT Y RARA4 > NOERL

ADFSEERRERIT Y RRA N ZBMICTSICIE. XOFIEZETLET,

1. RN RZEITLT, BEBADFSIIHAETI > RRA N ZBMIZLET,
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificate
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificatetransport

Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificate

EnabTle-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificatetransport

22 RDARVREZRITLT, IXNTOIY RRAMABRICBE>TVR L ZHIELET,

Get-AdfsEndpoint | Where-Object { $_.AddressPath -like “*cert*” } |

Format-Table AddressPath, Enabled, Proxy -AutoSize

724XV ELTOIHERLOE ML

T7Z7ARVELTARAERAZENICITSICE. XROOANY RZRFTLET,

1.XOAR Y REFEALT, 1 VRZRXYRNBRVIITIARTRY RTIOEADTZA4IIR
A7ONA A —ZRELET,

Set-AdfsGlobalAuthenticationPolicy °
-PrimaryIntranetAuthenticationProvider @(“CertificateAuthentication”, “WindowsAuthentication”, “FormsAu
-PrimaryExtranetAuthenticationProvider @(“CertificateAuthentication”, “FormsAuthentication”, “Microsoft



2. ROOAXR > RZFEAL T, WAD AN IZCertificateAuthentication & FormsAuthentication /' &
FhTVREZ#HIELET,

(Get-AdfsGlobalAuthenticationPolicy).PrimaryIntranetAuthenticationProvider

(Get-AdfsGlobalAuthenticationPolicy).PrimaryExtranetAuthenticationProvider

JRDIARY RZEFEAL T, REDTLSVZA T MR- REZHIELET,

Get-AdfsProperties | Select-Object HostName, HttpsPort, T1sClientPort

4. TIsClientPort 49443 N TV R VWEEE., KONV REFEALTR—NEEHL,
ADFSH—EAZBEHLET,

Set-AdfsProperties -TlsClientPort 49443

Restart-Service adfssrv

SChannel/TLSOEIE (PKICKR L TEE)

ROET3VOFIETIE, FIASRAEOBEZLITD
CERT_E_UNTRUSTEDROOT(0x800B0109) L Z —Z R L £,

R—BN49443TOSSLAEABONA > T 12T

R—N49443TSSLAIAEZNA 2 RIB I, XOFIEZRITLET,

1.XODIAIR > REFEAL T, R—N49443NDEEFEDSSLEEAE/N A RZ TN THIBRL E T,

netsh http delete sslcert hostnameport=

149443



2. ROAXRV RZFALT, 9547 NEHAERD>Y I -2 3>
ZERLET,

netsh http add sslcert hostnameport=

149443 °
certhash=

appid="“{5d89a20c-beab-4389-9447-324788eb9%44a}” °
certstorename=MY °

clientcertnegotiation=enable °
verifyclientcertrevocation=disable

BRODIARY REZFALT, IF4A 7V MNEHEXRIY I -3
mlLET,

netsh http show sslcert hostnameport=

149443

AREARNTZIV—2TY73BICE, ROFIEZERTLET,

N Bs goEETHECREVTHENEEE N L— R
WindowsF ¥ Z)LIGE I XTOISA T NIBAERERLET
EERTT,

ZEMBCLEFHFLLONSVR

HEMCHE>TVWBE%HE

TICFEETRES.
o ChiE, PKIEENDERIR

1.LROIAR REZRITLT, EBEENEL-—NARNTHROBCELRAAETEEVIAEZHE

ELEY,



$bad = Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }
$bad | ForEach-Object { Write-Host “PROBLEM: $($_.Subject) | Issuer: $($_.Issuer)” -ForegroundColor Red

22 RDARV RZERITLT, ChSOIEAEZFBCARARNTICBEBLE T,

$bad | Move-Item -Destination Cert:
Write-Host “Moved $($bad.Count) cert(s) from Root to Intermediate CA store” -ForegroundColor Green

B.RNDIARV RZERITLT, HEBRIAAZTTRAVIASNIL—RNARNTEE>TLWEWI L
ZHELET,

Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }

SChannelL 2 A N U{&1E(CRITICAL)

BYIRFAERAZERITDELSICSChannelLT AR ZRET DI, X0V RZETL
x99,

1LROONY RZ2FEALT, LYANINAZEHZEZERLET,

$regPath = “HKLM:”

22 RDARV RZFEAL T, RORICERENATVARLPANIREZBEALET,

Set-ItemProperty -Path $regPath -Name “ClientAuthTrustMode” -Value 2 -Type DWord

Set-ItemProperty -Path $regPath -Name “SendTrustedIssuerList” -Value 0 -Type DWord

RT :FYRILIZAN)DRE

BREME & ZL
VIATYRRAERTE |, lwmcAEEEENC LT, BRORI/NZEBELET.

TLSNAY R ITAVRICH-—N—HFELBEBRINELRTEIA
REREELBVWKRSIZLET,

SendTrustedlssuerList |0




CASTHEA N T ORER
CARIFHEA R T ZHEIT S, ROFIEZRTLET,

N I HERBERGTHCATHENEL<BBEND DL, TOCATHEN
SystemCertificatesstorelCFHEL TV B RBENFH V) ET,

1.XOARY RZ2FERAL T, CARIFAEDHBHZERLXT.

$caThumbprint =

2. RO AX > REMFAL T, CASIBEE A T TlZLocalMachinestorelC$ 3 & ZHEL X T,

$exists = Test-Path “HKLM:\caThumbprint”

SAENR2A 5K VEEIE. LocalMachinestorell £ 7/R— N L E T,

if (-not $exists) {
Import-Certificate -FilePath “C:\YOUR-CA-CERT>.cer” °
-CertStoreLocation “Cert:”

}

ADFSH—NXDO 7 —N (%E)

RO RZFEAL T, ADFSH—NZBREBLXT,

Restart-Computer -Force

N sEClientAuthTrustMode L S A R BB, H—/NOBERBEICOAEMICEY £F.



ADFSX R F—Z DI U AR—h

ADFSX AR F—A& %, PowerShell£#=EWeb7 SO —%2FALTAOO—RTEET,

PowerShell

PowerShellZfEFA L TADFSXZF—X2 TV AR—KTBICIE. ROFIBICHVET,
1. ADFSH—/\TPowerShellZzl& £ 9,

22 RDOARVREZRFTLT, XBTF—RT7AINEZIVO—-RLET,

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Metadata”}).FullUrl
Invoke-WebRequest -Uri $metadataUrl.AbsoluteUri -OutFile “C:-metadata.xml”

Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green

X ROE[TE, XRXTF—R2T 7 A4 )IEC:-metadataxmliCGREENET,

Web 75 0H

Web7 S5 % ERAL TADFSX X TF—RETIVAR—NTBICE. KOFEICHVET,

1. https://<your-adfs-server>/FederationMetadata/2007-06/FederationMetadata.xmllC B & L £
9o

2. <your-adfs-server>ld ADFSHH—/NODRARNBETEEMAE T,

Q. 7OV IARRENLES, XEXAF—EAXML7 74 )N 2 E1—-RIZKREFLET,

Cisco IQ T MDERE

Cisco IQTZERETHICIE. ROFIEICHEVET,

1. adfs-metadata.xmlZ D —2J AT —2 3V ICEIELE T,

2. Cisco IQT, System Settings > System Configuration > Identity ProvidersD JEICEEIL £ 9

o

3. ADFSX&ZF—277A4)&F7vy70—RLT, IDPFLAE,. I>T 171D, HKRV'SSO



URLZBEMICHELET,
4 BREZRELET,

N EADFSH R—Y Y BEIHEOBBO—F—/N—22FT2ES. RAEEFTHI0E
 XBRF—RTFANEBI I AK—KLTCisco QT Y 70— RTBDRUEF BV ET,

ADFS IDP®IE N

—

. Identity Providers/R—=> T, Add identity providerz 7)Y L& T,

N

ID7ONA A —BZAALET,

w

. Domain(s)& A 21 L & ¥ (company.com’& &),

4. (A7 a2 ) XEIZIEU T, Enable single logouth JILARZ ZAICLET,

o

DPFT 7V —=23a > hSHEBLESAMLX R TF—2R 7 7 A )L ZUpload IDP Metadata” 1 —
LRIZRZYITRROYZTEDA, PY7O—RLET,

(o))

.[Save] 20 )Y UOLERT,

N O LORYESIFETTBET. AF—K AW Mncompletes EXRENET, C
NEEEEBETT.

AO—IXIYETDORE

BRERYEITOREICEDRIIC, YYEVTICHEATZIIN—T2ADN SRBRETED L %HE
HLTLEEVW, ADASTIN—T2RETDICIE. KXDOPowerShell X RZEITLET,

$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesToLoad.Add(“distinguishedName”) | Out-Null
$searcher.PropertiesToLoad.Add(“cn”) | Out-Null

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }

> AT Al Lightweight Directory Access Protocol(LDAP)Z /U TADICEEV T —%2 RT3 1=
., BMOEZ1—I)LREBEHYEBA. FJIL—TFHE. T2LHINBONFERXTRENET
o RICHIZRLET,

CN=Role - CXIQ Developers,O0U=Groups,DC=dev,DC=example,DC=com CN=Role - CXIQ



Viewer,OU=Groups,DC=dev,DC=example,DC=com

REBITN—THFIARENATVEWEERF. ADFSREIOIYYEVJEZET TR, THYD
REBENFADTIIN—T 2RI IBENBYIET,

RERYETZBRITBICEE. XOFIBEICHWVET,

A 19 we

‘o System Settings Identity providers [ Download SP public certificate ‘| | Dow 5P metadata |

=, Local ldentity & .
Access Gl rosuts [ nca sy provioe

Connection Management Status Identity Domain Metadata Direct Login SLO @

Provider Name Names URL

Activity & L i
ctivity & Logs o cisco.com © Enabled

System
Configuration

A—lloxXxvyE>D

1. JBINE 1 /zIDPA 5. More Options7 4 12> Map Roles® JEIZZEIRL £, Map user
rolesR—I A RRENET,



Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...

General Account...

Select option

Select option

Select option

+ Add identity provider role

O=)LXvyE>Y

2. BRUEDATAO-LOIDPO—ILZAALET, ROZATLAOA-NLFHR—REIT
WET,

s —MBTHIVKNEEBE . — BTNV NEBEILR., BROIXNTOTV 3 2RTITS
TNT O EREN SV ET, IDPO—IL (#BAFE ) ECXIQ AdminsTF .

s — TN RNELI—=TF : —&T7HIRNELI=TIZ&, ZidBVVERAT IO ELAEN HYE
9, IDPO—)L ( 48 ) (ECXIQ Developersd & T*CXIQ ViewerT 9,

Nk ELARAAOETERL, BATEAOSE (CXIQERERE ) AL T AE W



S

o

3.8aveZz V)Y IO LET, AT—RFANSuccessicEFENEKT,

FrRILIZAT NEAETAD

DTAT 2 NEFAZEZZ T AND K DIZSChannel N ELKBRENTWVWBDEZERTSICIE.,
L WPowerShellV 1 > RO ZRE, XROIN REETLET,

curl.exe -insecure °
-cert “CurrentUser\YOUR-USER-CERT-THUMBPRINT>"
-v “https://

149443 /adfs/1s/”

FEBHDBEIHTTPISE (VH AL U MPADFSR—IBE ) TY, TLSN\YRZITAOIZ—H
RELILES. BREXBRLTVLERT,

PKIZO—DIVRY—IVRTSTIHFFAN

PKIZO—OIY RY—TIVRTSVHFTANZHEBITSEIC, 1— "J"?i_tﬁﬁi?b"'macOS%= FI
—NCAVAR=IILENTVBR L ZBRLUEITERICOV TR, TAIHABR—ADRENERE
1D "OTAT RIS (MacOS)ND I—HRABED A VR—hy ZSZRBL TS EEV),

TANTE
1. 77)5—>3a>OSAMLOT 4 VURLICBEILE T, ADFSIFIIHEELE/NAD—ROFT
AVERMELET,

2. Certificate AuthenticationZiBIRUL £ T, 7S OHICHABREOANZROZI 7OV T MR
REhFET,

3.5EBAEZT7YJO—RLET, ADFSIEI1—HZFIAL . SAMLISETERZ VXML I
L. HILLWEYSIEBEILET,

NAT—R7O0—-ICETBDIVRY—-TIVROTZIIHFTFTAN



NADT—=R7O0-OIY RY—IVRTSIHFTANZRBITREIC., KOFIEZERTLET,

1. 7707—=232OSAMLOY A URLICBEI L KT, ADFSIEIEREL/NAT—ROFT
SavERMLET,

2. Password/Forms AuthenticationZ#iRL £ 7,

3. A—HEZANLET,

4. NATD—RZAHDLZFET,

5. O A VAR L ICERRELES,
N HEOTO-—FRBCBETISAENSY =T,
ADFSEAEED RS TN a—F 1429

ADFSOIREE, SIAENTIS—. SSOOY 1 DAM. BLUSLONERICEET 3 BEE RE
CHELTRRIDEHICHID, —BNABMECEIShIBRAEOBEERICRLET,

#*8:ADFS O [E#E

BELVEDLENA AEIR /3 BB FR/FIyO/E@EREAELE

s EBRI-IARONVEEA: ADESERIL
— I DBROFIEZBERITLTSEZLV

JI—7HFEE A1 >&ICO-ILF%E - BE-SETIL—TEM
nTLWEEA (A :http://schemas.xmlsoap.org/cla ims/Group™T
HEIVENFHYWET

« A—H—HFADTIL—TICEENRTLEEA

- "0 TEai
BEICABUEL QYD MFailed to decrypt ADFSIEER B 5 0o 5 & R L &

Iz assertion |
- EXZACS URL : #52 : https://your-
. . BEErROSSIL— fqdn/saml/acs
Oy =7 e s |
« CookieDFR—H : ELWRXALA>DTZD
HCookieZHEFRL TSV

RZTNZ1—FT42TDEHOZHIIT R




ADFSIRIE & Cisco QDA EBEICHKIETEZICIE. XOZHIAY > REZFALET., CchsO
ARV RE, XEZF—ROT7 0BT 4, SEAEOEBHK., BLRTIRARANDOEREERTE
BITBDDICK’ILEET,

* ADFSXZF—Z DT VA gEEO#IEADFS7 I FL—> 32 X2 F— 2 A EEA &
ENTET IV EATRETHD L ZHERELETT, ik, BRYOFHEZHRIIZLLHNE
ERFIETY

curl -k https://

/FederationMetadata/2007-06/FederationMetadata.xm]l

- BE{LAIBAENKEL : IEL VEES{LIBAZE N Cisco IQIEFERAEEEICEEMN TSN TV
BELEHRELET,

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object EncryptionCertificate | Format-List

« SAMLI Y R7RA > REREDFESE:Cisco IQ TrustOSAMLT Y RIRA 2 MRHAELLBEE h
TWBZE, BRURBIAERETH—>a A FHEABURLICIL—FT 1 0chTWS C
EEERELET

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object SamlEndpoints

SSO M M Microsoft Entry ID SAMLERE

Mt 3> Tlk. Microsoft Entra ID(Entra ID)%Z Cisco IQDSAML IDP& L TEREL ., /YA
— RR—ADREEEPKIGEAER—ADFEI(CBA)DE A ZFR—NTBHEICOVTEHALE
ED

SSONI> MYID SAMLZERET % 1= DRIREH

« Microsoft Entra IDT7 >~ ( 5l : Tcigtestdev.onmicrosoft.com. )

« CiscolQANO I O—NILEBEEXEFT77UT—>3a EBEO0-ILOT7 VA



« EntralD ( 227 R ) &Cisco |IQE D #E#%
« IR —TZARXCANAVARN=ILEaNTVD N, ZETRETH S (PKIOKICHE )
c A=Y NYSEEFRELKIAAELRI) ANCRLEARAS N (PKIEZFICHE)

+R9:Enter IDY—/NDEERE

HH SteA Bl
_ R 37352d8f-0ebe-4762-8161-
53> KD IDTF> NIDO AT 8775ffe897ch
Ejlsco IQ FQDN ( #7°> = BBRZARNE <YOUR-CIQ-FQDN>

)

https://sts.windows.net/<7 7+ > ~

IDPZ> 717 41D IDRITHEDURLZE AN D>/
. . : in.mi ftonline. <T
IDP SSO®URL SAMLOY A~ T REA > K httE)s /Nlogin.microsoftonline.com/<7~
+ > MNID>/samli2
2D RX A I—HDEFA—IRXLY |<EEKORXAL>

IVKNUIDSAMLZ 77U —2 32 OFEE

IVE=TZAXT7ITr—3 2 DER

1. Microsoft EntraB Bt Z—IlCcHA4 14> LET,

2. ldentity > Applications > Enterprise applications® JEICE L £,

3. New application > Create your own application®JEIC O Y I L&Y,

4. BalZANLET ( "CiscolQa &),

5. Integrate any other application you don't find in the gallery (Non-gallery) Zi#RL £ 9,
6. [Create] 20 UY L%,

SAMLY > T I B A > F > DRE


https://entra.microsoft.com
https://entra.microsoft.com
https://entra.microsoft.com

SAMLY VI NH AV AV ERETBICE, SPAET—RTI7A)NZETY7T7O—RIBDHBEND
WET, RET77ZAT72AVALSXOFIRZEITLT, ChEBETEET,

1. System Settings T, System Configuration > Identity Providers D JEIZ:#IR L £ 9, Identity
ProvidersR—IA"RRENE T,

Identity Providers

& Activity & Logs

System
@ Configuration

Ay O—RATI 3>

2. Download SP metadataz 7)Y VL TR O—RLET, COFIO—RENESPX
RF—=BTT7A)NIE., SAMLY VI YA A OBREEZTTIDEHICTYTO—REHh
x99,

3. Upload Metadata file RX > &)Y O L T, SPXEF—RT7 74N %EF7Yy7O—RLET
o PYZA—RABUMTBDE, SPXRF—RTT7TAILNDF—ZHSAMIR—ADZ > T )L
AVAVEHEICEBADEIET,

ChSDFRZFETAALT, VIS A AV OREZBRITDEETERT,
SAMLY VI NH A AV ZFEHTRETDICE., ROFIEZETLET,

1. IVER=TSARATTV5—23>T, 00N A0FICBEL, SAMLEZIRLET

o

2. Basic SAML Configurationtz2> 3> T, EditZ27V) Yy OL, ROKDIICAHDLET,
a. BRIF (I>F 415 1ID) :<YOUR-CIQ-FQDN>
b. I5ZURL(ACS URL):https://<YOUR-CIQ-FQDN>/saml/acs
c. ¥4 > Z 2 URL:https://<YOUR-CIQ-FQDN>/saml/login
d. 0% 77 MURL:https://<YOUR-CIQ-FQDN>/saml/logout

3.[Save] 2 Y LET,

N . TUF 454D, Cisco IQFSPTYF45F4IDELTERATBIDEERIC—HLT
WBAEFHYET, ChiZES. REOFQDNTT .

4. SAMLEMB RV ERZBHITZICE., [BUEBKIVTEXR| LIS 3 THmE|ZIIYILERT



5 RDERZBELET,

=10 : HAEDOSAMLER

B3R V—ABMH ARIZEHE
—En1—Y%— |1—Y— —
- =] F
7% Bl ¥ (NamelD) |.userprincipalname (F721Lh)
== 7K
Eii)( LT K d—%—. X=Jl http://schemas.xmlsoap.org/ws/2005/05/identity/claims
givenname 1 —1%— . givenname http://schemas.xmlsoap.org/ws/2005/05/identity/claims
i3 1—4, # http://schemas.xmlsoap.org/ws/2005/05/identity/claims
name :L_ﬂ-._ . http://schemas.xmlsoap.org/ws/2005/05/identity/claims
.userprincipalname
[IIN—7 dA—Y%—, ZRAIVORR e 1
(qroups )] &3 1 (EMPTY - BHIZEEIUTLET )

~ JE:groupsERDIFE :
- Y —2R& L Tuser.assignedrolesz AL Ed, 1—H%—, JIL—7
-Namespace7 1 — L REZTHEITFNERYELBA, chIZKY, SAMLT7H—>3 2 0E
& B T2 Uniform Resource Identifier(URN TR B B2 T I —TICKYWET
-user.groupsicEE I BTN —7ERZBMLAVWTSEEV, BNTdE, BENFREL
x7

T70r—23>O0—-IL0ORE

T7Ur—=>a>O—-L&, PF7VT5r—>3> B8R (IVR—TSAXT77VT5r—23 > Tli
W) TRELET. 77UT—>320O-ILERETHICE. ROFIEZERTLET,

. Identity > Applications > App registrationsD JEI_BE L £,
T7Vr—=23a EREEVTGERLETD,

. App roles > Create app roleD JEIZEIRL £,
MEEO-I)NZEE, ROEEZKRELEY,

A OWON -

« RR% : 5l : Cisco IQ Admins
s HFAEThBXAN—08E : 1——/JIL—7
« {& : # : Cisco IQ Admins

« 5488 : 5] : Cisco IQ Administrators


http://schemas.xmlsoap.org/ws/2005/05/identity/claims
http://schemas.xmlsoap.org/ws/2005/05/identity/claims
http://schemas.xmlsoap.org/ws/2005/05/identity/claims
http://schemas.xmlsoap.org/ws/2005/05/identity/claims

5 Applyz 2V )Y OULET,

™ 5x:Cisco IQO—IIXYEVIBEHIZ—HITHO-ILZERLET (H] : CXIQ Admins,
CXIQ Developers, CXIQ Viewer ) o

ROEBRIZKY, FJI—TERORLDYICT7Ur—>3a>O—-)FERENET,
« USORERATFUNE, PIEEREP2SA AR L TRIIN—TERRBEEETEZE
A
« sAMAccountNameld, 7L S RAADA SEBE LTI —TICRL TOHMEEL £T
« JIL—=T7IDVY—R, IVEIHFREESRI-N—HI)IL—ZFBIFUUD)ZEELET

« P7VT—2320-)iE. Cisco QO OHFIC-—HIDERBXFIMEZEFLET
T7UT—=2a 0= AOI—HO#E HT
A—H%2F7707—>3>O-)LICEYETRICE. ROFEICEVET,

1. Enterprise Application > Users and groupsDJEICRY) £,

2. Add user/groupEz 2 )Y JLET,

3. 1—H&ERL, BYAT7VIr—>3a>O-)Lz8VWETET,

4. Assignz 7)Y U933, O—I)LER. ZHAEY AEEXFINE L TSAMLTH—>3>J)L
—TBHICRTENET,

IDPXRF—R B LVPAREOH I O—RK

IDPXRF—REFHABTEZA T O-RTBICE. ROFIRICHVET,
1. IB=TZAXT7VTr—23056, ST SA2F2 > SAMLERRAE LIS 3
ICBBLET,

2.7 IFL—23 U XZF—2ZXMLERX D> O—RUET (entra-id-metadata.xml& L TRE
) o

T
AEAEOX > O0— R(Base64) ( FEIALA )

3. TRREL EVYIVDRDEZXELTHEEXRT,



« O%'4 > URL(IDP SSO URL)
- Azure ADFBIF (IDPI>F 47 4ID)
- 047" RURL(IDP SLO URL)
N IV NUDREBRENBEESNCO—T—32T510, FUTA TBIAREHE

BEhB T, SSOY—EANFHHMENBVELSCAXEZF—RZBA O O0—-RLT
VAIL7Y 7O0—RIBDBENHYVET,

T>KNUID IDP®IED

o JE:SAMLOAPISIX)L— K&, IDPACisco IQIZEEME N2 EBEBNICEREND . FH
TI—hERETILEFHEEA,

I>KNUIDIDPZEMTBICIE., XOFIEICHVET,

1. 7HI7Y NEBEELTVALOTA 2 LET,

2. System Settings > System Configuration > Identity ProvidersDJEICEE L £ 9,

3. Add identity providerz 7)Y I L&,

4. IDPOBFZADLET (&ZxEFE., "EntralDy )o

5. RXA2&ZAHLET (Bl : Tcigtestdev.onmicrosoft.coms . A RX 12 ),
6. (F7>3> ) HBEIZISU T, Enable single logouth JILARR > Z A ICLET,

7. Upload IDP Metadata” 4 —J)L R MEntra IDA* S B4§ L fzentra-id-metadata.xml7 7 1 )L Z R
ZYvIFRROYTERA., PY7O—RLET,
8. [Save] 20U Y U LET,

N O-LORYEYVIFETTRET, AF—2 AR Mncompletes DEETF. Chig
FEBEETT.

O—IILIXYEITDERE

O—INYETZBREITRICE. ROFIRICHVET,



1. J8N&E N7zIDPA S, More Options7 4 2> Map Roles® JEIZZEIRL £9, Map user
rolesR—I A RRENET,

2. 8ATLAO-LOIDPO—ILZAALET. ROZATLAO-LIFYR—KRENTVET

o

£11: ATALO-)

IDPO—=I (77U
—2aryO—JLE)

—RNBETHI NEEE |ICXIQEEE

SATALO- BtEA

IRXTOT7I2AVICRIBTIINTIOEA

Gl
—RTNHO R E1—F7— |CXIQERE RABVERTIEA
—RF7HONE1I—-F— |CXIQE21—T7 B ERT V€A

~ E 77U —23a>O0—-)LEOXZESIE, EntralDTERELEESY ICEAL TS EEW
(FEMICOVWTIE, "TEntraDSAMLZ Z’UT—>3>@8E, O "77U5—>3a>O-—-)
DREL Z2ZZRBLTLEETY),

3.8aveZx V)Y IOLET, AT—XFANSuccessicEFENET,

SAML7 O— O3 ( /SAD— K2 )

SAML7 O—%2#FI 3Lk, AOFIEZETLET,

1. 729 #IncognitoE— REERFTSAR—NE—RTHEET,
2. https://<YOUR-CIQ-FQDN>/saml/loginiC &L £ 7,

3. MicrosoftOJ A > R—=JICUFAL I REND ZEZRABLET,
4. 9LTFo2F ) (BROPBEENTVSRIHEEEMFA) TRIALE T,

5. 5PiL#&. /samlacsicBUUA AL I RME N, Cisco Q7 7T —2a o fRRENDE"®
BELET,

6. ANINY RZR{ITLT, JI—THHZE®IELET,

kubectl -ncxue logs deployment/apisix -since=5m | grep -E “authentication successful|Extracted group|To

FREREhDHED



SAML 2.0 compliant authentication successful for user: user@domain.com with full name: N/A and 1 groups
Extracted group: CXIQ Admins (original: CXIQ Admins)
Total groups extracted: 1

SEEAENR — ARSI DERE

cOto2arTlk, NAD—REEEICZCBAZEMT A HEILCODVWTHHALET, /NAT—R
DHDBIAET TR BIFERE., COEIZIAVEARAFYTTEET,

CBADRIREH
« TR —7Z A4 ACANFEBRE N I-ADIEBHE Y —E X(CS) ( fl : "DEV-ADCS-CA, ) #4
> ABM—=J)L&E 1 /l=Windows Server
« CAH—/NTOPowerShel EEET7 VA

« SEBAEUPNIEI > M JID userPrincipalNames —H 32 HENF H V) £,

s AVE—FY N SCRLEARAKNCT IV ELATERZRENHUET

AD CSTOIIRET V7L —MNDEK

1. CAYr—/\Tcerttmpl.mscZ & £ 9,
2. 1—4H¥727L—hEERL., TEntraUserCerty EWS BRI ZEMFITET,
3.7V L—KhEFRELET,

« —i% : "RRBEntraUserCert, BXNEIR1 ~ 25F
- EXR0E  BW=BR LBt
s BT ORMNBERAOHBEEBIRLET

c LR TV —23 R —ICOTAT 2 NRBRE(1.3.6.1.5.5.7.3.2) 2 EH B HENH V)
)

« Security : FEEE N7z 1 —H (2 Grant Read#® &k T'Enroll#E R

4. ROIXY REEALTTVTL—RERITLET,

Add-CATemplate -Name “EntraUserCert” -Force



I—HAAEDERERIT

1. RDOPowerShell AV )7 N EFEHL T,
ERLET,

@,,
[Version]
Signature = “ $Windows NT §”

[NewRequest]
Subject = “CN=

KeyLength = 2048
KeySpec =1
KeyUsage = 0xa0

MachineKeySet = FALSE

SEFREBAR(NF) 7 7 A )L (& XK, C:-certinf)%&

ProviderName = “Microsoft RSA SChannel Cryptographic Provider”

RequestType = PKCS10

[RequestAttributes]
CertificateTemplate = EntraUserCert

[EnhancedKeyUsageExtension]
OID = 1.3.6.1.5.5.7.3.2
OID = 1.3.6.1.4.1.311.20.2.2

[Extensions]

2.5.29.17 = “{text}”

_continue_ = “upn=
&ll

_continue_ = “email=

“@ | Out-File -FilePath C:-cert.inf -Encoding ASCII

2. <USER-UPN>% H % MEntra ID UPN(user@ciqgtestdev.onmicrosoft.com’& E)ICEZ A £,

B.AAZEZAEKTRICE, KOOV RERTLET,



certreq -new C:-cert.inf C:-cert.csr

4. CACERZXEFETHICEK, xOON REEFTLET,

certreq -submit -config “

\CA-NAME>" C:-cert.csr C:-cert.cer

5.CAICRIRAZEZ A ARN—ILTBICE, KOOV REZERITLET,

certreq -accept C:-cert.cer

EI_I;

BAENDIIAR—K

¢« A—HHBEEPFXT P AN (VFAFTYRA) ELTIVAR—MTBIEE, RORTY
TRERFLET.

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “

"}

$password = ConvertTo-SecureString -String “

” -Force -AsPlainText
Export-PfxCertificate -Cert $cert -FilePath C:-cert.pfx -Password $password

« CAL—KNEEBIE (EntralDA ) ZT7AR—KTBICF. ROARTVTRNZEERITLET,

Get-ChildItem Cert:| Where-Object { $_.Subject -1ike “*



¥ 1
Select-Object -First 1 | Export-Certificate -FilePath C:-root.cer -Type CERT
DS54 T > NI (macOS)THI—HEHAED 1 R—K

o I—HIIAEPFX)Z2M4VAR—KNTBICK., ROOAXY RERITLET,

security import /path/to/entra-cert.pfx -k ~/Library/Keychains/login.keychain-db -P *

s CAL—KRIIAEZAVAR—BNTBICIE, ROON RZEITLET,
security import /path/to/ca-root.cer -k ~/Library/Keychains/login.keychain-db

* CABIAZE ZF—TFI— 2TV EATREILGHRIDISICKETSICIK. ROFIEZRITL
x9,

1. F—FI—2TOEARZHREET,
2.CAGIFHZEZ R D (. GetInfoz UV OLET,

3. TrustT, Always TrustiCEREL £9 .
N A R NE TSI ERTUTEBEBL &, THEFBERE hET,
CAIL—REEAENDTI > NJIDADOT Y 7O—R

1. Microsoft EntraBEBt > X —Ic Y4142 LET,

2. Protection > Security > Certificate authoritiesD JEICEE L £ 7,

3. UploadZ 2 1) Y 2L T, carootcer7 7 A ZBIRLET,


https://entra.microsoft.com
https://entra.microsoft.com
https://entra.microsoft.com

4. ThZ)—bPCAREFAZEL TN —TIL &Y,
5.CRLEEFRA Y ROURLEZEADLET (NT VY VICEETETHIMVENfHYET ).,

Entra IDEEREA X THOCBAD 1 x—7 )Lk

1. Protection > Authentication methods > PoliciesD JEICE& L £9 .
2. Certificate-based authenticationZz 27 ') Y J L TEREL £ J,
3.CBAZAEMICL, 2=y N N1—YFE@FIIN—TZ2EBMLET,

4. Configure T, f*%L X)L % Single-factor authenticationlZFREL £ 9
I—HENATT A VT DRE
CBAEXE T. Username binding® 7 ICBE L., RONA>FT1 T &ZBRELET,

« FEBAE 7 4 —JL R : PrincipalName

« 11— & :userPrincipalName

chiZ& V), FEBAE O Subject Alternative Name DUPNA Entra ID1—HICN Y EJE N E T,
CBA7 O— DR

1. 729 ZIncognitoE— RELRFTTZAR—RNE—RTHZEET,
2. https://<YOUR-CIQ-FQDN>/saml/loginlC &L £,
3. MicrosoftAJ 4 > R—I T, 1—HDEFAX—I)ZAHL., NextZ2VUY I LET,

4. Use a certificate or smart cardZBIR UL E 9 (FLEBF BB 7OV 7 M RRENDBEEN D
WET ),

5. 75 0HICIAEORBRERDZ IOV M ERENELS, BYKI—YIEAZZZERL
7,

6. Entra IDASEBHEZREL . SAMLIBETURALIRNLT, Y23 s ERTR L%
BELET,

N ELWOISA T NIREEERLTWAC L EREL T L&, B £FHE (5



N D1 HOTHEEXHRINO

INUIDOBEODRNSTIN2a—F1420Y

AAERLE ) 2 BRI B L,

FORLARBL £,

Entra ID SAMLOREICEHEITIRHEEZRRICHEEL THRRITDLEHICEKRIDO— B EBEELET
Y13 oBMEZRICRLET,

R12: N NZTN2a—F42T

BELVEDLERA

R &A

& 1E

EHESAMLISE - BF X —
IWABYNEEA

SAML7 % —>3ic
NamelDE = IFEF X
—IILEMNfBYEEA

Entra IDEROREZERL £ I GFEMAICO
WTlk. TEntralDSAMLZ Z’U4—>3>
DE/REL O "SAMLE VT IINYB A F D%

Ey ZZRLTLKEZY), I—HIEX—)
BUANREENTVR L ZEIELETD,

WmHE I IIL—TDaE:
0

TIN—TERNBRE
hTLazLh, Y—-X
NFELSBYKEA

Y —A & L Tuser.assignedrolesZ A L &
T, A=A T77VTr5r—>3>0-)LICE
WETShTWAC & #HELE T (SHEIC
20WTE., "IRUIDSAMLTZ 7D —
SAVOERE, O "TTTIT—3>0—

IANOI—HOEN) ST, 25RLUTLKE
W),

EETRYVI—TER

user.groups &
user.assignedroles®
MENTOT147

user.groupsERZHIBRL £7,
user.assignedrolesD & ZR&FL £7,

UUIDELTERREND T
_7°

V—ARMER "I —
71Dy T,

T7Ur—>a>O0-)osEeERALE
FTERECOVWTR, "I hJIDSAMLT
ZVTr—=>3> Q8E, O "TTVT—=2

IVO-LORE Z25K),

BHEEARVURIZRLTVL

BHZEET7 1 —I)LRA

IIN—TERDRE DNamespace7 1 — )L

9 ETRHYEBA RzOUVUFLET,
\dPSERR B A O—F — ) ‘
EntralDASX&XF—2Z2BAJ>O0—KL
495 75h F < ~ )
RANBSAVLE= za3 EhTiss, . Cisco IQICB7Y 7O—RLET,
A—¥TT
—MRICT VEAARESRURLICCRLE TS
A2 =Y RNDS |BH, BCBBCAHFRZFEAL I (FEMIC
AADSTS500191 CRLICFETEAL |DWTiE. TSREEICSHH5CRLOEE
Ea EBRLTLEEV),
STREAF—FI— dA—YSEBREN macOSF—F I —>7 0+t
C\. CAA YIS A ATAVR—RENATVWB GOV
TABEERENELA [PV R CEEEnTO((E, TERRN-ARIEORE,S O T

TV, RIzE@FCBAY
B E2TLW AWV

AT > N> (macOS) TN 1—3EA
EDAVR—bN, 22 R). EntralDT




BELWEDLERA R &A

& 1E

CBANBMICBE > TWBZ EGEFMICOWVT
(&, TEEBAENR—AFREINEEE s @ "Entra
IDFREEA X THOCBADERL) 2SR %M
L., EEZBERT 2 =HICChrome%z Bilg
BLEI,

n AF1—

SAML7 H—2 32 #iRY] | ATLAEBOIOY D

754 4 > 8% E Tclock_skew_seconds % 1%
RLEIF(F7 A MFE300, ZRTE
30000% fE /),

VADAT—ZRAN T
Incomplete 4

A—IIIYvETRE
EBRENTVREA

O—-LAXYyETZRITLERIEEEICOV
Tk, TO-IRYECTDEREL 2SR
LTLEEW),

FETREMOBEICX T S CRLO EE K

CADCRLOBARAV NAAVBZ—FY NASHETARETHEVER (FROEY NTYTTRE—K

B). CRREFDBZVACEECAZEALET,

powershell

# Create self-signed CA

$rootCA = New-SelfSignedCertificate °
-Subject “CN=CIQ-Test-CA” °
-CertStorelLocation “Cert:” °

-KeyUsage CertSign, CRLSign °

-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(5) °
-TextExtension @(“2.5.29.19={text}ca=TRUE”)

# Create user cert signed by the CA
$userCert = New-SelfSignedCertificate °
-Subject “CN=

-CertStorelLocation “Cert:” °

-Signer $rootCA °

-KeyUsage DigitalSignature °

-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(2) °

-TextExtension @(
“2.5.29.37={text}1.3.6.1.5.5.7.3.2",
“2.5.29.17={text}upn=

&email=




JL—RCASIBHEND & ZEntraIDIC7 Y 7O—RLUET, COPARL THEZERZRENh TV 18,
Entra IDIECRLIRFEZERITLEH A,

REFTIYIUVARNDET

COtEU<a> Tk, Microsoft EntraID SAMLTZ U4 —>a> A7 a > NOCBAZFERAL T
VAZRETHDEODRLERBEYRNTYTFIVIIANIDVWTEHALET,

E

k3

IDOAASAMLTZ 7’Ur—>3a>o

« IVKNUDKIVE=TZAXT7VT—=>32 (Fv3)—) 2R

* SPXEF—RZFHTANL TELNBSAMLER ZEBR T 5

- BHEEERDERE (user.assignedrolesZfEALEEFX—)L, Bal. JIL—T1&E)
s F7UT—=2328FTOT 7V T—23 20— OERK

« FTVT—=232O-)AOI—H0AEIHT

« 7IFL—232XEF—ZXMLORTO—R

Cisco IQME&E

« EntralDX&ZF—2%ZTF7Y7O—RLT., CiscolQiZ7AF>T4T1470NA4 X —%&EM

« 77UT—>3>0O—)L{E%ZCisco QT AT LAO-NLICYYEY IR -o00—-)ILYYE
I DBRE

s NADT—=RR=ZAQOOTAHFIVRY—I RTHETDI L ZHERLET,
s OJTTIN—THEL<HHEhIZCEZHABLET,

AFRAENR—RADRREE (A7 aY)
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« A—HRAAEZEPFXELTIVAR—NL, 9FATRIZUICAV A=)

« VAT 2RIV EOCAIFREZEHET S

- Protection > Certificate authorities T, CAJL— NIEBAEZEntraIDIC7 Y 7O—RLULET,
- RAAZEZTCBAZEMICTS

« A—YR2INA T 12T DE&E(PrincipalName# & UuserPrincipalName)

« CBAOJA VNIV RY—IVRTEHETD L ZHALET,

SCPH—/YMiEin

Z M Secure Copy Protocol(SCP)H—/NI&, Cisco IQ4 > AR—ILDEM, PYTIL—R, £k
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SCPH—NZEMT B
1. System Settings T, System Configuration > SCP Server® JEIZ#IRL £F, SCPH—/IR

—INRRENET,

Sidh” 1@ Link

‘0 System Settings » SCP Server

& Activity & Logs |"'I +
»

System
a Configuration
No SCP servers configured yet

Configure a server to get started

+ Configirs SCP sarver

2. Configure SCP Serverz2 7)Y L&Y,



st 1Q Link

System Settings < SCP Server

Configure SCP Server

Connection Management Specify the location for appliance and application files.

Activity & Logs
IP address/hosthame

System
Configuration

Remote directory

Username

Password

Save Cancel

B.IPPRLAIKRARNEZADLET,

4. R—RBEBZANLET,

5 JE=RFALIRNVZANLET,

6. I—HEEZAHLET,

7. password Z AL E T,

8.[Save] 2V YU LET, BN RFENET,

BEFEOSCPHY—NDimE
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1. SCPH—NIR—=DIZBELEXT,
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2 © System Settings

SCP Server

L

&' Connection Management

1P address/hostname

& Activity & Logs

System
o Configuration

2. LERBEFEOSCPHY—/NDOEditE 2 )Y O LET,

‘n System Settings < SCP Server

Edit SCP Server

Connection Management Specify the location for appliance and application files.

Activity & Logs

IP address/hostname
System
Configuration

22

Remote directory

Username

cisco

Password

3. XEBICHWUTHMZEELXRT,
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1. Administration @, System Configuration > System Management®JEIZ#EIRL £F, System
ManagementX—I A RRENET, COR—DICIEE, BEETHFOIATLN=2a W
RRENET, EFFBRETATVEVGES, "EFBERE) 2023 FZECRYET,

tres 10 Link

System Management
System Updates

Update schedule
May 5, 2026, 811 PM

Update History

SATLATYTIL—R

2. Reschedule updatez 7 JY VL&,



Reschedule Update

Scheduled for

May 5, 2026, 8:11 PM

Installation must occur by May 5, 2026, 8:11 PM
(O Update now () Update later

Cancel Save

TYTIL—ROBRTY1—)
3.HRFICEBAMETREER 'SI<SEM Z0F REV%Z, HOBREATZ1-I)LT35
Bk TERTEH, Z0F RE2VZBRLET,

4.[Savel V)Y U LET, BEHNKRRE N, System Update?TR—AR—JIZUA AL I RE
nEI,

System Management

System Updates

Current System

Current version Update mode Maintenance window
Automatic

Update History

Q Search Status v 1 result

Update Status Update Schedule Version Description

[ Apr 21, 2026, 7:49 PM CiscolQ Appliance version
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SJATLTYTIL—RATZ 1—-)LOiRE

YAFLTYTIL—ROARRLRT I I—LEERTEET, NARLRT Y 1—LHRE
EATLVBHA, 7Y 7IL— REBRAOBTHBATHNE, 1—FEHOANCRTE hE
Fo YAFLTYTIL—RATT1-LEERTHCE. KOFBERTLET,

1. System ManagementX—=’ M) Current Systemt 2> 3 2T, Edit maintenance window’ 2
DYy OLET,



Edit maintenance window

Select the day and time to reserve for future updates. If an update can't be completed during the
maintenance window, it will occur on the last day of the grace period.

Day Time

(& CEST

XTFADA 2V RODRESE
2. DayB &K UTime ROY F7EZI VD) ARNNSA T3> &BIRLET,

3.[Save] 2V VY I LET, XVTFUATVAVRINERBICATD1-)leh&E L, &
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£9, DATLEFEHTTYTIL—RIBICEK, "OFIEEERITLET,

1. Cisco 1Q SaaSicA% 14 > L. Home > System Settings > Package Catalog® JEIZiEIR L E£
9,



http://iq.cisco.com/
http://iq.cisco.com/
http://iq.cisco.com/
http://iq.cisco.com/

S System Settings > Package Catalog

I These packages are intended for on-premises deployments.
0 Account Details
Systems

Ta‘ dentity & Access

[a Service Contracts

File Upload

Package Catalog

Activity & Logs

2. Cisco IQ Linktz9 3 3> T, Download options > Upgrade packages®JEICO U Y VL &ET

o

Cisco IQ Link Upgrade Package

Current version

Build type

Target version

Cancel Download

. ROYVIHIVIARNASHREON—T IV EZBRLET,

4. ROYTHIVIARD SBERATZRRLE T,

5, ROYTHIVIARESZ—TY NKN—23 V& ERLET,
6.[Download] 22 UY O L&ET, PY7IL—RNAVRIOATO—KR,
7. Cisco IQ LinkICBEIL £ 7,

8. System Settings T, System Configuration > System Management® JEIZ#IRL £ 7,
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3 © System Settings

System Management

¥ Connection Management ST PO
& Activity & Logs
Current System

a System 5 Current version
Configuration

Update History

BHFOBER

9. Configure updatez 2 )Y VL& T,

2o System Settings » - System Mansgement

Configure update

#° Connection Management

& Activity & Logs A\ SCPserver configuration missing
To update the system via SCP, set Up your server in SCP serve
a System
Configuration

B Uplcading commits your system to this upgrade and can’t be canceled. File processing may take time and you'll be notified when complete

Filo selection

8) Local file upload

&

Select or drag a file here to upload

O—-AL77ALOF Y 70—k

10. Local file upload# 7’2 a>REZ I VY O LET,

M. ADO—RLETYZIL—RNRILT7AI\N%EERTZH, PY7TO—RT7T14—=)LR
CRZYITIULET,

12.[Done]l 20U Y I LET, YATLNERICEFHEND &, BFEXYE-—IHNRRENZE
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SSLALEAE DR E

TF7ZILNOBEESERIAAEN Cisco IQICT VA VAR —IILENTHEMCBYRITHN, HAZRA
SSLAIAEZT7 Y7 O—RIDEELETERT, NAZASSLAIHEBEZRMICT S L. HTTPSHEE
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NAZLSSLAIAEZEMT S ICIE. ROFIBEICHWVET,

1. System Settings T, System Configuration > SSL Certificates® JEIZiEIRL £ 9, SSL
CertificatesR—I N RREN, PATLADITXNTOSSLEEBREN VAR ENET,

SSL Certificates

&' Connection Managenment

Default self-signed certificate © Ensbled
S Activity & Logs Filo nama Issund by
Default System Certificate Cisco 1Q On-Prem Defoult CA

System
$ Configuration

2. Add Custom SSL Certificate®z 2 )Y O L £ 9,

N
- Privacy-Enhanced Mail(PEM) T L d— REhFIIAEEF—OMEEZ2TFANXFI E
LTEL X7 74N 27y 7O0—RLET,
-—EBILT7Y7O—RTED XTI ZPAILEIDEFTTY
-77ANICE, SEAEEREF—DOHEAANEENTVBIRENF HVET



sl 1Q Link

System Settings « Ssl Certificates

Add Custom SSL Certificate

Connection Management

SSL Certificates
Activity & Logs Upload a .txt file containing the certificate and key as text strings.

System :
Configuration AL

Select or drag file to this area to upload
Only one .txt file can be uploaded

(P Enable custom SSL certificate

Save Cancel

3. AR LSSLAEEAE ZSSL Certificate 7 1 —)LRICRSYITTFRROVYZESDAH. 7v 7O
- I\bgsj-o

4 [NARLSSLAIRABZBMICIT B RTIKREVZFVICLET,

A Enable Certificate?

Enabling custom SSL certificate will disable the default self-signed certificate.

Cancel Enable certificate

~ S RIBAEEISICTIOT AT ICTYTO—-RTBFEEFK, COFIVYIRY TR
FIYVION—DZFTFBVTIEETL,

5. Enable certificatez 7 1) Y 2 L& 9,
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ICTBDCENTEEXT, wMEITDICIE:

1. BENDA AR LSSLALAEICBEBLE T,

(O = -

SSL Certificates

Custom S5L certificate & Dissbisd

¥ xpiration date
- 1 - March 18, 2027

Default self-signed certificate & Enabled

i Isswed by Explraticn date
Default System Certificate Cigco 1Q On-Prem Default CA April 10, 2046

SSLAEEAE DimLE

2. More Options 7 4 12> EditM JEIZEIR L £ T, Edit SSL Certificate R —I A RRENET

JHMEILKHUT, AIAEOFHHZEZRELE T,
4.[Save] 20 )Y OLET,

NAR LSSLELAE O HIER

N oL HRALSSLIREFZVOTEYBRTEETH. ChETLEREVRETT, BB
BEVOTEHFUVHAEZLNRAEEZTY JO—RTEET,

To Delete:

1. BENDAARLSSLAAEICBEILEX T,
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‘0 System Settings

$5L Certificates
&' Connection Management

Custom S5L certificate (& Dissbled
& Activity & Logs

File name

Expiration date
— I -
System

March 18,2027
@ contiguration -

Default self-signed certificate @ Enablea
File namo Isswad by Expiration date
Default System Certificate

April 10, 2046

Cigeo 1Q On-Prem Default CA

2. More Options7 4 112> Delete D JEIZEIR L £,

3. Delete CertificateZ 7Y I L E T, DAZLIABEENHIBRE N, F7 I MNOEBEEN B
BNICB7O9T7147{btEnhExd,

Syslogt—/\DE&E

THOYNEBEO-NZHFI>I—FE. ZATLAOVZIVAR—NT B K5 ICHEsyslog
—NEBRETEET, BA2DODsyslogh—NZHRETEET,

N srSyslogH —/THE. FQDNTEBL., IPFKLAELTEETIBEN Y ET,
Syslogt— /YD IE hN
syslogh—/NEBMT BT, ROFIBERGFLET.

1. System Settings . System Configuration > Syslog Server® JEI(Z#IRL £ 9, Syslog
ServerR—IHFRRENET,

"aics’ 1Q Link

B0 System Settings Syslog Server
Configure up

to 2 syslog servers
&' Connection Management

& Activity & Logs

$ System

Configuration

No syslog servers available
Add a server to get started.

+ Add syslog server




2. Add syslog serverz 2 1) Y J L&Y, Create Syslog ServerR—I FRRENET,
‘tses’ 1Q Link

System Settings < Syslog Server
Create Syslog Server

Connection Management Configure syslog server to receive logs and alarms.

Activity & Logs
IP address/hostname (&)

System
Configuration

Protocol

Select option

C‘ Enable syslog server

Save Cancel

B.IPPRLA/IKRAREZADLET,
4. R—hESZAHDLET,
5.Protocol ROAY 77A DI UARAS, BYIEZ7 O (UDPRTCPRE ) ZBIRLET,
6. Enable syslog server M T ILRZ > ZAICLET,
7.[Save] 20U YO LET, BENFRTEN, FL EME hizsyslogth— /A syslogth—/\
DIR—LR—=DICRRENET,
REE N=Syslogh—/\DimE

BEE Nlsyslogh—/N\NZmEETSICIE. XROFIEZRTLET,

1. BB DsyslogH—/NICBEL F T,

2. More Options 7 4 1>> EditM JEIZEIR L £ 9, Edit Syslog ServerR—I FRRENET,
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2 O System Settings « Syslog Server

Edit Syslog Server

~ ; : .
&  Connection Management Configure syslog server to receive logs and alarms.

2 Activity & Logs
IP address/hostname (&)

@ System

Configuration

Protocol

TCP

t) Enable syslog server

Save Cancel

3. MEICISUT, HFHMERETSDH., syslogh—NOBWELOPYEZZFTICLET,
4.[Save] 20 )Y ILET,

ERE & n/=SyslogH —/\ D HIlBR
REE Nicsyslogh—/NZHIBRT B I, XOFIEZRTLET,
1. BB Dsyslogt—/NIZBEIL F T,

2. More Options 7 4 2> Delete D JEIZEIR L £F, BENRTRENET,

A Delete syslog server?

Syslog server will be permanently removed from the system. This action cannot
be undone.

Cancel Delete syslog server




3. Delete syslog serverz 7 1Y VL&Y,

ToOTF4EET1EOY

TOTAET1EOTE, CiscolQICE TR A—HT Va2 e BEOFHABRERERHULET
o ChIZKY, PHAUYNEBERI-HTIOTAET A 2EWHL, EBRMEHIBITERT,
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&g System Settings Activity & Logs

Local ldentity & ) Search = Filters 735 results
Access

Email User Date Activi Reportin Affec Acco @&
¥ Connection Management and... ty... [ ted... unt...

admin Local A.. 2026-0.. data_ac.. a7498d.. Upgrad... Default...
Activity & Logs

admin Local A... 2026-0.. data_ac.. a7498d... Server Default...
System GET /... admin Local A... 2026-0.. data_ac.. a7498d.. Upgrad... Default...
Configuration

admin Local A... -0.. data_ac.. a7498d.. Upgrad... Default...

admin Local A..  2028-0.. data_ac.. a7498d.. Upgrad... Default...

admin Local A... 2026-0.. data_ac.. a749B8d.. System... Default...

admin Local A... 26-0.. dala_ac.. a7498d.. Server Default...

admin Local A... =0... data_ac.. d7c5e5... User Pr... Default...

admin Local A... 2028-0.. data_ac.. a7498d4... Banner 04 Default...

admin Local A... 2026-0.. data_ac.. d7c5e5... AP| Res... Default...

TOTAET1 O %ZRTTBICIE, System Settings X — 1 — A S Activity & LogsZi&IR L &
ED

ToOTa4ET&OY

c 7AINE, R=DF—232, REBEZYR—IL., FRORZELERZRZZICLET,
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RDTANEAT> 3V EERATEERY,
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1. System Settings T, System Configuration > IQ Connectivity® JEIZEZIRL £7, 1Q
Connectivity R —I A" RRENE T,

2 Systom settings > IQ Connectivity © comnses
vice connactivity

W and Manage your devic ¥ sattings and configuration details
&' Connection Managemant

& Activity & Logs

System
¢ Configuration

System Seitings % € 10 Connectivity

Connectivity Settings
Connacthon Managaoment

Activity & Logs @) Enabie proxy

Proxyfhostrnama [P
System
Configuration

() Enabie authentication

Username

Pastword




MBI UTHMAZEHRLET,
4.[Savel 2V Y ULERT,

BEHREE (T-F2IRE)

Cisco IQLinkld., XY ND—0F—RREAOFTLIAYI1—>2320T, 1 2T7FANT
DF v Z2FHMICTRILTDRSICHRIFE N TVET, Catalyst CenterdS & U'Direct ConnectionZ
NUTTF—RZPRELET, XY ND—IRAETFNA ARBOEEF ENBRILEhET, T
—XPNEOBROBEZRICRALET,

c JLFUIYIIEY NOER : XY RDT—OFNAAEBEITDLHOFEE7O8IL(1
& Z . Simple Network Management Protocol(SNMP)v1/v2c/v3) &SI LE T, =F 1 1)
TAV—2FERAT—>3 &L T ¥ ) Z2—rn{tT B E ( "Sandose-
SNMPv3, &), 120047 —>3>TNATD—RZEHL, BETHIINTOT/NAA
CEEZEHBNICEBIDCENTERT,

« BRBEHREAARINIICIVED T TS . ERBEREY NEA RV NUEBEICIYEY
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BERIFRDEM

T—RREZRTIZICR. RYICEBRBREEMIZIHLEN HYVET, RlFHRZENTSIC
k. ROFIEZETLET,

1. System SettingsA* S, Connection ManagementZi#iR L £ 9, Connection Management/X
—INFRTRENET,
2. Credentials2 722Uy O LET,



Q Link

System Settings » Connection Management

Connection Management Connections Credentials Assets
Activity & Logs
Credentials

System
Conflguration

|

Mo credentials yet
Add credentials to start collecting data fram your assets,

+ Add cradantials

3. Add credentialsz 2 Uy 2L E 9,

1 Link

System Settings » 4 Connsction Managemant

Add Credentials
Connsction Mansgemant

Activity & Logs e . Credential Name and Protocols

System
Configuration

HTTRMTTPS

4. BHIZANDLET,

5 ZYTHINTOZ7ORINDFIVIORY VA EAICLET,

6. NextZZUY ULET,
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7.ERLEEZ7ORINOOTA 2V EHBEADLET,

8.NextZ2Z Uy ULET,

e 1Q Link

2 o System Settings » + Connection Managemaent

Add Credentials
&% Connection Management
- Credential Name and Protocols Specify IP Addresses
Included IPs
Enter Login Details
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IPEIFZEEZELE T, IPEIPYNARAVDEAEDEZEYR—NLET (TMIRH—RRKRREE
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v, BBRLTLEE L,

10. SaveZ# VU Y VL ET, BENFRTEh, TILFUIv )L FTLUAAL I RNENET

B¢ systemSettings > Connection Management
&% Connection Management Connections  Credentials  Assets

2 Activity & Logs

System

(] Configuration

Included IPs
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TLTFO Y IIHFEREIhET,

c BRIBUNZOFDT  BROERBREY MMM OOF/NA RAICERE DL, Cisco QT
FFNAAEDRBEBIEFICETVTETIhSDEREREY NEFMMALET. ATARRD
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s REDDVAIRA—R—F : BEIENEREDENRICE>TELRYET, ENrdik
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Catalyst CenterZ A L 1z7— X IXN&E

Cisco IQLINKD A ARV AT EIZ, &K20MCatalyst Center (T T AR ) ZHEHTEEXT,
Catalyst Center2 R L 1o 7 — ZURE .

1. System Settings» 5., Connection ManagementZi&iR L £ 9, Connection Management/R
—INFRTRENET,



Connection Management

Connections Credentials Assets

[3d Catalyst Center

Configured Connections

o connections configured yet
Scheduling

Discevery and Inventory Collection Times

Inventory collection  Dally at 0200 AM CEST

2. Catalyst CenterA 7’2 3>z o)y O LET,
‘tires 1Q Link

3 @ System Settings 3  Connection Management

Add Catalyst Center

Audit Logs

Connection Management IP address IP address [ FQDM

Systam
Configuration

Select credential

Select option

3B.IP7 RLAXLZIEFFQDNZA DL XT,
4. RAYTHIVVARD S, BEBAKOHTTPHTTPSLF o v )L Z2BRLET,

5 [Submit) 20 VY I LET, MENFRTRENET (RR7ISHI/NDDEENFHYVET ). #
L <JEnE hizCatalyst Centerld. Configured Connections® FICKRRENET,



2 1Q Link

dg System Settings > Connection Management

&% Connection Management Connections Credentials Assets

e Activity & Logs
il Catalyst Center |1| Direct Connection

System
ﬁl ¥

Configuration

Configured Connections

Catalyst Center @ 1instances connected

Scheduling

Discovery and Inventory Collection Times Edit

Discovery Weekly on Sundays at 04:00 AM CEST

Inventory collection  Daily at 02:00 AM CEST

6. ALV 3a2ZATTZ1—-I)LEY, FlllF, TAT231-V>2T, 2ZRLTSEEL,

N ECisco IQLINKEBBIRT S 1— UV YRETERNRESNTHY . YAFLARTT AL
NOBBIRERT S 1—LEBBLET. ATT1—LERELT. BEBOBHEE XV TF
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EEE3E3

EEEGEOTFNAAZEBMTSICE. XOFIEICHVET,

1. System SettingsA* 5. Connection ManagementZi#iR L £ 9, Connection Management/X
—INFRTENET,
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dg systom sattings Connection Management

.‘r‘

[+ ions C i Assats

£ Activity & Logs

[3€  Catalyst Center : i
@ System

Configuration

Diract Connection

Configured Connections

No connections configured yet

Seheduling

[Discovery and inventory Collection Times Edit

Discovery Weekly on Sundays at 04:00 AM CEST

Inventory collection  Dally a1 02:00 AM CEST

2. Direct ConnectionZ2 27 U YV LE T, BEEER—INIRTEh, T—XZNETHLHD
2oDAFA T a VN RENET,

‘Ui 1 Link

‘0 System Sottings 3 & Connaction Managemant

Direct Connection
&% Connection Management

2 Activity & Logs Choose a Method of (®) Upioad afle () Specily individual dewdcas
Entry

Downilaad the te
o System
Configuration

plate and add your device Information. Then attsch the file below.

&

Cliek of drag fila to this area to uplosd
Oty anae CSV ik can be uplosded. 10,000 arvets madmum.

3. Choose a Method of EntryDBHI A 7> a>&2 02U YO0, ROVThADEETT/NA
AZEEFELET,

“idy 1Q Link

‘0 System Settings 3 & Connection Managemant

Direct Connection
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