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MEHEFrFEI>Hm :

Is the WPS Can the WPS feature
Product Name | feature enabled be permanently
by default? disabled?
Access Points
Cisco
WAP4410N ves No
Unified Communications
Cisco UC320W |Yes Yes (See Note 2)
Wireless Routers/VPN/Firewall Devices
Cisco RV110W [Yes Yes
Cisco RV120W [No Yes
Cisco SRP521W]Yes Yes
Cisco SRP526W|Yes Yes
Cisco SRP527W]Yes Yes
Cisco SRP541W]Yes Yes
Cisco SRP546W|Yes Yes
Cisco SRP547W|Yes Yes
Cisco WRP400 |Yes No
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Is the WPS Can the WPS feature
Product Name | feature enabled be permanently

by default? disabled?
Cable and DSL Home Access Products

Cisco Under Under Investigation
DPC/EPC2320 [Investigation
Cisco Under Under Investigation
DPC/EPC2325 |Investigation
Cisco Under
DPC/EPC2325R L Under Investigation
5 Investigation
Cisco Under Under Investigation
DPC/EPC2420 |Investigation
Cisco Under
DPC/EPC/DPQ2 L Under Investigation

Investigation
425
Cisco
DPC/EPC2425R |2 N9e Under Investigation

Investigation
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Cisco Under Under Investigation
DPC/EPC2434 [Investigation

Cisco Under Under Investigation
DPC/EPC3825 [Investigation

Cisco Under Under Investigation
DPC/EPC3827 |Investigation

Cisco Under

DPC/EPC/DPQ3 L Under Investigation
925 Investigation

MeSSHENFEL ZVEMR :

Product Name

Access Points/Wireless Bridges
Cisco AP541N Does not support WPS
Cisco WAP200 Does not support WPS
Cisco WAP200E Does not support WPS
Cisco WAP2000 Does not support WPS
Cisco WET200 Does not support WPS

Unified Communications

Cisco UC500 Series

Does not support WPS

Wireless Cameras

Not Affected Reason

Cisco WVC210 Does not support WPS

Cisco WVC2300 Does not support WPS
Wireless Routers/VPN/Firewall Devices

Cisco SA520W WPS not enabled by default

Does not support PIN-ER configuration Mode
Does not support WPS

Cisco RV220W

Cisco WRV210 Does not support WPS
Cisco WRVS4400N Does not support WPS
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BEEKXRVYTINIIT :

Fixed Software
To Be Released

Product Name
Cisco WAP4410N

Cisco RV110W
Cisco RV120W
Cisco UC320W

To Be Released
To Be Released
To Be Released

Cisco SRP521W To Be Released
Cisco SRP526W To Be Released
Cisco SRP527W To Be Released
Cisco SRP541W To Be Released
Cisco SRP546W To Be Released
Cisco SRP547W To Be Released
Cisco WRP400 ETA: February 2012
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Revi (2012- Updated the Can the WPS feature be

sion |[[February- |permanently disabled? column of the

4.0 |29 table in the "Vulnerable Products"
section for WAP4410N: changed from
Yes to No. PSIRT would like to thank
Bill Sanderson for pointing out this
document error. Corrected the "Fixed
Software" section to include the full
product name of the WAP4410N.

Revi |2012- Updated text for clarity. Updated the

sion [[January-27 | Cisco UC320W WPS Disable status

3.0 to Yes due to release of
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DisableWPS.pmf. Added Cable and
DSL access products currently under
investigation. Added a link to Linksys
product documentation.

;i: 2012- Updated information for the Cisco

20 January-18 | WRP400.

Rew 2012- Corrected text mistakes in

sion .

11 January-11 | researcher's name.
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sion Initial public release.
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