Cisco Catalyst® & OFRugged> ) — XA A Y F
FCisco IOSXEV 7 R ITDEF1T77—h
INAINADRESS M

7 RINA Y1 —ID : cisco-sa-xe-secureboot- CVE-2026-
Hi gh bypass-B6uYxYSZ 20104

#1~B B : 2026-03-25 16:00

/N—>32 1.0 : Final

CVSSAO7 :6.1

[538 %X : No workarounds available

Cisco /N7 ID : CSCws75667 CSCwr77016

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

Cisco Catalyst 92002/ ') —X A4 ¥ F, Cisco Catalyst ESS9300L R FY R J—XAA Y F

. Cisco Catalyst IE93108 &K T¥IE930fCisco IOSXEV 7 R I T 707 — R NO—XRIZH T2 HE5EM
20 Rugged> 'J—X A4 ¥ F. Cisco IE35008 & TFIE3505 Rugged> ') —AARA ¥ FTlk, LA
MSHERZF OB N TVAVO—ANIIOKEE, FLREEIETNAACYNENICT AT
BPRATNTVEVKEESN, 7—MNRICEBEOI—REZRTLT, FEOFI—2HIETS
AREMN B ET,

COMRFEERF. 7T—REOY TRV ITORIANF T T2 THRIEICRBALET, REERF, &
HFNARACO—RENENAFVEREL T, 7—RNTOELARICRTEhIEEHTF IV Y
D—EENANATBEICKLY, COMBPUEEREFNAIZAEMNBYET, T7ATOA
NCEZhT R E, WMEBEE, CiscoBBNEANA—DZRTIZDENZOBIDH ] —RERTTE
DAREMLS BT,

AR ZOEFIVTATRNABFUOAOTIC "4, TERAEL THL ®OSecurity Impact
Rating(SIR)ZEIW 4 TEL . Chid. COBBHRICE> THEENFF/NA ADETELEF 1
TABEENANATEDRSICLBDLEHTT,

SAARCOMBHEICHOTEIVYTIRNIITTFTYTTF—REV)—ALTVWET, COMEFEHEIIC
Mg REBREHKE A

COTRNAFIEK, ROV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xe-



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xe-secureboot-bypass-B6uYxYSZ
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCws75667
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwr77016
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20104
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20104

secureboot-bypass-B6uYxYSZ

COT RINAHFJE, CiscolOSBRTIOSXEV 7RIV IT7OEFIVFAT RNAFUNR
ILRED2026F3AV ) —AD—FHTT, chSOF RNAFVEVIOO—BIZOVWTE, T
Cisco Event Response: March 2026 Semiannual Cisco I0S and I0S XE Software Security
Advisory Bundled Publications ZZ8BL T &L\,

HUHR
Bt sH2HMm

COMEMIE. F/INA AEREICEEZLKL, CiscolOSXEV7RIJIT7DOMHEHEOHZ I I)—A
BETIDRAOATERICEEEERFT,

« Catalyst 92003 1) —X A A Y F ( 9200CXEB KV'9200LAA Y FZEL )
« Catalyst ESS9300 TARFY R =X RS Y F

« Catalyst IE93108 KU IE93208 ALV —X AL Y F

+ IE35008 &K FIE3S05 AN ) —X RS Y F

FESSMEANEET S Cisco V7 RDITVI—RICOVTE, COTRNAMHFUD TBEZFHKY
Z2h0IF7, €923 F5RBLTLKEEL,

feBtEEATVAVW S EfEFEEh-REA

COT7 RNAFUDHBEOHIERBA I I VICIARENTVRREETA COMEED
HEEZ B ENHSNhTVET,

DA, CORBENIUTOAARRICEFELZSEZ BV EEZRABLEL L,

«I0SVY7KDIT

s COTRNAHUD THE DHBIHEGB BV VICRBENTVWB TN AUND
FNAATERITENTVWBIOSXEY 7 RNIIT

« IOSXRVYZ7KDITF

*« NX-OSV7h0I7

o] 5 3R
COESEEICNTIERKEHEEA,
BEZFARVYTITNDIDIT

SAOTER, MBERPEMEK (ZHIREE ). BERAVYTIRIITII-ANOTYTT
L—RAFATREICEZETO—HHNEBRETHIEEATVERT, COMEMZEZZTLICEE
L. X7 RNAMHFUICERFEENTVBRRSBFROVAVZRBETD2OHIC, AOTR, &7


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xe-secureboot-bypass-B6uYxYSZ

RNAHDICERBENTVWBREBEBFTAYTIRNIITICTYTIL—RIBDEeEB<SHERLET

o

CiscolOS BV IOSXEV 7RO IT

BEERN CiscolOS BLVPIOSXEV I NIV ITORBHICIZIERENOTREMZHMTESD KRS
2. A& Cisco Software Checker ZHLTWET, COY—ILEESET, BENY T
ROITV)—ARIIEETRZIANTCOADEEF1)T14 FRINAFVZKRRTE, ThETELhD
TFRNAFUTERENIZMHEEZMBEL HEADDO U ) —RX ( "FirstFixeds ) ZBETEEXT

o Fh., YT BHFEICIE. Software Checker ICK VW HBIEN=INXTOT RNAHICRRED
TXNTORBUENMMEEETNZHRID ) J—RX ( "Combined First Fixed, ) ZHEFETE X T,

COY—)LZFEATBICIE. Cisco Software Checkery R—Z DFBIZHWVWET, HDVIE,
ROT7d—AL%ZFERALT, ADEF21UT1 FRNAFVICERETRDVI)—ATHBIHLESH
ZHALET, cOT7F—LZFEATRICE. XROFIEICHWVET,

1. Y=ILTHREITDTRNAFVZERLET, COTRNAFUDGK, 2F1 )T 1 ZEFF
i (SIR) A "X, Fizld "E1 OTF RNAHUDHK, IXTOFT RNAMHFUOVTFhH
T9,

2. ) —ZES (i : 15.9(3)M2. 17.3.3) EAHL £,

3.[FTYYU (Check)]| Z0UYOLET,

2 Critical,High,Medium
CDOT RINAHF DM

Check

FTEMASH E NAHER

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ HFUIZEBEEhTWVS
EHEEOTEFAEFPTOLAREEEL TLVERE A,

H B2
ABBEG, SATRBTOLFIUF« FANCEI TREENEL L,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xe-
secureboot-bypass-B6uYxYSZ

X E] B



https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xe-secureboot-bypass-B6uYxYSZ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xe-secureboot-bypass-B6uYxYSZ

N—>3a> B o3y AT—RA B+

1.0 AERE)U—A — Final 202653 H25H

AR

AT RNABVRERLEODEDE L TIRHLTHEY ., WL BIBEORILEETRRIDENTE
HYERBA, ETRNABTVOBHBBICVIVDOERICETZIREN—IFTNhSOEREC
HB2ENDELERT, T, DATRBAERFIXNOABRZFESRLICEEL LY, EFLLEY
TRENEBLET,

AT RNAF)DORRNBICEL TIHREE O URL ZEBEL, BOEHEPERZRL 258,
HUANEBLIEBEREGRBEENERA. TS LEERE, BRR[FEsIERILEY, EEX
BHAXELTVWEY TRAEMEA DY ET. CORFIXDMOBRE, ATIRHAOIVR
A—HZXHRELTLVET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



