Cisco Umbrella{R¥ 87 75 A T7 2 ADERFHED
AEE5

T RINA 1) —ID : cisco-sa-umbrella-priv- CVE-2026-
Mediu sc-F4wJB7AU 20246

736 B : 2026-06-17 16:00

/N\—>321.0: Final

CVSSA7 :6.0

[E138 %K : No workarounds available

Cisco /N ID : CSCwt75291

BARBICIDERIE. RFRICIDEXDFLAXLSLERTHY, REFEXEDODETH
BOEHENH2HEICE. RERNAIBELET,

B=E

Cisco Umbrella{R#87 7°Z 4 7 > A(VA)Dvmadmin CLIOMEEHIC &KV, RBIEEThAEO—HILD
REENZETNAADERZARITDUREMEN BV ET,

COMHEEE., I—UPEETZH AN ROBRIEN T+ THDEICEBRELET, vmadmint&
BREFODWEEEF., CLITHEEN AN RZFATRICEICKRY), COMBHEZTEFET S 8L
MABHYNET, TOATOA4ANCKIITHE, REE I EEZrootICEIRTEET,

JATDRCOMRBECHLTEDYTIRNIITFTYTF—REVI)—ALTVET., CORBMEIC
Mg REBREHKE A

T RNAFVE, ROV OKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-umbrella-
priv-esc-F4wJB7AU

=S m
IS0 & 2 R

NEBRTE., FNAADEREICAADLST, CDEFHMIECisco UmbrellaiR8 7 7S5 4 7>
AlCEEEEXTVWEL

COT RNAFVOLRAER/RTHRBEAFEIZZAOAVIRNIITII-ALO2VWTE, C
OT RNABVD "BERKVTIRIIT 0232V ZRLTIKEEZV, BEXTETEH
DEBMICODVWTR, COTRNAFUOLERICHZ/NT ID OFH LI I2ZEZSZRUTLKE
=L



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-umbrella-priv-esc-F4wJB7AU
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-umbrella-priv-esc-F4wJB7AU
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwt75291
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20246
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20246

fesSttZ2 2 A TVERVWZ EABREE NI RA
COTRNAFVOEBEOHZHBEISIVICVARENTVRHBEGA ZOBHEHED
HEEZHRENHMSNTLET,

=] 38 5%

COMRBFELCHLTDEBREH) EEA

BEZRVTRNDIT

SATOTE, EMEPENE (RLUTBHE ) & BERKYTRNIITIU—AANOT Y TY
L—RAFAAEICBEDIERTO—BFNEHERRTHDIEEATVEY, COMBEHEZTELICEIE
L. Z7 RNAHFVICRBEATVR LI BFROVAVZERT D LHIC, ZAOTRE, &7
RNAHDICEBENTVWBREBEBZTAYTIRNIITICTYTIL—RITBD xRS HERLET

o

BIEFEHR)—A

RITHRATRE., ROKICRTV)—ABRIIEETLE, REZTE2THRHOBWMICOVTR,
DT RNAFVUDOLEIZHZD/NT IDOFMEIZI2ZZRBLTSEZL,

ERAQOHICREIAOY 7RI F7II)—=R, ARIOHICEV I —ANZOFT RINNAH ) (CEREHE
NTVBBEEOXEZZTRIHNESH., BLUOZOMRBRICHTEZIBEEZST) ) —ANRE
NTVWERT,

Cisco Umbrella fR#8F7 7’54 7> AY 7 hJ T T |First Fixed Release ( S EE hi=&¥D 1) 1)
(ORVRVEWS —A)
3.85 &kV)aET 3.8.5

< A1 ® Product Security Incident Response Team ( PSIRT; ZAX O N £F¥Fa1UF4 422 F
MLARVAF—L)E., COTRNAFVICEBEEATVEIZRETE V) —ABREMBIER
A —ABHROAERIALET,

FTEMAEH E KRR

Cisco PSIRT Tld, X7 RNAHVICREE N TV IMRBEOFERAESR T OLAKRIGHETIL
THYFEEA,

) 62

DA, COEFEMEERE L TV ALV Shepherd Center Hospital ® Tyler Brown £ (2 &5 L
ELET,



URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-umbrella-
priv-esc-F4wJB7AU

oG] B EE

N—>3a> B o3y AT—RA B+
1.0 AEARY ) —R — Final 202656 AH17H
F AR

AT RNABVRERLEODEDE L TIRHLTHEY ., WHBIBEORILEETRRIDENTE
HYERBA, ETRNABFVOBHBBICVIVDOERICETZIREN—IFTNhSOEREC
HBDENELERT, Fh, DATRBAERFIXNOABRZFESRLICEEL LY, EFLLEY
TRENEBLET,

AT RNAF)DORRNBICEL TIHREE O URL ZEBEL, BOEHEPERZRL 258,
HUANEBLIEBEREGRBEENERA. TS LEERE, BRR[FEsIERILEY, EEX
BHAXELTVWEY TRAEMEA DY ET. CORFIXDMOBRE., ATDRHROIVR
A—HZXHRELTVLET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-umbrella-priv-esc-F4wJB7AU
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-umbrella-priv-esc-F4wJB7AU

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



