Cisco IOS XEY 7 ™ T 7 M Secure Copy
Protocolt— /N (Z & (% Denial of

Service(DoS)D 5514
T RINA 1) —ID : cisco-sa-scp-dos- CVE-2026-
Mediu uAdXtCg 20083

J/~B8 B : 2026-03-25 16:00
/N—>32 1.0 : Final
CVSSA7 :6.5

[538 %X : No workarounds available
Cisco /N% ID : CSCwr59895

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

Cisco IOS XEY 7 k7 T 7 MSecure Copy Protocol(SCP) % —/\#EEIZ & (T D REFEMHEIC K V), #ER
DEVEREEE N EO—HIILOKEEN, ZETFNA ALY —ERBEDoS)REES|ER T H
BEMNBYET,

COMEHEMGE. FTEBSCPEROFEYSREBISERLET., XEEE, SSHEN L THEPICH
TENEON RERTIDCEILLY), COMBUEZRENBIDAEEN B XTI, TTVA
704 RMNCENTRE, REERFTNAAOFHLEWIO—RZ5ERI I EATREICEY)
. FEREL T DoS REN RET DA BV T,

SAOARCOMBHEICNTEIVTIRNIITTFTYTF—RE))—ALTVWET, COMEFEHEIIC
MuFREBREHKE A

COTRNAFIEK, OV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-scp-dos-
duAdXtCqg

COFT RNAHF U, CiscolOSBELTIOSXEV 7RIV ITF7OEFIVFATRNAFUNDR
ILABED2026F3AV ) —AD—ETT, cNSOT RNAFVEVIOO—BIZOVWTR, T
Cisco Event Response: March 2026 Semiannual Cisco I0OS and I0S XE Software Security
Advisory Bundled Publications ZZ8BL T &L\,

ST


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-scp-dos-duAdXtCg
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-scp-dos-duAdXtCg
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwr59895
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20083
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20083

fesEtnH2HRm

NERR T, SCPH—/\EENBMICHE2>TVEHES., COMMIEMEEFCiIscolOSXEY 7 KD T
TI_EE=EZS5ZFL I,

FESSMEANEET S Cisco V7 RDITVI—RICOVTE., COTRNAMHFUD TBEZFHKY
Z2bh0IF7, €023 F5RBLTLKEEL,

SCPH—/\ERXEDRE

FINA ATSCPH—/\ANBRESNhTWVWBIAES A ZHEERT S IZIE. show running-config |
include ip scp serverenable N> RZFEALE T, HHEThBDFES. T/N1 ADSCPH—/\
BEFrBMCE2THEY ., COMBUEOEEZZTET., RICHZRLET,

<f#froot>

Router#

show runni ng-config | include ip scp server enable

ip scp server enable
Router#

HAFBRENBEWEE, TNAARCOMRBEOXEZZITEEA,

EBEMZEATVERVWC ENEREEhERR

COT7RNAFUDHBEOHZIRBA I I VICIARENTVRREETA COMEED
HEEZ B ENHShTVET,

DA, CORBENIUTOAARRICEFELZSEZ BV EERABLEL L,

c IOSYT7RKDIT
+ IOSXRY7 KT
*« NX-OSVY7hoI

2] 38 2R

COMRBEEICHNTIERREHY)EFBA, EEL, BMERXEL T, EBENSHEEXEC CLIOY
74F1L—>327Y > Rnoip scp server enableZ £ L TSCPH—/N#gE 2 BMICT D &
NTEET,

7
7

COBMKRBEFEAZTNTHY, TAMRETRELDZFXTIN, $FKE, CEAORELS LT
FERAFHFCEVTERAME AR ZHMITIZEN BN ET, Kk, EATATVIEBREL



FEMED, BEEBEOEASFTVABLTHIRICEIVT, XY NT—TOMBEEX/NT #—
NOALEREZRIFITUARENI BB EICTELTLSESTY, EBERXEMNERE., CEADR
BADEBEAMEREANOFEZTIML AABTEALTLSEETL,

BEZRYVTRNDIT

JAOATE, EEEPENE (ZYTIES ). BEBFXYTIRIITIUI—RAOTY 7Y
L—RAFIBAEEC D ETCO—BNEBRAE CHDIEEITVET., COMRBUERSICBE
L. Z7 RAMHVICRBENTVRESBEROURIEBBTZEHIC, SAOTR, &7
RANAHUICRBENTVBBESAY INIITILTYTIL—RIDEEB<HEBLET

o

CiscolOS BT IOSXEV 7 RNDIT

BEEAN CiscolOS B8RV IOSXEV IRV ITORBUEICIZDBEREOAMREMZHMTESD LS
2. > A& Cisco Software Checker Z##HLTVET, COVYV—IEZES LT, HFENOY T
ROIFVJ—AICEETZDINTOIAD F1UT1 FPRNAFVZRETE, Th¥EhO
TPRNAFUTCERENEHBHEZBEL HRIDJI)—RA ( "FirstFixedy ) ZBETEXT

o EFl, ZYTBBEICIE. Software Checker ICK W HBlIENE=IXTOT RNA Y ICBEHD
TXTORBUENMMEEETNZHKRID ) —XA ( "Combined First Fixeds ) ZEFETEE T,

COY—)LEZFEATBICIE. Cisco Software Checkery R—Z OFIBICHVET., HD VI,
ROT73—L%ZFEALT, DAOEF21 T4 TRNAFVICEZHETD V) —ATHIHESH
BERLET, COT7A—LEZFEHATIICE. XROFEICHWVWET,

1.Y— )L TRETZTRNIHUEBRLET. COTRNIHFUDEK, EF1T 1 FET
fli (SIR)A TEKXL FF "T81 O RNAHFUDOHKE, IXTOT7 RNAHFUOWTFhH
<7,

2. J1y—RAEE (il :1593)M2. 17.33) BEAHALET,

3.[FT Y% (Check)] &Y UYHLET,

2 Critical,High,Medium
COT RNATFDHk

Check

FTERASH ENNRER

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ HUIZRBEEhTVS
ESEMEOTERAEFHPETOLNREEEL TLEE A,



https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr

) 52

— MAfEEEM (L. Cisco Advanced Security Initiatives Group(ASIG)DT. VEIC KB HREPEF 1) F 1
TARNTREEhEL I,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-scp-dos-
duAdXtCqg

G B

K=o SE: £ovary | AF—22R A1
10 AEABIY 1 — R — Final 2026438258
MARL

BT RNAFVIERILEDEDELTIRELTHY, WABZIBEORIAERKRIZENTE
bYUEEBA, ETRNABVOBBBICVIOERICETZEENO IR ThSOEREC
HBDENELERT, Ty DAORBRAERFIXVNORABTZFERLICEELLEY, EFLLEY
THRENEZBLET,

AT RNAF)ORRABICEL THEREFE O URL ZEBEL ., BiOEHPBERZRL 1255,
HUANEBLEBBREFIRBZENERA. TOLEBRE,. BRR[FZEsIERILLEY, EER
BHARZBLTVWEY TR BN ERT, CORFIXDMNOBRE., ZATDHROIY R
A—HZXHRELTVET,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-scp-dos-duAdXtCg
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-scp-dos-duAdXtCg

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



