Cisco NX-OSY 7 R I T ONX-APICH (TS 1)
EF—MNI—RETORIEMN

Advisory ID : cisco-sa-napi-rce-r2shwu2j  CVE-2026-
#1~F B : 2026-10-07 16:00 76471
@ 7E::2026-10-08 14:11

/N—>32 1.1 :Final

CVSSAZ7 :9.8

[E]38# %K : No workarounds available
Cisco Bug ID : CSCwu46199 CSCwu58579

P

BAFEORRIEIEXDEFBDOIFLASHRTT, BAFLHEFON-32ICH
NH35HEF. REBEON-—a2HFEEEIhET,

BE

Cisco NX-OSY 7 R T 7 ONX-APIHEREDETMHEIC KV, BAE N TLVBEWIE—NOREEN
. TOotERTEENI—RZERTLEY, BRETNAATH—EABLEDoS)yREZS|IERL I
WIBDEREMEN B KRT,

CORESEMHEF. NX-APICEFENDZT—RXODAIRKRIAN T+ THB I EICBALET, WEE
. ZYF/NAAONX-APHCTHBICHITE NAEHTTPERZXETHZEICLY), ZOMmHEM%E
FENBAITHAEEN BV ET, TVATO4M NIRRT E, B ERFIIL—MMERTEEZEN]
—REZEFTL, 7O0CLADISYI1%5|ERITENTEEFT, TOHER, N4 AN UO
—R&Eh, DoSIRENRET B UEMENHY ET,

CORBECHLTEDYTIRNIIT TYTTF—RE, ITICARONSVI—-RERTVET,
COMBECHLIZERREH KA,

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-napi-rce-
r2shwu2j

K7 RNABFVE—EDT RNAHFVDO—FTT, ChSOT RNAFUEUIO—EICDOW
Tlk. 2026%F 1087 H 31T D Cisco Advance Notification, Security AdvisoriesZZ8B L T & ()
o CiscONX-OSY 7 RDVIT7OHREREMBETOTSLAOFEMICOVWTIE, FCisco NX-0SY 7
hOIT7EFIVT 458U IJ—R : 20261084 Z5RL TS EE )\,

ST

FESStED & 2 R



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-napi-rce-r2shwu2j
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-napi-rce-r2shwu2j
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-notice-fBn58ELx
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-notice-fBn58ELx
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-notice-fBn58ELx
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-nxosw1-cWzSbtR
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-nxosw1-cWzSbtR
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-nxosw1-cWzSbtR
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-nxosw1-cWzSbtR
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-nxosw1-cWzSbtR
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-nxosw1-cWzSbtR
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwu46199
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwu58579
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-76471
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-76471

CDIEEEME, CiscoNX-OSY 7 NI ITDESHEUNEETD ) ) —AZRTL., NX-API#AE
FEMCEL2TVRIANDIAIRBICHEEERET,

+ Nexus 3000/ 1) —X A A ¥ F(CSCwu46199)
« AZ 2 RF7AYNX-OSE— RMDNexus 9000/ 1) —X A4 ¥ F(CSCwu46199)
« UCS 6300 )—X777 Uy U422 —"1%% NCSCwu58579)

7 : Cisco Nexus 30008 & U'9000> 1) —A A A Y FTlk, NX-APIBEEFT 7 # )L N TERDIC

B2TWET, CiscoUCSB300—RT7 77 Vv 04 Z—0FVNDHE, COMMHEHEE
TOA7O4KRTBICIE, BITEROEBRVWI—FILFUIVYINFVETT, chid, Cisco
UCS Manager XML APIZ ML TRITENET, XMLAPIRTF 72 NTEMICE>THY), #
BEEADTICEMCTDLRFTEEEA, CORBIAEHICKY), Cisco UCS 6300 1) —X7
T7VY O Z =10 MTlk, ZDAfEEEH D Security Impact Rating(SIR) A" HighlZ TA"V) &
£

ESEMATEETD Cisco VIRNTIITIUU—RAIZDO2VWTR, COT RNAHF)DBEZFHRY 7
RoOIT7E923a E28BLTLSEEL,

NX-APID AT — 2 A DR

Cisco Nexus 3000 7190003 1) — X A4 Y FTNX-APIEEN BMICREE A TVWIHNES
H &R TSICIE, Cisco NX-OSDCLIA Sshow feature | include nxapidNX > REFEALE T
o ROBlE, NX-APIBEENBMIZBE>TVDRIYTFASOENZERLTVET,

switch# show feature | include nxapi
nxapi 1 enabled

fEsStZEATVWEV RSN EREA

COFTRNAFVDO "THEEOHZ2Hm, £V 3VICRESNTVWIEHBOKY, DS
MOEEBZZITREN DA >TVET,

AT, COMRBUEAUTOADHMICEREEZEA BTV EZRIELIRL L,

» FirePOWER 1000 >1)—X

« Firepower 2100 > 1) —X

« FirePOWER 4100 >\)—X

- Firepower 9300EF 21 UFT A 7754 TV A

« MDS 9000 ) —XINLFLAY R4 YF

« Nexus 7000 ) —X A Y F

« ACIE— R®Nexus 9000 U —XT7 77UV DALY F


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwu46199
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwu46199
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwu58579

« Cisco Secure Firewall 200 /1) —X

« Cisco Secure Firewall 1200 ') —X

« Cisco Secure Firewall 3100 ') —X

« Cisco Secure Firewall 4200 ') —X

« Cisco Secure Firewall 6100 ') —X

« UCS6400 V=X T777Uv O 42R2—=0%U K

« UCSB500 =X 777Uy o 422—=0%U K

« UCS6600)—X 777V 42 2—1FU K

c UCSXZU—=XBALIKNTF7TIYY 422 —0%Y N 9108 100G

5] 36 R
COMBEICHNTIEREEH EFBA,
Live Protect >~>—JL R

AT, CiscoNX-OSY 7 RIJIT7ODMfHEMEEZ —RNICEMTS-HIC,. CVE-2026-
76471 DLive Protect>— )L RZ D1 —ALFL I,

Cisco NX-OS ¥V 7 R T 7 D Live Protect ®EEMIZ DWW TIE., TCisco Nexus 9000 Series NX-
OS Security Configuration Guides ZZBL T &L\,

X : Live Protect >— LRI, Y7 RIDIT7OEFNFFEECNDETOE, TOFX+vY I %21BHD
FOO—BNEZEMETT, COMBUEERBETDICE. COTRNAFUO EBEEZEHRY T B
DIF, 02 aVICREENTVBRBERAYTIRNIITIV—=RICTYTSIL—RLET,

BEZRYVYTRNDIT

AT, EERXENR (RHETHEE ), BEBEHRYTIRIITVI—=—ANOT Y TY
L—RAFATEICEDETCO—RNEBARTHDIEEATVET, COMBHEEBEL, K
T RNAFVICRBEhTVBRISBFKROV AV ZEETH-HIC, AT, K7 RINA
HYICRBETNTVBRBERARY IRNIITICTYTIL—RIDEEZBSHERELET,

CiscoNX-OS VY7 khox7

BEHEN CiscoNX-OSVY 7RI ITOMRBUICIZIEENTREMZHMTERLSIC, AR
Cisco Software Checker Z#H L TWET, COVY—IEZESET, BENOY I RTIITFTUL
—RAICBEETRIINRNTOIRAOEFI)T A TRNAMPUERRTE, ThEIhOT R/)NAH
TERENHBUHEZEELEHRADUI)—RA ( "FirstFixeds ) ZBETEXT, T, &ZH
I 25 A1k, Software Checker IC K WHIBIENETXTOT RINAHUICERED I NTOIETE
HAMEEENIEHAD' 1) —A ( "Combined First Fixedy ) Z4ETZEET,

DY) %EFERATBICIE. Cisco Software Checkery R—Z OFIBICHWVET ., £HE., X
N7 A—LEFEALT, BEDYIRNIITII-AICHELZREFTHRBIREZRELET, D



https://software.cisco.com/download/products?swtypemdfid=286346710&relver=10.6(3)
https://software.cisco.com/download/products?swtypemdfid=286346710&relver=10.6(3)
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/security/cisco-nexus-9000-series-nx-os-security-configuration-guide-release-106x/m-secure-nx-os-with-live-protect.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/security/cisco-nexus-9000-series-nx-os-security-configuration-guide-release-106x/m-secure-nx-os-with-live-protect.html
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x

7#—LZFERATZICE. ROFBEICHVEXT,

LY=L TRETBT RNCIFUEBRLET, COTRNAHUOK, £X1UT « HET
fi (SIR) # TEAR, 16 "B1 OF RAXAHFUOE, IXTOF RACFUOLWT IR

T9Y,

2. ZHITBYV IRV TZEBRLET,

3. EXHITBTTYNTF—LERBIRLET,

4. 1)) —ABEZANLET, & XIE, CiscoNexus 3000 > —X AA4 Y FNHER
10.4(4). ACI E—R® CiscoNX-OS V7 NI I 7 DFEF 16.0(8e) TH,

5. [FTYv Y (Check )| Z0UYOLET,

2
COT RNAHFDOHK
H5WBRTTYRNTH—A

Critical,High,Medium

CiscoNX-OSY 7 koI 7F

Check

CiscoUCS Y7 RhDI7T

RDRTE, EOHICZATVYTRIITII-ARZRHLTVERT, HDFIE, VJ)—AHC
DT RNAH)ICRBENLRBUEOHEEZTIHNESH, BLPCORBHICHITIEEE

BURYIOVI—AZRLTVERT,

UCS 6300 —XT777VYy 0422 —0%U K

CiscoUCS V7 hoxTTF7U)—RA

E1BERAII—A

4.2 LLRE]

BIEFEK ) —AILBIT,

4.3

4.3(6j)

< A0 Product Security Incident Response Team ( PSIRT; Z7OX Y N X1 UF4 4 2 F
URNLARVATF—L)IE, COTRNAHFVICREBEThTVEZETI V) —ABHREEIER

AU —ABHBOHERILEL T,

FTEMAEH E NAHER

Cisco PSIRT Tld. X7 RNAHVICRHE N TVIRBEOFERAEL® T O AKRIGHER

THEWEREA,

EETT


https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr

RS, SAORBTOEFIUT A TANIK>THREREAEL L,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-napi-rce-
r2shwu2j

oG] B EE

N—3ay SRER o3 Status B 1+

1.1 BEZEAV)—AOREEH [BEEAY T RNIITF |Final |20265E10H8H
1.0 MR J—RA — Final [2026%F1087H
F AR

V7RI T7OEIO-RBELTTIZAILYR—bK

Cisco.com ® Y AAHR—K & A ITVO—RR=DIZEF, S4AEVAEXTO—-RIZBET 315
WHARHENTVET, COR=DIZEF., YI1TF/N1 A (MyDevices ) V—IZFERATH2EEFHK
NDHAERI—FTNA AP R—NEBRERTTEET, BEENYVIRNIVITERX D O—RTE

20k, DAONSEE, HH VR AOAREBREEZEX S AOREN—MF—ZBU TFHES

NEEDOT, A2 ANBIBREDICRYET,

DA SEEBALELA D AOAOY—EAZNZZAMAVEEZVTVEVWES, £, —K
N=—TFTARVA—NDSBEBALVLENFMrMEEZRVY I RNIVITZBAENSAFTERVESWE. Cisco
Technical Assistance Center ( TAC ) ICB#& L TT7 Y7 IL—RZAFLTILKEEY, EETY
T7OL—ROFVREBTHDCEZMEALTVELELSEDIC, ROV TILEFTE, KT RN
AH)DOURL 2 AELSEEV,

VIRNDITFOTYTIL—RZERFTTHERICIEK, BEITHIAOARBOT RNAH) 2 EHH
ICSRLT, BREZZTHAHMETYTIL—RYV1I—23>—REHERLTLILEEL, W
ThOBEE, TYTIL—RIBFNAALLTHBXEINf D, BRTRED/\—RD
ITEVIRVITOBENFHRI))—ATEERMEELLSHR—RENTVDRELZ2tT7HICHE
LT EEV, FHAEKICDOWVWTI, Cisco Technical Assistance Center ( TAC ) £ L < (F£#
LTVWBXTFAZ7ANAM A —ICBBUVEDELSEETV,

R B O FF 4

AR, ARERNRCBREENNOEEHICEIZRIAZED,. ARHNLRRND, ZEAD
T, WHBIBEORIAERALEEA. FIRO—MBICREE D &<, 2RO, &F
HBOEREFILREITEMZRATIENTREH ERA, DTUVE TBRROKKR, Btz h
T KT RNABPUOBHRE LTI IVNERICEIZEED NI TNSOERELCHDE


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-napi-rce-r2shwu2j
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-napi-rce-r2shwu2j
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt

NDELET, ey PAORBRERFIXNORARZETFEZRLICEELLY, EFHLLEY T2
MEzBELEY,

AEFAVTATRNAMFVICEFTNZBEHROIAE—XELNICEK., BERBFZ5|ERL IV,
BEELBEHBAXREL VLY IBABEENBYET. KEF1 VT 17 RNAMHFUORKHIRICD
WTl, 220 FFa20)F4 FRNAHFU R=DEZTEL &, Cisco Product Security
Incident Response Team ( PSIRT; 7OX VN X1 UT14 412 F N LARY A F—LA
Y, COT RNAHFDICEBENTVWEIZRETDIV ) —ARBHREMBEZA ) —ABFROHAZ
AL ET, FHHEICOVTE, 2RAO0EXF 1T 1 BHEHARIS —2SRBL T EE L,



https://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



