Cisco ldentity Services Engine ® ') E— K~ J— R
EITOREEEM

Advisory ID : cisco-sa-ise-rce-se7bYUS57  CVE-2026-
@ #1/~B B : 2026-09-16 16:00 20307

/N\—> 32 1.0 : Final CVE-2026-
CVSSAO7 :9.9 20211
[E138 %K : No workarounds available CVE-2026-
Cisco Bug ID : CSCws25575 CSCwu26102 20176
CSCwu59400

P

BAFEORRIEIEXDEFBDOIFLASHRTT, BAFLHEFON-32ICH
NH35HEF. REBEON-—a2HFEEEIhET,

BE

Cisco Identity Services Engine ( ISE ) D#EBOMEEMEIZKY), BTV E—MOKREEN X
HFNAADEREBDIARL—TFTA VI ATALATEENIN REZETID AN B E
T, cNSOMRBUEETIVATOANRNTSDICE, REEFEVWEEEEOAT A U BEHREF >TL
PRENHYNET,

CNSDOIBBHEDOFMIIOVWTE, COFTRNAFUO TEFHER, OBEZSRLTSEZL,

AR NS OMBE®ICHNTEIY T RIITTFYTTF—REJI—-ALTVET, Ch5D
fEsSMIC LT HEBEREH) KB A,

COT RNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-
se7bYU57

COT RNAHVEE, PRNAFVDINL=—TO—HTT, ChSsOT RNAHVEVID—%8
I 2WVWTIE, 202649 A 16 H 31T O Cisco Advance Notification, Security AdvisoriesZ® S8 L T <
ZEW, 512, Cisco Identity Services EngineD & EMEEICDVTOEFDOMD RF I X NIZ
DWW Tk, TCisco Identity Services Enginetz¥ 1) F 1 58&{b!) 1) —2R : 2026F9H. Z25BRL T
<EEL,

ST

fEss D" & % R

Cho DSt F/NA ADKREICEFEEL, CiscoISE ICHEZEART,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-se7bYU57
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-se7bYU57
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-notice-jfxK98ZP
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-notice-jfxK98ZP
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-notice-jfxK98ZP
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ise-XU5EwX5T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ise-XU5EwX5T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ise-XU5EwX5T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ise-XU5EwX5T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ise-XU5EwX5T
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCws25575
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwu26102
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwu59400
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20307
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20307
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20211
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20211
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20176
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20176

MESSMEANFETS Cisco V7RTITVU—RARILDVWTR, COFT RNAFUDEEEZHKY T
hYITEI>a>ESRLTSEZL,

fEsEEZzEATVW RV RSN EREA

COFTRNAFVDO "IEMOHEIRE, €723V ICRETNTVIEHAOKN, ChED
MBEEOEEZZFAENf A >TVET,

—h s DiEFEH A Cisco ISE Passive Identity Connector ( ISE-PIC ) ICREL VW &k A
THBEATT,

A

ChSOIEFEHERFHKFERLCEERS, WFhLPOEMEZIIATO/4NTR-OICHIOMREM
EIVATOMRNIZHBERHNEEBA, Eloy ChSORBEOVThAICEKZETZDVY TR
IT7V)—ATE, HOMRHEICEZXILEVAREENHYET,

RESBEDFMEATOES)TT,
CVE-2026-20307 : Cisco ISE @) E— K J— REITOEEM

Cisco ISEDWebR—ABEB AV RXA—TIAAICH TDMBHEICKY), BIAEThEUE—-—NOKRE
EN, ZETFNAADERBEBDZARL—FT AT ATATEENIRN > REETTE S 8L
HABYVET, CORBPUEZFREFRATSICE. RBEEFDBLSEELEROBERVEEREILTY
AN EFEOTVWBHRENFHYET,

COfEEMERE, I——FRHL L Java/NA RARNU—LAANZRRICES DT It hazWl L
CERLET. XEEZE, BHRICHIch L UTIILEnE Java 77D T O NERETINA
AD Web R—AEEBA U R—TIAACERFEITREILKRY, CORBUEZIVATOCMNT
PAREMENDVET, TVATOM M ENTEIE, RBEEFTFNAALTEEOI—RERT
L. BRZIL—KNIHEBESEBRIENTERT, VTN /—RFTOMXVNTRE, CORREEH
MOTIOA7O4 NI TRE, FEEZZITSISE /— RAEATEICEY, Y —EAGE
(DoS ) REEICFED ATREMA BV T, CORETRE, REFRANATVEVIY RRAD N
/= RABERENDERTRYND—VICT IV EATERE A,

COMRBHEICRLIDYTIRNIIT FTYTTF—RE, $TICORAOANSVI)—RENATVET,
COMBEICHNTIEREEH) EEA,

IXT1D: CSCws25575

CVE ID : CVE-2026-20307

tF1UT «HEFM (SIR) : Ky
CVSS K—AA7 :9.9

CVSS X7 ~JL : CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

2

CVE-2026-20176 : Cisco ISE @ 'JE— N — RETOfEEEM


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCws25575

Cisco ISEDRESEMIC KV, VAT NV E-—PREEN, ZRATNAAOEBLEBRDIARL—F
AT ATATEROIN Y RZRTTERARMIBYERT, COMRBUEZFEFNATSIC
. REBEEQZANESRHENEREILTF VI VI EF >TLVRHRENHBYET,

COEHEMEE, I—HEEDANORIEN T+ THRIEICBEALET, REEF, ZETN
AACTHBICHIENEHTTPERZXETDZEICKLY, COMRBUEETENAT S TREMS
HWET, TVATOAMNIRITRE, WEEG, BREBDIARL—FTAVITATALILY
ATALLRILTTOEAL, HERZrootICEETERRDICBYET, 20T/ —REATE
. COMRBHEOFRERNBICKIITEE, REZZTBISE/—RFFEATERLEZY), DoSIREN
RETHUREMENI BDYVET, CORETIE, FERIECATVEVWIY RRAKMNE, /— R
BRENDBETERYNITI—VICTIVEATERE A,

CORSBHECHVTIDYTIRNIIT FYTTF—RE, ITICZARAOAS V) —RAREhTVET,
COMRBHIETLITIEEREHEEA,

JNZ'ID: CSCwu26102

CVE ID : CVE-2026-20176

¥ 1) 7 HEFE (SIR) : Haiy
CVSS KR—AR7 : 9.1

CVSS X% KL : CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

2

CVE-2026-20211 : Cisco ISE ®JE— M I— REITOEFH M

Cisco ISEDRESEMIC KV, VAT NV E-—PREEN, ZRATNAAOEBLEBRIARL—F
AT ATATEROION Y RZRTTEZARMIBYERT, COMRBUEZFEFNATSIC
. REBEEQZANESRBENEREILT VI VI EF >TLVRHXENHBYET,

COMfHHEE. HEEZ TRV INIITICLDIavad 7o IO NDERETHRVWTFIUTSAE
—2avICEBRALET, WEBHRK, BHRICHIEhESUTIIMtEnJavad 7o 1o M &Y
TFINAAZIEETADCEIICRY, COMRBUEZFRERNA TS IEEN BV ET, TIOA7O4 K
CHRINTDE, WBEFEBEBDIARL—TFTAVIATLAANO LY —LRIOTIOEAR%E
BBLTHAS, I—NCHERZFEIZDUEMEIr GVET, 22T/ —REATE., CORS
MORERAICKINTSE, FEEZTHISE/—RAIFEATERELSEY, DoSRENRKET DA
BEMNBYET, CORETR, FERIATATVEVWI RRA MK, /—RFETE1S
TFTCRYRND—DICTOEATEZFZE A,

CORSBHECHVTIDYTIRNIIT FYTTF—RE, ITICZARAOAS V) —RAREhTVET,
COMRBHIETLITIEEREHEEA,

JN%'1D: CSCwu59400

CVE ID : CVE-2026-20211

tF1) 7 ZEFE (SIR) : Haiy
CVSS RK—RRAO7 : 9.1

CVSS RX% KL : CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

2


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwu26102
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwu59400

2] 3 5%
SRS ORBRCHRTBEBEEHEL A,

BEZRYVTRNDIT

AT, EERXENR (RHETHEE ). BEBEHRVYTIRIITVI=—ANOT Y TYT
L—RAFAAREICEDETO—RNEBARTHDIEEATVET, ChSOMEBEZEEL
KT RNAHBFVICREETATVDERSBFROV AV ZE#B TS HIC, AT, X7 R
NAHVICRBEETNTVWBRBERXRYTIRNIIFTICTYTIL—RIBD e E2BSHERLET,

EEVI—A

RORTE, EQFICAD YT RIITII—RAZRBLTVET, D320 FE, U —
ANZCOT RNAFVICRBEAhTVIMBUENHFEEZZTEINEDSH, LTINS OMBM
CRNTRBEZEUCRADOII—AZRLTVET, COEIZIVTRIKLSIC, BEEIEELE
BHITRNIITIIV—AILTYTIL—RIBEZEHHLET,

CiscoISE U —RA (| DHRADEEZHI) | DRADEEZHKI ) | ORFOIEEZKI L
—A —A —A
CVE-2026-20307 CVE-2026-20211 CVE-2026-20176
3.1 &V B ﬁ?ﬁ&UU—ZE% ﬁ?ﬁ&UU—ZE@ BEEE M7 L
3.1 3.1/\Y F12 3.1/\Y F12 fesstEs L
3.2 3.2/\Y F11 3.2/NY F11 3.2/\Y F11
3.3 3.3/\Y F12 3.3/\Y F12 3.3/\Y F12
3.4 3.4)\NY F7 3.4)NY F7 3.4)NY F7
3.5 3.5/\Y F3 3.5/\Y F4 3.5/\Y F4

FINAAOT Y 7Y L—RFIEIZDOWTE, Cisco Identity Services Engine H7R—kR—2 0T
YT IL—RAA RZESRL TS EEL,

< A0 Product Security Incident Response Team ( PSIRT; Z7OX O N X2 UF4 42 F
URNLARVATF—L)IE, COTRNAHFVICREBEThTVEZETI V) —ABHREEIER
HIJ)—ABEHROAZERILL ET,

FTEMAEH E NAHER

Cisco PSIRT Tld. X7 RNAHVICRHE N TV IMRBEOFERAEL & TDAKRIGHER

THEWEREA,



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

) 52

CVE-2026-20307 : C D55 ZH|/E L TW A= L ZREQON B.V.MJasper Westerman, Yanick
de Pater, # & UF'Harm BlankersiZ B&#WiEL £,

CVE-2026-201768 & TFCVE-2026-20211 : s DffessEZ IE L TV 72V E=TrendAl
Research®Jonathan Lein K IC B WAL E T,

CVE-2026-20176 : C M55t = @B ICEHmE L TW A VW =STAR Labs SG Pte. Ltd.®DLi
JiantaoK & Tevel ShoKICBH WAL E T,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-
se7bYU57

NI B R

N—>3> EAL £o<ay Status =E§)
1.0 R —2A — Final 2026F9AH 16 H
R AR

V7RI F70OROO0—-—RERTTIZAILYR—bK

Cisco.com ® Y AOAHR—K & AIVO—RR—JIZEF, S4AEVAEADTO—RICET SIS
BARRHENTVET, cOR—DIZEF, Y1 T/N1 A (MyDevices ) V—IZzERATH2EEK
DHAZRI—FTNA A R—NBERERTTEE T, BEENVINIITEADO—RTE

0, AN SEE, HH VR AOAREFBREEPX > AOREN—MF—Z2BU (HES

NEEOT, 42 AFEMREDICERYET,

DA SEEBALELA D AAOY—EAZNZZFMAVEEZEVTVEVWES, £, ¥—K
N=—TFTARA—DSEBALENEEZAVIRNIVITZBAXNSAFTERVWESEF. Cisco
Technical Assistance Center ( TAC ) ICEB#& L TTF7 Y 7IL—RZAFLTILKEETVY, BET Y
TIL—RORKEMTHBDEZMBALTVEELSEDIC, EROUTILESE, KT RN
AH)DOURL ZCHAELSEEW,

VI7RDITFOTYTIL—RERFTIRICE. BETHAORBOT R/NAH) & FEH
ICSRBLT, REZZWDAU8METY7IL—RYV1—23a 0 —REERELTLKEETL, W
ThOFEE, TYTIL—RIBDTFNAACTOBXEINI D, BRTRED/\—RY
ITEVIRIVITOBEAFRI))—ATEEMEELLSHR—FEhTVWBR L ZTHICHE
LT EETV, FHEAKICDOWVWTI, Cisco Technical Assistance Center ( TAC ) £ L < (F£#
LTVWBXTFA7ANM A —ICBEBLVEbE<EEV,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-se7bYU57
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-se7bYU57
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt

R B O FFH

AR, AREREELEBEENNOEEHICEIZRILZEH. ARNARTNA ZED
T, WHBRIEEORILEERALELE A, AIRO—MBICREE D 2B, AOR, &8
BROEREFILRITEEMZRIATIENTREH) ERA, DTUVE THIRROER, Bt h
T AT RNAF)OBRES LTV VOERAICHTZIEAD N ThSOERECHDE
NDELXRT, ey DAJBRERFIXNORABRZFEBZRLICEELLEY, EHMLLEYTDHE
MEBELEY,

AEFAVTATRNAFVICEFNZBEHROIAE—XELNICE., BERBFZ5|ERL IV,
BEEBBHRAEL VLY IBAEENIBVET, XEF1UTA T RNAFUORHFRICD
WTl, 220 FFa10)F74 FRNAYFI R=DEZTEL &, Cisco Product Security
Incident Response Team ( PSIRT; 7OX VN X1 UT14 412 F RN LARYA F—ALA
Y, COT RNAFDICEBENTVWAIZRIETDIV ) —ABHREMBEZFAL ) —ABFROAZ
AL E T, FHHEICOVTE, 2RAO0EXF 1T 1 BEEHARUS —2SRBL T EE L,



https://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



