FI

)

Cisco IntersightiRf8 7 7°5 4 7> A D4
D Rie 5514

7 RINA Y1 —ID : cisco-sa-intersight- CVE-2026-
Mediu rivesc-p6tBmGojk 20092

726 B : 2026-01-21 16:00

/N\—>321.0: Final

CVSSA7 :6.0

[E138 %K : No workarounds available

Cisco /N7 ID : CSCwr55647

BAZEICLDEHIFE. RFICLDIEXDILXSHRTHY), REFEREXENETH
BOEHENH2HEICE. RERNAIBELET,

BE

Cisco IntersightiRI8E7 75 A 72 ADHZA BV ERX Y TFHU A T ORBHICKY) . BEEE
EREFORMETNEZO—DILOKEEN, RETSSATVATIL—NELTHIEEZRIKTS
AREMEN B ET,

COMEME, RETTSATUADX T F A IINAODATAT A NOD T4 F
AL—232T77ANICHTRRENET7TAIERICERLET, REERG, ZHARUERAD
BEBEELTIAVTFARAVINCT9RAL, SATALT7T7AINZEEEL TrootERZFET
BEICKRY, COMRBUEZFTERNA TS AEMEN BYET,. TVATOMNIERITRE, B
BEQE EREZRETTIATADrootlc LT, PTT7AT UV AZZREICHBTESD LD
CxV), BBEBHRANDT VLA, RARSATLALEOD—VO—RERENEE, BRUY—FE
AEEDoS)DRERE BB AREMN BV E T,

JATDRCORBUECHLTEDYTIRNIITFTYTF—REVI)—ALTVET., CORBEHEIC
Mg REBREHKE A

T RNAFVE, ROV OKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-intersight-

privesc-p6tBm6ijk
ZHEMm
fEsstE & M

ZDREFEMEE. 75 RR—AMDCisco Intersight Connected Virtual Appliance(CVA)_ & %



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-intersight-privesc-p6tBm6jk
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-intersight-privesc-p6tBm6jk
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwr55647
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20092
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20092

BExXET,

NEARFKRTE., COREFEMEECisco Intersight 7’ Z A RXR—NRET 7S5 4 72 A(PVAIZE HE
ZEZATVWELE,

COT RNAF)OLARBERTHRBUEN FEITZIAOAYTIRNIDIFTI))—=AID2VWTRE,
OF RNAHFUD "TBEBZHRYVTIRNIIT ) O3 ESBLTIKEEV, REXETEH
DBERICOVTE, COTFTRNAFUDOLEHICHZ/NT IDOFRA I3 E2#SBLTLKE
=LY,

EBEMZEATVEVWC ENEREEhERR

COT7 RNAFUDHBEOHIERBA I I VICIARENTVRREETA COMEED
HEEZ B ENHShTVET,

o] 5 3R
COESEEICNTBIERKEHYEEA,
BEZFHARYTITNDIDIT

AR, ﬂ"IExﬁJx‘J7I\'71 VU—=ANDOT Y7L —RARAAEICEDRT, ERERP
BANE (& B8 ) E-RNBHBRRERBZLET., CORSEHZEZT2ICEEL, £TR

/\'f"j"JL:Eﬂﬁéhfb\édlo’x%ﬁéﬂ)'JX?’&IEJL@'%T:&&L\ AT, A7 RNNAH

ICREENTVWRBERAVYTIRNIITICTYTIL—RIDEZBHERLET,

BIEFEHR)—A

RITHRATRE., ROKICRTV)—ABRIIEETLE, RETE2THRHOBWMICOVTR,
DT RNAFVUDOLEEICHZD/NT IDOFMEIZI2ZZRBLTSLEEL,

ERAQOHICREAOY 7RI F7II—=R, ARIOHICEV I —ANZOFT RNNAH ) (CEREHE
NTVBBEEOXEZZTRIHNESH, BLUOZOMRBRICHTZIBEEZST) ) —ANRE
NTVWERT,

Cisco IntersightiR¥8 7 7S A T AV T NDLIT BEZHGAD))—A
1.1.3 A8l EERE XA
1.1.4 1.1.4-11
1.1.5 feEsMEs L

1. Cisco Intersight CVAIX BEINICT ¥ 7L — R&nE T, Cisco Intersight PVAZEITL TV
HBEHRIE. Cisco Intersight Webt 4 NICF7 VAL T, VI RNDITEREEZFK)I—AICT Y
TIOL—RLTLEEL,



https://intersight.com/

< A1 ® Product Security Incident Response Team ( PSIRT; ZAX O N £F¥a1UF4 422 F
RLARVAF—L ), COTRNAMPUECRBEhTVEIZLETE V) —ABREBER
A —ABHROAERIALET,

FTEMAEH E KRR

Cisco PSIRT Tld, X7 RNAHVICREE N TV IMRBEOFTERAELR T OAKRIGHETIL
THYFEEA,

H B8
ABBER. SATRBTOERFIUF 4 FANCE I TRREAELL,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-intersight-
privesc-p6tBm6ijk

oG] B EE

N—>3a> B o3y AT—RA B+
1.0 AEARY ) —R — Final 2026514218
F AR

AT RNABVRERLEODEDE L TIRHLTHEY ., WHBIBEORILEETRRIDENTE
HYERBA, ETRNATVOBHBBICVIVOERICETZIREN—IFTNhSOEREC
HB2ENELERT, Fh, DATRBAERFIXNOABRZFESLICEEL LY, EFLLEY
TRENEBLET,

AT RNAF)ORENBICEL TIHREE O URL ZEBEL, BOEHEPERZRL 258,
HUANEBLIEEREGRBEENERA. TS LEERE, BRR[FEsIERILEY, EER
BHAXELTVWEY TRAEMEA DY ET. CORFIXDMOBRE., ATDRHROIVR
A—HZXHRELTVLET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-intersight-privesc-p6tBm6jk
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-intersight-privesc-p6tBm6jk

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



