Cisco Identity Services Engine®&t1) 1) — &
: 202659 H

Advisory ID : cisco-sa-hardening-ise- CVE-2026-
XUSEwWXS5T 20194
§ #12\BI A : 2026-09-16 16:00 CVE-2026-
/N\—> 32 1.0 : Final 20192
CVSSA7 :10.0 CVE-2026-
[2]38 5% : No workarounds available 20237
Cisco Bug ID : CVE-2026-
20234
CVE-2026-
20287
CVE-2026-
20130

P

BAFEORRIEIEXDEFBDOIFLASHRTT, BAFLHEFON-32ICH
NH3HEF. REBEON-—Ja2HFEEEIhET,

BE

FHREEFIVTAEHMOREICHTE AOOMGEHNEEVYEAD—REL T, Cisco
Identity Services Engine(ISE)# & U'Cisco ISE Passive Identity Connector(ISE-PICYO T 7T
D2 O0F—LR., BENBEABEFIVTALELI—ZRBLELLE, COLEI—DOFER. &
ATRETNZERORBELCHVITIDYINIITOEFI )T 458K ) —ANFNHEIE
Lk,

CNSOMREMR., SATDOHRATARNTREENLZENDTT, TOSED1 2N ERICFERA
TR ENHASNhTVET, FHICDOVWTIE, "Cisco Identity Services EngineF25E/ N1 /YA D
fEsEt, #SRBLTLKEEY, BERICLBZNYFEAZXEL, B O0ERA 2RI B
HIZ, DAOAR NS OEEZTOREANBZHMEFED Z A ( Common Weakness

Enumeration (CWE ) ) Z&IICo¥EL., CWE & T IL—71C 1 DO HBEMEIEHREF (CVE
D) &M TELE,

AR NS OME®ICHNTEIY T RIITTFYTTF—REJVU—-ALTVET, Ch5D
fEsSMIC LT HEBEREH) KB A,

COT RNAFUE, ROV OKERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
hardening-ise-XU5EwX5T



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ise-XU5EwX5T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ise-XU5EwX5T
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:X/RL:X/RC:X
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20194
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20194
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20192
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20192
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20237
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20237
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20234
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20234
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20287
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20287
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20130
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20130

CODTRNAFVIE, PRNAFVIIN—=TDO—HTT, chsSOFT RNAHFVEVIOND—E
IC2WTIE. 2026F9H 16 HFIT D Cisco Advance Notification, Security AdvisoriesZ® S L T<

2EW,

HUHR

fEssEn" & 2 R m

CNSOEFEMEE. 7/VN1 AKREICBEEREL, Cisco ISESKTISE-PICICHEZ5AFT,

ESMUEAFEETS Cisco V7 RDITVI—ARICOVTE, COT RNAHFUDEEERY T
ROITEII32ESRLTSEEL,

fesstzeATVWEVWC & EREhEREA

CcOT RINAH) DiEss

MOXLEZEZITRENHASNhTVET,

FHAM

AEEIZIRHEEIZIVICVARENTVRRALE TN ZOMRE

RORIC, COBILII—ATHRENTVREEIZTADBEZRLEXT, FCVEID ICE

WHETS5H3CVSSAOT . TOHREDN CWE ATIVATE

FEOKEV 1 DORENE

MEBMEAE LS TARMN HEIEROIETT A (EXE ) ZRLTVLERT,

CVE ID CVSSHEA |MHEHEIT A ( & B
a7 SLAXILD
CWE )
RAIOVANI)—=LAOQAVR—F NTHEHAS
NA3HEIOBEHREZROTEY EES (O
CVE-2026-20130 [[10.0 CWE-74 X~ |\‘;»_f/~/I"7y 2 .?Dx.ﬂ’r A
DVTT4200, xmA42>T 023>,
d—Ra4>xzo>3a>, BLRTIY—A
AT 923 %EED)
FENETOEAI SO (5,
CVE-2026-20192 |110.0 CWE-284 o
SREE. BHE. NMNAEED)
KEOBTOREYE) Y —RERE ( ik
ROMZEROEL. RENOBZEFRD
CVE-2026-20194 (/9.1 CWE-669 .
FEYBHEHIR, BROEFIROT7T7Z7AILT
Y7O—RZEX[RETS )
LT Y IILOREN T T2 (BHRRA
4 NS = 7 ° I
CVE.2026.20234 l0.9 CWE.522 W, EEFEEFEXTONAT—RORE

 BLRENADT—ROBVWII—FT1>
THANR)



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-notice-jfxK98ZP
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-notice-jfxK98ZP
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-notice-jfxK98ZP

CVE ID CVSSEBRA |BHMEISA (& =488
a7 aLXRILD
CWE )
ik H SF. ° — )y
CVE-2026-20237 9.9 CWE-20 TE L7 A D HREE ( AB®EE, WARSN

—HIL. ABNAFHEEE)

FEBAERER (YRS 4T
CVE-2026-20287 |6.5 CWE-269 CERFI—. HLOERAPIOREY
BEAENRETS)

1. COMRFEUEITAICEBTIMBENDI1DIE, FIOTATICFAERAET D CENEREhTLY
£, FMICDOLVWTIE., T Cisco ldentity Services Engines25E/ N4 /NADEEEM 25 8BL TL
EEW,

o] &% 2R
CNSOEHEHEICTLTIERKEHYEEA,
BEZHKRYTINIIT

ChESDRSBUZMBEL, A7 RNAHFVICRBEETATVILSBR/ROVAVZQBT D12
2. AT, X7 RNAFUICRFEENTVBRBEZRRY I RNIITICTYTIL—RTSB
CEEESHERLET,

EIED ) —A

ROKRTEF, EOFICADYTRNIITII-AZZRHL TVERT, GRIOHIE, VJ—AH
COTRNAFVICREETNTVIMBEOREZZITIHESH, SRV ZOMBEICNTTS
BEZECHRADOV)—AZRLTVWET, COEIZIAVTRILSIC, BUKBEERRY 7
hOTIFVI—RIZTYTIL—RIBDEEZHSHOLET,

Cisco ISE £ 1& ISE-PIC U ) —X BIBEZFAII—A
3.01 LARY BEBEXR—AICBITLET,
3.12 3.1/YY F12
3.22 3.2/VY F11
3.3 3.3/V Y F12
3.4 3.4/\NY F7
3.53 3.5/VY F4

1.Cisco ISEV 7 R II TV —A30F YZRNIITAXTFFVANRTLUTVERT, FAFRE
BRMEBEZECYR—MRRIVV-AIBITIZ L ZHBHOLET,

2.CiscoOISEVT7 R II TV I—=ANERV32E,. YIZRDVITATFFOABRBIIH)ET,
chsoUU—RICK, EELSIRBBHBEOHKFEENTVET, FAFELZTNTORIL
BEZECHR—MRRVI—ALCBITITZLEHEBOLET,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ISE-ABP-VNSW7Tn5
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/products/eos-eol-listing.html
https://www.cisco.com/c/en/us/products/eos-eol-listing.html
https://www.cisco.com/c/en/us/products/eos-eol-listing.html
https://www.cisco.com/c/en/us/products/eos-eol-listing.html

3.Cisco ISE-PIC IR THZBAEL 2o UU—RA 34, Y R—hEhBHEEDIVU—-A
T9Y,

FINAADT Y 7L —RFIBIZOWTI, Cisco Identity Services Engine 7 R—kR—2 07
Y7 IL—RHAA RESRLTSEEL,

< A1 ® Product Security Incident Response Team ( PSIRT; ZOAX O N £F¥Fa1UF4 4202 F
RLARVAF—L ), COTRNAPUICRBEhTVEIZETE V) —ABREBER
A —ABHROAERIALET,

FTEMAEH E KRR

FTTICHRENTVWBIBEEZRE, Cisco PSIRTTlE, A7 RNAHFUIZEBREhTVBHEHM
DAEFNAEHETDRREFEELTHYRE A

) B2

ChSDOiHEMER. BFEOTANTOEABRT7OVT4 70O A EFLEZFERAL-ZAHEF2
VT ATARNTHRREEhEL L,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
hardening-ise-XU5EwX5T

E] B B

N—23> B vo<ay Status =E§)
1.0 MR U —A — Final 2026%F9H16H
FA R

V7RDITOEIO-RBLTTIZAHILYR—b

Cisco.com ® Y AAHYR—K & FIVO—RR=J (2K, F4EVAREATO—-RIZCETZHE
WHARHENTVET, COR—DIZEF., Y1 TF/N1L A (MyDevices ) YV—IZFERATHEEFHK
NDHAERI—TFTNA AP R—NERERTTEET,. BEENYVYIRNDITERX D O—RTE

0. AN SEE., PV AOAREBREEXADRBEN—NF—ZBU THES

NEEDT, SAEVANEMBEEDICRY ET,

SDAANSEEBALLEA A0 —EAZNEZCFAVWELZVWTVWEWES, £, H—R
N=—TFTARVA—DSEBALENBEZAVINIITZEBARNSAFTELRVEEE. Cisco
Technical Assistance Center ( TAC ) ICB#& L TT7 Y7 IL—RZAFLTILKEEY, EETY
T7OL—ROFVREBTHDEZHEALTVELELSEDIC, EROVTILEFTE, KT RN



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ise-XU5EwX5T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-ise-XU5EwX5T
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

AFUDOURL ZZAELSEZW,

VI7RDITFOTYTIL—RERFTIRICE. BETHAOHBOT R/NAH) & FEH
ICZSRBLT, REZZWDAU8METY7IL—R Y V1—23 0 —REBRELTLEEL, W
ThOFEEL., TYTIL—RIBDTFNAACTDBXEINf D, BRTRED/\—RY
ITEVIRVITOBENFHRI)—ATEEREELLSHR—KrENTVDRLZ2THICHE
LT EEV, FHAKICDOWVWTIE, Cisco Technical Assistance Center ( TAC ) £ L < [F£#
LTVWBXTFA7ANAM X —ICBBLEbELLEE L,

R B O FFH

AR, AREREELEBEENNOEEHICEITZRILZEH. ARNARTNA ZED
T, WHBRIEEORILEERALELEA, AIRO—MRBICREE D B, AR, &5
BROEREELRETEEMZRIATIENTREH) ERA, DTUVE THRROER, Bt h
T AT RNAF)OBERE LTV VOERAICHTZIEED N ThSOERECHDE
NDELXRT, ey DATJBRERRFIXNORABRZFEBRLICEELLEY, EHLEYTDHE
MEBELEY,

AEF1VTATRNAFVICEFNZBEHROIAE—XELNICE., BERBFZ5|ERL IV,
BEEBBHRAEL VLY IBAEENIBVET, XEF1UTA T RNAFUORHFRICD
WTl, 220 FFa20)F74 FRNAHFU R=DEZTEL &, Cisco Product Security
Incident Response Team ( PSIRT; 7OX IV N X1 UT14 412 F N LARIA F—ALA
Y, COT RNAFDICEBENTVEIZRIETDIV ) —ABHREMBEZFA ) —ABFROAZ
AL E T, FHHEICOVTE, 2RAO0EXF 1T 1 BEHARUS —2SRBL T EE L,



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



