Cisco Secure FirewalilBis8 X1 UF 1T 7S
A4 7 > A. Secure Firewall Threat Defense, &
& U*'Secure Firewall Management CenterY 7 ~

JIT D@ )—A : 20265F9AH

Advisory ID : cisco-sa-hardening-asaftdfmc- CVE-2026-
@ uvpPRONN 20329

#1~B B : 2026-09-16 16:00 CVE-2026-
RHEEF A : 2026-09-18 15:50 20336
/N—>3> 1.1 Final CVE-2026-
CVSSAO7 :9.9 20334
[538 5% : No workarounds available CVE-2026-
Cisco Bug ID : 20335
CVE-2026-
20332
CVE-2026-
20333
CVE-2026-
20330
CVE-2026-
20331

BAZEDOERIEEXDEZDFAXNSEBRTT, AARFERFO/N—T 32 I(ICHIE
FH2HBEF, REBON-—Ja2HFEREEIhET,

BE

FHHNEEFIVT A ERBOREICH TSI ATOMGHEEVYBAD—RE L T, Cisco
Secure Firewall Adaptive Security Appliance(ASA)Y 7 k™2 T 7. Cisco Secure Firewall Threat
Defense(FTD)Y 7 R I F7., & KTCisco Secure Firewall Management Center(FMC)Y 7 R J T
TIVSZTIIF—LR, BFENEATEFIUTLE1I—ZEELELE, COLEZ
—DHER, HNTREENEEBHROMRBELCHLIZV TNV ITOEFIVFTBEII—-R
FrRREENELLE,

CchSDEHEHEE, DATDDOHNTARNTREENEZENDTT, TOSE2DFERICAENAE
NTVBRENBERENTVET, FHMHICOVTE, ROTRNAHFUESBLTLIEEL,
Cisco Secure Firewall Management Center 7 R VI 7 OBNIL T v )L DOMEEEHS KT
Cisco Secure Firewall Management Centery 7 N D T PEREINA NADOBHFHES BFHKICKD/\NY



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H/E:X/RL:X/RC:X
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20329
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20329
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20336
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20336
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20334
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20334
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20335
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20335
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20332
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20332
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20333
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20333
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20330
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20330
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20331
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2026-20331

FEAZXEL, BR7OCAZMRETZIEHIC, SARAOARF NS OREEZ T ORI AR
%22 A ( Common Weakness Enumeration (CWE ) ) Z&lCaEL. CWE OFTIL—T(12 1
DOHBMIFERERBF (CVEID) ZE|V) HTEL I,

JAOAR NS OMBELCRNIZIYTINIITTYTF—RZ2VI—ALTVET, Ch5D
FESSMIC LT IEEEREH)ELE A,

COTRNATFUE, ROV OKYERETEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
hardening-asaftdfmc-uvpPRONN

CODTRNAFVIE, PRNAFVIINL—=TDO—HTT, chsSOFT RNAHFVEVIOND—E
IC2WTIE. 2026F9H 16 HFKIT D Cisco Advance Notification, Security AdvisoriesZ® S8 L T<
EEW,

HUHR

fEsstEn & 5 R

ChSDRSEER, TFNAADKREICHRELS, ROZAIARRBICXEZEART,

« Cisco Secure Firewall ASAY 7 NJI T
« CiscoSecure FTDY 7RO I7T
« CiscoSecure FMC VY 7 KD xI7

ESSUEAEET S Cisco V7 RDITVI—RICOVTE, COT RNAHFUDEEERRY T
ROITEI>3>ESRLTSEEL,

fesstzeATVWEVWC & EREhEREA

COTRNAHFVD "HEEOHDEE, EIAVICRETNTVIRHEOAN . Ch50
RBUENDHBEZFTZEN DA 2>TVET,

FHAM

RORIC, COBIELII—ATHRENTVREREIZTADBEZRLEXT, FCVEID ICE
WET5N3 CVSS AO7 R, TORHED CWE ATTVATHREFEORZV 1 DORENE
MEBHEANE IS T AN BEIERDIETZT 1 (EXE ) ZRLTVET,

CVE ID CVSSHEA |MEHEHEITA ( & B
a7 SLAXILD
CWE )
BIAZRHEOTE ZLE ( FREF, F
CVE-2026-20329 (9.9 CWE-703 ETEETH—2 a2 EEE)



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-notice-jfxK98ZP
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-notice-jfxK98ZP
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-notice-jfxK98ZP

CVE ID CVSSHEA |HEHEI TR ( & Bk
a7 SLXILD
CWE)
BELEhEXYE—2CFRFTF—2HE
ERXTHY, PYTARNI)—LOVER—%
VRASEHANSNDE], TEEFADTA
VE-2026-2 . WE-707 _
c 026-20330 9.9 c 0 R)—AOdVR—F NIEEEhDHIC
BEOEF1IVFT47ONT 1A BEESH
BDLENBR>TRIEESND
HEICHITIENBEREICHL T+
CVE-2026-20331 (9.6 CWE-693 HERHITIREXN-_ALZE > THEH
LTV
TENETOEAI N O—=)L (5, &
CVE-2026-20332 (/9.0 CWE-284 SEHE. NANREEE ) 1
TFIUFABEOCITFANIBTS
CVE-2026-20333 (/8.8 CWE-697 D DTYF 45 4 DEBAEL< ZL
CVE-2026-20334 (/8.4 CWE-710 OdA—F 1 T BEAO T B EZEH
BOLEERPERLABAVERZERL., #
CVE-2026-20335 (/8.1 CWE-682 TEF21)T4- DUTAHIIERER)
V—ABBICHEATZEE
SA 7324 LEEFD) Y —ADFREL &
A (MHEE N TVEWESR, NULL R
CVE-2026-20336 ||7.5 CWE-664
AR, DI=ADZA 714U OEE
BE)

1. COMBEIZAICETR2DO0MBMUL, BRICFEMAETND CENERENATVET,
FHIZDWTIE, T Cisco Secure Firewall Management Center) 7 NI I FARTA VI IL T
DY) DESEM . S KT T Cisco Secure Firewall Management Centery 7 k™7 T PEREF/N 4 /Y
ADHESEM, 2R T EE L,

o] 5% 3R
ChesDfsEEIcxuTsERKRIEH)EEA.
BEZFRVYTITNDIDIT

ChESDRSBUZBEL, A7 RNAHFUICRBETATVILSB/ROVAVZQRT D120
2. 2AOTR., K7 RN FUICRHEENTVBRBEZRY I RNIITICTYTIL—RTSB
CEEE<SHERERLZEY,

BIEV)—A


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-static-cred-BET3Cjh
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-onprem-fmc-authbypass-5JPp45V2

KDETEH, EQFICZATVIRNDITII—RAEZRBHEALTVET, AROFICEK, COTFR
NAHF)THPAETNTVIMRBEHEOFEEZZITRRY NT1v IR %E, GAOFHIZIEINS DA
PFUICKIBBENEENDIHRINOYIRNDVITIV—RZRLET, LRBOKRKYKRNT1Y TR
D)—ZA0VWThhEASA AR =L LESEERRE., LRORVNODBEV ) —AZA AT
DRENHVYET,

Cisco Secure Firewall ASA YV 7 N | ZHTHDHRYRNT1Y IR F1EEZAR)I—A
T 7)) —RA )1)—x

9.16 LAEI N/A 9.16.4.103

9.18 9.18.4.135 9.18.4.94

9.20 9.20.4.235 9.20.4.49

9.22 9.22.3.191 9.22.3.26
9.23.1.195

9.23 9.23.1.47
9.23.1.211
9.24.1.155

9.24 9.24.1.26
9.24.1.221

ROKRTE, EOFICAD YT RNIITII-AZZRHLTVERT, AOHEE,. VJ—AANZ
DT RNAHDICREENTVIREBUEOHEEZZTRIHNEDSH, BROPINSORBEHICRT
PBEZRCHEAOV)—AZRLTVET,

Cisco Secure FIDYV 7 R I F ) —AH L VSecure FMCY 7 K| E1HBEZAII—RA
JIFTII)—RA

7.0 LAHY 7.0.10

7.2 7.212

7.4 7.4.8

7.6 7.6.6

7.7 7.713

10.0 10.0.2

10.1 10.1.0

BHEORBEICHTIBEN EEATVSR LS, LEROKROKIOBEZXRI)—RICTYTY
L—RIZDEezBL<BENOLET, Mk, TCisco Secure FirewallBSBtF+1 VT AT
Z AT > A, Secure Firewall Threat Defense, # & U*'Secure Firewall Management CenterY 7 &
JIFDEI))—A :2026F9Hs Z2ZRL T &L\,

< A1 ® Product Security Incident Response Team ( PSIRT; ZAX O N £¥a1UF4 422 F
MLARVAF—L)R@E., COTRNAHFVICEE TN TVEIZETEZ V) —ABREMBIER
A —ABEHROAZRIALET,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN

FTEMAEH E KRR

FTTICHRENTVWBIBEEZRE., Cisco PSIRTTlE, A7 RNAHFUIZEBREhTVBHEFHM
DAEFAEHETDRREFEELTHYRE A

) B2

ChSOiHEMER. BFEOTANTOEABLT7OVTA 70O A EFILEZFERAL-ZAHEF2
VT ATARNTHRREEhEL L,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
hardening-asaftdfimc-uvpPROKN

oG] B EE

N—>3a> Bk 493> | Status B

1.1 ASAIBIEZFH U —ADKREEH. fE1EY) U —A |Final [2026%F9H18H
1.0 AR — Final [2026%9H16H
F AR

V7RI T7OEIO-RBELTTIZAILYR—bK

Cisco.com ® Y AAHR—RK & A ITVO—RR=DIZEF, F4AEAEATO—-RIZBETS1E
WHARHENTVET, COR=DIZEF., YI1TF/N1 A (MyDevices ) V—IZFERATHDEEFHK
NDHAERI—TFTNA AP R— R NEBRERTTEET, BEENYVIRNIVITEX D O—RTE

20k, DAONSEE, $H VR AOAREBREEZEX D AOREN—MF—ZBU THES

NEEDOT, A2 ANBIBREDICRYET,

DA SEEBALEA D AOAOY—EAZNZCAMAVEEZVTVWEVWES, £, ¥—K
N=—TFTARVA—NDSEBALVENMMEEZRVY I RNIVITZBAENSAFTERVWESWE. Cisco
Technical Assistance Center ( TAC ) ICB#&LTT7 Y7 IL—RZAFLTILKEEY, EETY
T7O9L—ROFVREBTHDCEZMEALTVELELSEDIC, ROV TILEFTE, KT RN
AHUDOURL 2 AELSEEV,

VIZIRNDITFOTYTIL—RZERFTTHERICEK, BEITHIAOARRBOT RNAH) 2 EHH
ICSRLT, BREZZTHAHMETYTIL—RYV1I—23>—REHERLTLLEEL, V
ThOBEE, TYTIL—RIBFNAALLTHBXEINf BB, BRTRED/\—RD
ITEVIRIVITOBENFHRI)—ATEERMEELLSHR—rENhTVDRELZ2T7HICHE
LT EEV, FHAEKICDOWVWTIR, Cisco Technical Assistance Center ( TAC ) £ L < (F£#



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-hardening-asaftdfmc-uvpPROhN
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt

LTWBXYFFUATONAA—CBBHLADEEE L,
AR D

AR, AmEREELEBEENNOEEHICEIZRILZEH. ARNARTNA ZED
T, WHLBRIEEORILEERALELE A, AIRO—MRBICREE D 2B, AOR, &5
BROEREELREITEEMZRIATIENTREH) EEA, DTUVE TBIROER, Btz h
T AT RNAF)OBERE LTV VOERAICHTZIEAD N TS OERECHDE
NDELXRT, ey DATBRERRFIXNORABRZFEBRLICEELLEY, EHLLEYTDHE
MEBELEY,

AEFAVTATRNAMFVICEFTNZBEHROIAE—XELNICEK., BERBFZ5|ERL IV,
BEEBBHRAEL VLY IBAEENIBVET, XEF1UTA T RNAFUORHFRICD
WTl, 220 FFa10)F74 FRNAYFI R=DEZTEL &, Cisco Product Security
Incident Response Team ( PSIRT; 7OX VN X1 UT14 412 F RN LARI A F—LA
Y, COT RNAFDICEBENTVEIZRIETDIV ) —ABHREMBEZFAL ) —ABFROHAZ
FMELE T, FHHEICOVTE, 2RAO0EXF 1T 1 BEHARUS —2SZRBL T EE L,



https://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



