WLC D4 VYL AIPv6 V547> MH Cisco
IOSXEV7 RIIFOH—ERGHE (DoS) D

7 R)NA H1J—ID : cisco-sa-wlc-wncd- CVE-2025-
: PBGVIEHL 20140
ngh #1~B B : 2025-05-07 16:00
/N—>32 1.0 : Final
CVSSAO7 :1.4
[538 %X : No workarounds available
Cisco /N7 ID : CSCwj16556

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

DA4YLALANI> O—7F (WLC ) H® CiscolOSXE V7 R IDITFDIAVLARY KD —
VHET—F> (wned ) ICHTBMBBHEICK Y, BTN TVWEVBEETSIVA VL AREEN
. H—ER#E (DoS ) REZBIERETHREMEN BV XTI,

COMSEMERE. TEYSEXTVERICEBRLET. RBEERG, BEIZTVAVLAIPG IZ147
PRDSRETNAARIL—ED IPv6 XY NT—JVBERZZERFITDCEICKRY, CORBEMEZTY
A7O04KRNTRARMIBNET. VATV RNETFNA ACBENTZICRK, REEFERTX
YRD—=JICHUTHRAZITOIL, REENLEFA—T RV RTD—JDBREBEHICEERTZ
TOBENELUD TNV ET, TIJATOCMNIHEI TR E, WEEG wned 7O RIC
KO THEAAREXEYZHEBETE, BROCTFNA AOREZFLESED ZEANAREICEY),
Z DR DoS RENFRET DML BV FT,

SAARCOMBEICHNTEIVYTINIITTFTYTF—RE))—ALTVWET, COMEFEHEIIC
Mg REBREHKE A

COTRNAFIEK, ROV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-wncd-
p6GVteHL

COFT RINAHFUE, 2025 F 5 AIZNBAE N/ CiscolOS YT RIJITBRVPIOSXEYV T R
IFV)—=RA0tEF21)T74 FRNAHFUNRILO—ZBTT, TRNAFVEDIOD—EIC
2WTIk. FCisco Event Response: May 2025 Semiannual Cisco IOS and 10S XE Software



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-wncd-p6Gvt6HL
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-wncd-p6Gvt6HL
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj16556
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-20140
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-20140

Security Advisory Bundled Publications ZZBL T & L\,
Z UM
MEEsEHtDH 3R M

COMEEEE. DA4VLAIPVG 94T NOYR—KNFEMIZE>TLS WLC A Cisco
IOSXEV 7 NI IT7DRFBUNFEETEIVI)—RAEETLTVS, UTOAIHAICKE
#rE5Ez2%£9,

Catalyst 9300, 9400, 9500 >/ 1) —X A4 ¥ FH Catalyst 9800 fHHAK T A YL A~
NO—Z

Catalyst 9800 U —X DA VYL A > ~hO—7

227 R[E F Catalyst 9800-CL 74 YL A1 hO—7
Catalyst 7V ARA > NOHEIKIAKZDTA VYL AO NA—7F

E:DAVYLAIPVG V54T MOYR—NE, WLC FA®D CiscolOSXE V7RI I T Tk
FIAIRNTEMCE>TVET,

FESSMEANEET S Cisco V7 RDITVI—RICOVTE, COTRNAMHFUD TBEZFHKY
Z2h0IF7, €923 F5RBLTLKEEL,

TINA ARE DHERR

TFINAANFIPV6 DAV L AVTSAT U REGR—RNLTVWBRAESHZHERTSICIE. show
run all | include wireless\ipvé\client AN¥ > RZFEALET, UTOHICRTELSIC, IXUR

T wireless ipv6 client M"RENiZBE., FNA AR IPV6 V54T haeHR—MLTVB I

O, CORBUNHLEEZ TR ARSI BYET,

<f#froot>

9800#

show run all | include wireless\ ipv6\ client

wireless ipv6 client

s EZEA TRV ENEREAERS
DA, CORBENIUTOAARRICEFELZSEZ BV EERABLEL L,

c IOSYT7KDITF
+ IOSXRVY7KNDIT


https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279

« Meraki &
s NX-OSY 7 hDIT
« WLC AireOS Y7 RhDI7

2] 3 5%
COMmBEC LT BEBERS Y EE A,

L, DA4YLARIPG 94T hgEZFEAL TLVRWEEE. no wireless ipv6 client IY
VRERITUTEMICTZRENTEET,

COBMKRBEFEAZTNTEY, TAMRETRELDZEXTIN, $FKE, CEAORELS LT
FERAFAFCEVTERAME AR ZHMTIZEN BN ET, Kk, EATATVIEBREL
FENRY, SEREEOEASFTIUAHBIVCFHRICEIVT, XY NT—TOHER/NT #+—
RVACEXEEZREFITUREMENHBZEICEBLTLKEEY, ARRPENRE. CEAOR
BAOBRAMERENOZEZNML B TEALTSEEL,

BEZRYVYTRNDIT

DAOARCOT RNAFUICEHE N EREY IR0 TEIEEODY JNDITT7YTF—RED
J)—ALTVWET, BEOYVIRNIITTYTTF— M EENDIH—EAZWNESESOBEFRK
. BEOT7Y7TF—RFyZIUDLSEFIVTAEEZMBIZIHEN HVYET,

BEBEBEN M VARN=IULEVHR—RNZZTLEYTEDOE., 42 RAZIBAVELEVEY
R0 N=232ET714—F ¥ EYRNIR/ULTORERBRYET, TEDLDIBYTIRNIITT
VT7IL—REAVARN=I, FVO2VO0—R, TORAEERZTOMOEETEALLEE. &
EREUTOVOICRETALAOAOVIRNIVITIA L AOFREICHS CEICAERLE
CEILRYET,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

T, BEBRAVIRNDIDITZEIVO-RTEZORE, YVINIITOREMBZTA I AED
AN SE#E,. $PVRAOABEIEZ—PN—HFF—PSBEBLTVRHEICRYET., B
B, ChRURBALLEY I NIITOXYTFVATYTIL—RTY, EEOEF1)T 1
YI7RDIT TYTTF—RIE2T, BEBFRICHLWVWITRIIT7 F4E€2VA BMY 7RO
T 74—F% YN, FLEEXDy—VEDZI3> PYTIL—RINTIERFFE5EhBD
tEHNEEA,

Cisco.com ® Y AAHR—K A I O—RR—ZJIC@F., SAEAERIO—RICET 315
BARHENTVET, COR—=JIZEF., [NI1TFT/NAL A (MyDevices ) |V—IZFERATIHE
BOHDARY—FNAAYR—NERAERRTEEXRT,

VINDITOTYTIL—RZEBRFITIEICEK, 2RO EF1UF 4 PRNAHFI R=DT
AFTERAOHMOT RNA YV ZEHNICSRL T, REZZTHAEMERL2BT YT
JL—RVYU1I—=—2a3a EBABELTLSEEL,



https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/index.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt

WIFhoBEE, 7YTIL—RIBFNAALCTDBXEIN BB E, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZTHIC
Bl T<EEV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—ICHEBLEbELLEE L,

H—EAZNEZHMATEVEEE

SAOANSEEBALLAAODOY—EAZWNZZRMAVWEEVWTOWEVWES, £k, ¥—R
N=TFTARVE—DPSEBALVENFMEEBZRVY TNV ITEZBAXENSAFTERVEER,
Cisco TAC ( https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html ) (=&
BULITYZTIL—REAFLILEEL,

BET7Y7IL—RONKREBTHAEEZTAAL TV LEESLEDIC, HBROZUTIILESL,
K7 RNAHF)DURL 2T AELSEE L,

CiscolOS BV IOSXEV 7RO T

BEERN CiscolOS BLVPIOSXEV I NIV ITORBHEICIZIERENTREMZHMTESD KRS
2. > A& Cisco Software Checker ZHLTWET, COY—ILEFESET, BENY T
ROITV)—ARIIBEETRZIANTCOADEEF1)T14 TFTRINAFVZKRRTE, ThETELhD
TFRNAFUTERENIMHEEZMBEL HEADDO ) —RX ( "FirstFixeds ) ZBETEEXT

o T, YT BHFEICIE. Software Checker ICK VW HBIEN=INXTOT RNAHICRRED
TXNTORBUENMMEEETNZHRID ) J—RX ( "Combined First Fixed, ) ZHEFETEE T,

COY—)LZFEATBICIE. Cisco Software Checkery R—Z DFBIZHWVWET, HDVIE,
ROT7#—AL%ZFERALT, ADEF21UT1 FTRNAFVICKRETEDVI)—ATHBIHESH
ZHALET, CcOT7F—LZFEATDICE. XROFIEICHWVET,

1. Y=ITHREITDTRNAFVZERLET, COTRNAFUDGK, EF¥1 T 1 ZEFF
i (SIR) A "X, Fi2ld "E1 OTF RNAHUDHK, IXTOFT RNAMHFUOVThD
-(“j-o

2. ) —ZES (i : 15.9(3)M2. 17.33) EAHL £,

3.[FTYYU (Check)]| Z0UYOLET,

2 Critical,High,Medium
CDOT RINAHF DM

Check

FTEMAEH E RNAHER

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ HFUIZEBEEhTWVS



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr

EEMEOFENMAEFRZTOAREERELTVEE A,
i
C DHEEEHEIE Cisco TAC YA R— KNI —AMBBRFICREKEENEL L,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-wncd-
p6GVi6HL

G B

N—=—>32 B7L) o3> AT—2A B
10 AEABUU—R  |— Final 2025 %5 A 7 A
MARL

BT RNAFVIERILEDEDELTIRELTHY, WABZIBEORIAERKRIZENDTE
HbYUEEBA, ETRNABVOBBBICVIOERICETZEEO IR ThSOEREC
HBDENELERT, Ty DAORBRAERFIXVNORABRZFERLICEELLEY ., EFLLEY
THRENEZBLET,

AT RNAF)ORRABICEL THEREFE O URL ZEBEL ., BiOEHPBERZRL 1255,
HUANEBLEBBREGIRBZENERA. TOLEBRE, BRR[FEsIERILLEY, EER
BHARZBLTVWEY TR BN ERT, CORFIXDMNOBRE., ZATDHROIY R
A—HZXHRELTVET,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-wncd-p6Gvt6HL
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-wncd-p6Gvt6HL

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



