CiscolOSXE DA VYL A A NO—Z V7 bk
DIFTICETDEEOT77AILTY70—ROD

T RINA 1) —ID : cisco-sa-wlc-file-uplpd- CVE-2025-
@ rHZG9UfC 20188

#1~B B : 2025-05-07 16:00
R EH B : 2025-06-06 20:02
/N—=32 2.2 Final
CVSSAO7 :10.0

[EE K : Yes

Cisco /N7 ID : CSCwk33139

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

Wireless LAN Controller(WLC)[E] (#Cisco IOS XEV 7 NI I T DT I RNAT N RT7OEARA
Y MAP)M X—=DA 0 O— R, Clean ArARY NLEE&., B8R IFA T RNFNY TNV R
ILBBEDIBEEMICKR Y, RIAETNTVEVWIE—NOREENZYATAICEENDT77AI)L%E
7Y 7O—RIBAEMEN DY ET,

COMRSEME, N—RI—REhE=JISONWeb =T (JWT) AZEHZATLAILEETSC

ECEBALEY, HEBER. BHRICHIENIHTTPSEREZAPZ 7AIILTY7O—RA2 22—
T7IMACEFIRDIET, COMBUEZFEFNABIZ ARSI HBYET. TTVATHOA MK
hede, WEHEG root ERZFEAL T, 77407y 70—R, NANZIN—HILDOET,

BRTEENOIN RERITTERARMEABYET,

AR CORBECHLTDIYTIRNIITFTTYTF—REVI)—ALTVET, KESHHEICH
WMIBEBRAVD2HBHYET,

COTRNAFIEK, ROV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-
uplpd-rHZG9UfC

COFT RINAHFUE, 2025 F 5 AIZNBAE N/ CiscolOS YT RIJITBRVPIOSXEYV T R
IFV)—=RA0tEF21)T74 FRNAHFUNRILO—ZBTT, TRNAFVEDIOD—EIC
2WTIk. FCisco Event Response: May 2025 Semiannual Cisco IOS and 10S XE Software



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-uplpd-rHZG9UfC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-uplpd-rHZG9UfC
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk33139
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-20188
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-20188

Security Advisory Bundled Publications ZZBL T & L\,
Z UM
MEEsEHtDH 3R M

COMEMIE. FINAADEREICEEZEE<, WLC BA®D CiscolOSXE V7 NI I 7 OGN
FEITZDV)—RAZEZTLTVRAUTOAORRBICEEEZERET,

227 R[EF Catalyst 9800-CL 74 VYL A hO—3

Catalyst 9300, 9400, 9500 >/ 1) —X A4 ¥ FH Catalyst 9800 fHHAK T A YL A~
NO—Z

Catalyst 9800 U —X DA VYL A > ~hO—7

Catalyst AP DfAAIAK DA VYL A NA—F

FESSMEANEET S Cisco V7 RDITVI—RICOVTE, COTRNAHFUD TBEZFHY
Z2h01IF7, €023 F5RBLTLKEEL,

feBtEEATVAVW S EfEFEEh-REA

COT7 RNAFUDHBEOHZIERBA I I VICIARENTVRREETA COMEED
HEEZ B ENHSNhTVET,

DA, CORBENIUTOAARRICEFELZSEZI BV EERABLEL L,

«1I0SVY7bhIIT

WLC &L TH#EEL TH ST, CcOTRNAMHFUD T DHB EE, EOaICD
ARENTVWEVWFNAATETENATVBIOSXEV 7RI IT
IOSXRVY7Z7KNDIT

Meraki & m

NX-OS V7 KhJITF

« WLCAiIreOS Y7 RJITF

2] 38 2R

EZZSND2D20FNAAKREILCDODVT, COMRBEICTOLTZIEDICHEETLD 2 DOBERE
AHVYETD,

HEEZTAHENEAThTLAEY

HFEEZTAHENFEATATVERVERR., KOBICTRIKSIC, AVTZARNZIFY TY
A2 MA=)L VAN (IACL) ZIRXTDA 2 Z—TIAACERAL, 1 F3—T7I( A%
ZFL2ICTAOYILET, Chilkl), HEEF EL2ICBHENET,


https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://wiki.cisco.com/display/CASP/IOS+and+IOS+XE+Bundle+March+2025?src=contextnavpagetreemode#vp
https://wiki.cisco.com/display/CASP/IOS+and+IOS+XE+Bundle+March+2025?src=contextnavpagetreemode#vp
https://wiki.cisco.com/display/CASP/IOS+and+IOS+XE+Bundle+March+2025?src=contextnavpagetreemode#vp

wlic# show ap file-transfer https summary
Configured port : 8443
Operational port : 8443

wlc# show ip access-1lists CVE-2025-20188
10 deny tcp any any eq 8443
20 permit ip any any

HEBEZ TDHENEAETIhTVS

FEBEZTAHENERETATVREEE, RENRBEHZRS TLOIC, IACL ZERALT
WLCADAP 774N TY7TO-—RAE—T I AZHRL, BEEBDEFRHLSDODRT
74V IODHREHALET, RIZ, RASHLZIACLO—HELTEHBDENTED IACL OB
ZRLET,

wlc# show ap file-transfer https summary
Configured port : 8443
Operational port : 8443

wlc# show ip access-1ists CVE-2025-20188
10 deny tcp any INFRASTRUCTURE_ADDRESSES WILDCARD eq 8443
20 permit ip any any
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! Check and pick any one client in any AP associated with this WLC
wlic# show wireless client summary
Number of Clients: 1

MAC Address AP Name Type ID State Protocol Method Role

S5eef.1000.0001 AP5EEF.1000.0003 WLAN 1 Run 11n(5) None Local
Number of Excluded Clients: 0
! Manually trigger the debug bundle once

wlc# debug wireless bundle client mac 0100.5eef.1000.0001
Wireless Client debug bundle add event
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! Get the site-tag
wlic# show ap tag summary | inc AP5S5EEF.1000.0003|AP Name

AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Name Misconfigured Tag Source
AP5EEF.1000.0003 5eef.1000.0003 ST1 policy-tag rf-tag No Static

! Be sure to change the monitor-time to 60 so this process will take 60 seconds and not longer
wlc# debug wireless bundle client start ap-archive site-tag STl level debug monitor-time 60

! Stop debug bundle after 60 seconds
wlc# debug wireless bundle client stop-all collect all

! A debug bundle should be generated and the workaround was successfully executed

wlc# dir bootflash:completeCDB/*

2883591  -rw- 383488 Jan 6 2025 11:18:25 +00:00 wireless_bundle_0100.5eef.1000.0001. tar
96739794944 bytes total (75825774592 bytes free)
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