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<f#froot>

Router#

configure term nal

Router(config)#snmp-server user SNMP256 SNMPV3_READ v3 auth sha auth1234567890xxxxx priv aes 256 enc
Router(config)#end
Router#

show snnp user SNMP256

User name: SNMP256
Engine ID: 80000009030074A2E6831A01
storage-type: nonvolatile active

access-list:

ACL-EXAMPLE-ALLOW_SNMP
Authentication Protocol: SHA
Privacy Protocol: AES256
Group-name: SNMPV3_READ
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<f#froot>

Router#

show snnp user SNMP256

User name: SNMP256
Engine ID: 80000009030074A2E6831A01
storage-type: nonvolatile active

access-list:

ACL-EXAMPLE-ALLOW_S
Authentication Protocol: SHA
Privacy Protocol: AES256
Group-name: SNMPV3_READ
Router#
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<#root>



Aut h:

MD5: 47 char to store
SHAL: 59 char to store
SHA256: 71 char to store
SHA384: 95 char to store
SHA512: 143 char to store

Priv:

3DES: 95 char to store
AES128: 47 char to store
AES192: 71 char to store
AES256: 95 char to store
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snmp-server user SNMP256 SNMPV3_READ v3 auth sha auth1234567890xxxxx priv aes 256 encrl234567890xxxxx a
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<#root>

snmp-server user SNMP256 SNMPV3_READ v3
encrypt ed

auth sha 00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00 priv aes 256 00:00:00:00:00:00:00
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Router#configure terminal

Router(config)#password encryption aes

Router(config)#key config-key password-encrypt Example!23

Router(config)#do show run | include snmp

Router(config)#snmp-server user test gp v3 auth sha-2 512 0 ciscol234 priv aes 128 0 ciscol234
Router(config)#do show run | include snmp

snmp-server user test gp v3 auth sha-2 512 6 GhN\ieUbTWDHFZigBYOB\eROcbV\]RLXfAAB priv aes 128 6 S bUVJ]
Router(config)#snmp-server user testUserl PSIRTGroup v3 auth sha-2 512 0 ciscol234 priv aes 128 0 cisco
Router(config)#do sho run | include snmp

snmp-server user test gp v3 auth sha-2 512 6 GhN\ieUbTWDHFZigBYOB\eROcbV\]RLXfAAB priv aes 128 6 S bUVJ]
snmp-server user testUserl PSIRTGroup v3 auth sha-2 512 6 RIADfTEg[TRTBbFHTK\fcaGPdB]ZENXFGAAB priv aes
Router(config)#
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