Cisco Secure Email Gateway# & UFCisco
Secure Email & Web Managerlc X9 2454 /\—
WEICEITB LAR—b

7 R)NA Y1) —ID : cisco-sa-sma-attack- CVE-2025-
N9bf4 20393
B8 : 2025-12-17 16:00

/N—>32 1.0 Interim
CVSSA7 :10.0

[538 %X : No workarounds available
Cisco /N ID : CSCws36549

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

128108, AORBFHFLVWHAN—BREF Y OR—2ZEHVVELIZ, COFYIOR=2EF, 412
2—Y NMIBVTVRRBEDR—KNEFEIDTTTA4TADS S5, Cisco AsyncOSY 7RI
7 for Cisco Secure Email Gateway# & U*Cisco Secure Email and Web Managerz£1TL T\ %
T7SAT 2V AO—HERRELTVET, COREIZLKY, BRTIVX—&, FEEZH57T
T2ATVADEBBEBDARL—TFT AT AT LALTroot#ERTEENIN Y RERXRTTE
BEICBYNET, AEZHRITTVBIET, BESNET T AT ACHULT—EOHIHZ
HRETBEDHIC, BRETIVZ—DEENBEXANDZZXLZAHITTOBRARA R OA > TVET,

2. COTRNAHYOHESEELIS I VICRBBENATVDIHA A A>T, UR
VEFMEL., VAVEBRIZ 2 B<HERLET,

Cisco Talosld 7 OJ'52%E "TUAT-9686 actively targets Cisco Secure Email Gateway and Secure
Email and Web Managery TChSOHEICODVWTHBELTVWET,

COTRNAFIEK, OV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sma-
attack-N9bf4

ST

AR, COBRBFYIOR-—VOFEZHEITTVERT. AEOEBHICISU T, &) ZOER
HAFARICEVRE, COTRNAPFUZEHFLET,



https://blog.talosintelligence.com/uat-9686/
https://blog.talosintelligence.com/uat-9686/
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sma-attack-N9bf4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sma-attack-N9bf4
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCws36549
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-20393
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-20393

fesEtnH2HRm

CNBEFX v R—2I%, Cisco Secure Email Gateway ( ¥ & {RE DM ) & Cisco Secure
Email and Web Manager7 754 7 A (B EREOEE ) CHEE2E5X2FT, COFEE
F1a0E., ROFZHEOEAEEF -ZLTVRBEETT,

« FTTAT VA ANLRBEBENREEN TV,
o ANLBERER, 12F—XY MIRRAETATEY, /VFZ—XY MDY SEEFARET
9o

ANLEEBERE, T7FLRNTREVCZ>TLVERA. ChSOREBOBEAS A RTE,
COR—RNEAVE—ZY NIERRRATIHBEIHYEEA,

7:Cisco AsyncOSY 7 R I IT7DIXRTDOI =N, COREF Y IOR—VOFLZZIE
E

Cisco Secure Email Gateway 7 7’Z A 7V ATANLRBRNIBMICBE >TVRI L ES H ZHER
ER)

T7TI5AT 2V ATANLBRBEBENREENEMNCE>TVEINESIH EER TSI,
WebBEBA X2 —7 T4 AIC#EHL . Network > IP Interfaces > [Select the Interface on the

Spam Quarantine is configured]®JEICX Z1—LF T, A/NLBRBROEICHDFIVIRY D
AEAVICTDE, COBENBHICEKYET,

Cisco Secure Email and Web Manager7 7’24 7 2V ATANLRBRNIBMICE >TVEHES
hZHEFETS

FPITSAT VAT ANLREBEN RECNEMNICE>TVWRHAESH EZERTDICIE,
WebBE AV RA—T I A AICEHRL, BEBT IS SATVASEKYNI—I>IPAVE—T7I4
A> [ANLBEFREENTVDA XA —T I/ AZBRLTLKEET V], ANLAREOHEIZ
HBAFIVIRYIREBAIZTDE, COBENFBRIZKYET,

s EEA TRV ENEREAERS

COF RNAFVORBUIBEETIREEIZIAVIEVARENTVRHAOAN, O
BXvOR-—VOFEBEZTREN A O>TVET,

< A&, Cisco Secure Email Cloud® —ETH BTN TOTFNA AN EEEZZ TRV EE
BELEL .

AT, Cisco Secure Weblc 92T VA7 04 MEHIFEZELTVWERA,
EtX1)F 1 BREORK

COT RNAHUTHEENTLWEIREF Y OR—2VO—RELT, BREATIVR—EF. BEEh



ETPTZAT2AND)E—RNT IV RALERAE WD FENBUBEOT v RN 24T RL £,

TITSAT AN BEESNEAESH ZBHRNICHETREL ZWES (., Cisco Technical Assistance
Center(TAC)TT —AZFA—T7 2L TLKEETVY, BENBREOBEZALRICEDIL-HIZ, ¥
BEZIBDTTZATVATUE—RNT VAN BRMICH>TVDREZBRLTLSEEV, &
MBEHAZAILDODVWTR, B550T 9 _HIN/—hZSRBLTLEEL,

WFNhDBEE., COTRNAFVUO "HRBEIF, 723V ICRBBEATVEIHA T AITH
SCEEEB<SHELET,

2] 38 R

COHEBXF Y IR—VIZCBITDIVARAVEZEEZEBERIZIEAEREIBECATOVEEAY., EEER
COTRNAHFUD "THESIE ) QEICEHENATVWRHAAAEZSBLTEOERICES S
ENTEET,

FTEMASH E NAHER

20255128, Cisco Product Security Incident Response Team(PSIRT)l&. Cisco Secure Email
Gateway# & U*Cisco Secure Email and Web Manager7 7’24 7 AZRRE L EEBEN B EE
NHBTITAETAZBHLUEL I,

Hi B2
COWEE ¥R~ &, %], Cisco TACHR— T —AQBRFBICHEE nELL,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sma-
attack-N9bf4

NI B R

N—>3> B o3> AT—RA SRR}
1.0 EREVY)—A — Interim 2025%12H17H
F AR

BT RNAFVIERILEDEDELTIRELTHY, WABIBEORIAERKRIZDENDTE
HYEEBA, ETRNAYVOBBBICVIOERICETZIEENO IR ThSOERAEC
HBDENELERT, Ty DAORBRAERFIXVNORABRZFERLICEELLEY, EFLEY
THRENEBLET,

KT RNAF)DORRABICEL TEREFE O URL ZEBEL ., BIOEHPBERZRL 1255,


https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117873-faq-esa-00.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sma-attack-N9bf4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sma-attack-N9bf4

HHNEBLULELBREGRBEhELEA. TS LLERE. BRBFESIERILEY, EER
BHATELTVEY TRAREEI BV ET, CORFIXDNOBERE, >AOQ®EOIV R
l_ﬂséj{l’%t l/-(\l\ij-o



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



