CiscolOSXEV 7 NI T OEFIIESHE O
JSREVTAICHBTDER/NT/INADOMREHE

7 RINA 1) —ID : cisco-sa-netconf-nacm- CVE-2025-
Mediu ypass-TGZVIpmQ 20214

726 B : 2025-05-07 16:00

/N\—>321.0: Final

CVSSA7 :4.3

[E138 %K : No workarounds available

Cisco /N7 ID : CSCwi33204

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMEBT 52 BRI, RERXSBELET,

BE

Cisco I0S XEY 7 k™7 T 7 ®Network Configuration Access Control Module(NACM)IZ & (% 55
HIZKRY, BEAETNEUE-—PNREBEEN, BRT 22X LEEAT—RICRNIT B NEBZTHEL
TOLAZRBTEDAREENBYET,

CDESEME. REPAPII—IILOEENBMYICEEE NSO, BRNFELL74ILEVT
ENRVIEICRELTVET, HEEF. NETCONF, RESTCONF, FI(FgRPCXY hJ—
VEBAVR—T7IAAGNM)Z’ORNIILOWVWThAZFEHRL T, NACMRBREICK 2 TIERE I
UM OHEINADT—RZRETDIET, CORBUEZARENAITHAEEN HYET,
TORTOA4BMNCRITEE, WEEIE, NACMBREICHE 2 THIRENTWBIREF—RICT Y
TATEDAEMN B ET,

ECORBUEZEERATDICE., REENMSLVEVEREZE D BEMEI-—FASILTUIY
ILZEEREL., NACMA'ZDI—HICHIRNETHAIM) T IV LA ZREMIZDLSICHREETNLTVS
VEFHYNET,

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-netconf-
nacm-bypass-TGZV9pmQ

COT RNAFVIE, 2025F58ICAREN/=CiscolOSY 7RIV ITHLTIOSXEVY 7D T
TOEFIVFTATRNAFUN RILO—BTT, ChSOFTRNAFVEDID-&EICD
WTlk, TRAOARVBLAKRVR : Cisco IOSERPIOSXEVY 7R VITICBATHEFI Y
TAT RNAHFVRBEER (FEH, 2025%F58 )1 2ZRL TS EE L,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-netconf-nacm-bypass-TGZV9pmQ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-netconf-nacm-bypass-TGZV9pmQ
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi33204
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-20214
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-20214

HUHR
Bt sH2HMm

NEARRATE, COMRBENTEEZZ(TEIDAOT/NA ATHIFEAN FEET S Cisco I0S XEY
FROTF7VI)—AZETLTVWT, cSICHEROEVI—YICHL THIRE nAHEA&ERY 7
D AERETEINACMAR S —AEMENTVWBIEES, COMBEONEEZITET,

FESSMEANFEET S Cisco V7 RDITVI—RICOVTE., COTRNAHFUD TBEZFHY
Z2h01IF7, €023 FRBLTLKEEL,

EBEMZEATVERVWC ENEREEhERR

COT7RNAFUDHBEOHIERBA I I VICIARENTVRREETA COMEED
HEEZ B ENHSNhTVET,

DA, CORBENIUTOAARRICEFELZSEZI BV EERABLEL L,

«I0OSVY7hKDIT

c IOSXRYT7KDIXITF
+ Meraki &M

* NX-OS VY7 hKhJITF

o] 5 3R
COSEEICNTIERKEHYEEA,
BEZFARYTITNDIDIT

VIRDITDOTYTTL—RERFTTIRICE, "/7\] TXIVTFA TFRNAHF) R=DT
AFTERAOHMOT RNAY U ZEHNICSRL T, REZZTHAEMERL2BT YT
JL—RVYU1I—=2a3a EBABELTLSEEL,

WThoBEegE, TYTIL—RIBFNA AT BXEINF BB, BRTRED/\—R
JITEVT I\TI} OBEN TRV —ATEEHRZEELKHR—hEnhTVWBEETHIC
BEEL TV, FHAEKRICDOWTI, Cisco Technical Assistance Center (TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—ICEBLEbELSEE L,

CiscolOS BV IOSXEV 7RO IT

BEHEN CiscolOS BV IOSXEV IRV ITOMRBEICIDIEENTREMZHUMTED LS
2. > A& Cisco Software Checker ZHLTWET, COY—ILEFESET, BENY T
ROITV)—AIBEETRZIANTCOADEEF1)T14 TFTRNAFVZKRRTE, ThETELhD
TFRNAFUTERENIZMHEEZBEL HEADDO ) —RX ( "FirstFixeds ) ZBETEEXT



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x

o Flh, ZYHITBFAICIE. Software Checker Ik WYY BIE NI XNTOT RNAHUIZEHD
TXNTORBUENMMEEETNZHRID ) J—RX ( "Combined First Fixed, ) ZHEFETE X T,

COY—)L=EFEATBICIE. Cisco Software Checkery R—Z DFIBIZHWVWET, HDVIE,
ROT7a—AL%ZFERALT, ADEF21UT1 FRNAFVICERETDVI)—ATHBIHESH
ZHALET, cOT7F—LZFEATRICE. XROFIEICHWVET,

1. Y=ILTHREITDTRNAFVZERLET, COTRNAFUDGK, 2F1 T 1 ZEFF
i (SIR) A "X, Fi2ld "E1 OTF RNAHFUDHK, IXTOFT RNAMHFUOVThD
-(“j-o

2. ) —ZBES (i : 15.93)M2. 17.3.3) EAHL £,

3.[FTYY (Check)| Z0UYOLET,

2 Critical,High,Medium
COT RINAHF DM

Check

FTEMAEH E RNAHER

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ HFUIZEBEEhTWVLS
EHEEOTEFAEFPTOLAREEEL TLVERE A,

H B8
ABBEE. SATRBTOEFIUF 4 FANCE I TRREAELL,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-netconf-
nacm-bypass-TGZV9pmQ

NG B

N—ay 2488 tovay | AF—82R Bt
1.0 EREU)—A — Final 2025 587H
F AR

AT RNAFVIERILEDEDELTIRELTHY, WABZIBEORIAERERIZDENTE
HbYUEEBA. ETRNABVOBBBIVCVIOERICETZEEO IR ThSOERAELC
HBDENELERT, o DAORBRAERFIXVNORNBTZFERLICEELLEY, EFLEY


https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-netconf-nacm-bypass-TGZV9pmQ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-netconf-nacm-bypass-TGZV9pmQ

TRENEZBLET,

AT RNAF)DORENBICEL TIEREE O URL Z2EBEL, BIOEHEPERZRL LI5S,
HUANEBLEBBREGRBEENERA. TS LEERE,. BRR[FZEsIERILEY, EEX
BHARELTVWEY TRTAEMEAN BN ET, CORFIXDMOBERE., >AOHROIV R
A—YZRRELTVWET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



