CiscoIOS XEDA VYL A NO—ZYV 787
IT7ICBTAAERI—YHIBRORMES

7 RINA Y1 —ID : cisco-sa-ewlc-user-del- CVE-2025-
Mediund > P 0 2010

726 B : 2025-05-07 16:00

/N\—>321.0: Final

CVSSA7 :6.5

[E138 %K : No workarounds available

Cisco /N ID : CSCwm35433

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMEBT 52 BRI, RERXSBELET,

BE

Cisco IOS XED A YL A2 hA—FY 7 k7 T F DOLobby Ambassador Web(f 2> X—7 T 4 A
CHFRRB/HEICKRY), FBRAEEHEVE-—IMKREBEEN, BREATNAATERZRENTLVBRFEENDL
—HZHIBRTED AN BV ET,

COEFEME, OE—TFUNYE—-1—HFILL>THRTENBD 7023070 ARI NO—
IHFF+oTHRIEICBALET, WEEE, lobby ambassador I—H7HT U M EFEAL T
ZETFNAAICOTAL, BRICHIENEHTTPERZAPICEE T2 T, CDiEEME
FEFRBITHAEENHYET, TVATOCMNCEKITRE, HEBEG, EEEERZFE D]
—H2EH, FNAALOEEOI—HYTHI U NZHBRTEDAMESEN BV ET,

A CORBUENFTERATESD DR, HEE N lobby ambassador7 I NOILFUT v )L
ZRBLEBELETTY, COTHIURE, F7FIILRTREEETATVEEA,

JATDRCORBUECHLTDIYTIRNIITFFTYTF—REVI)—ALTVET., CORFEHEIC
Mg REBREHKE A

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-user-
del-hQxMpUDj

COT RNAFVIE, 2025F58ICAREN/=CiscolOSY 7RIV ITHLTIOSXEVY 7RI
TOEFIVFTATRNAFUN RILO—BTT, ChSOFTRNAFVEDID-&EICD
WTlk, TRAOARVBLAKRVR : Cisco IOSERPIOSXEVY 7R DVITFICBATHEFa Y
TAT RNAHFVRBEER (FEH, 2025%F58 )1 2ZRL TS EE L,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-user-del-hQxMpUDj
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-user-del-hQxMpUDj
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75279
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm35433
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-20190
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-20190

HUHR
Bt sH2HMm

NHABRTIE, KO ADRMTCisco IOSXEDA VYL AIONO—ZY 7 NI I T OMHEM
NDH>d'1)'1)—A%RETL. lobby ambassadorI—HTFHI MABHICENRTVWBRBEIC,
DEBUEOEEZZITEL I,

« 227 RET Catalyst 9800-CL D4 VYL A NO—F

- Catalyst 9300, 9400, 9500 = 1) —X A4 ¥ Ff Catalyst 9800 fHHAK T A VYL A
NO—Z

+ Catalyst 9800 ) —X D4 VYL A d>~NO—3

- Catalyst 77 EARSA 2 NOBEKIAKDTA VLA MO—F

COT RNAFVOLRRAKRTHRBEES FEIZZAOAYIRNTITII-AILDOVTR, C
OF RNAHFUD "EEZEKRVYTRIIT, €232 #FRLTSEEL,

TINA ARE DFERE

Lobby Ambassador7 17> N EHTTPH —/NHEEEN" T /NA AICREET N TWVWB A ES H ZHER
TRICR. ROFIEZFEALET,

OE— 72 NYH— THI2 NREDHERE

FINA ATREE N TV Blobby ambassador7 hV > NOBEER TS ICE. /N ROV
4 > L Tshow running-config | count type lobby-admin CLIANY > RZR{TLE T, XD HIE.
12 MLobby Ambassador7 1V RHFREENTVBRTFNAATOCLIEIZRLTVWET,

<f#froot>

Router#

show runni ng-config | count type |obby-admn

Number of Tines which match regexp = 1

IROBERE., FNAATRELINTWAOE—- TN E—TAHAINOBERLTVE
9o

7 : Lobby Ambassadord— /L&, RADIUSEZFTACACS+ZFEAL TVWD1—%T7HU N
ICBIEN T2 &N TEET, Cisco ldentity Services Engine(ISE)%& & MEREE, BRI, 7AHY
T AT AAANT—NEFEALT, FNAARILTI9LARATDI—HYTHO O NEZEELTY
%358, cisco-av-pair=lobby-adminB A BREE N1 —HOFEZRIETILENf Y E



¥, Cisco ISETLobby Ambassador7 1V NZRET D HZEDOHICOWVWTIE, TRADIUSSH
KU TACACS+EREE - & 59800 WLC Lobby Ambassador®@s&E 1 #SBL TS EE L,

HTTP H—/\i&E DR

HTTPH —/NBBEN T/NA ATEBRMICBE>TVBRIHESH ERRBTHICK. N RICOTA

>~ L., CLITshow running-config | include ip http server|securelactive X > R&EFEHAL T, &
O—=NILd>714F1L—>32I(Cip http server N > RE = i&ip http secure-server X > R
FEETIDESHZBALET, EE85HMDOANY RFEFATVSREFESE., HTTP H—N
— BN BT,

ROBIE, HTTPH—/NEEEA B RIIC % 2 TW B F/V 4 A T Dshow running-config | include ip
http server|secure|active JN > ROHHZERL TVERT,

<f#froot>

Router#

show runni ng-config | include ip http server|secure|active

ip http server
ip http secure-server

FTNAAREICESSHPOIONY RELFAEAOINY RAEENTVSIFEEE., Web
U BIICBZ D TVWET,

ip http server X > RA'FEEL . §&EIC ip http active-session-modules none A EFEN TS
B, BBEEF HTTPRBATIJATOMREhD LR BYELEA,

ip http secure-server1X > RA'FIEL ., FRE(Cip http secure-active-session-modules none®
EENTVBEHEE, COMBUEFHTTPSTERRERATE XA,

Cisco IOSXEDA VLA NA—F V7 RNIITHFCORBUEOXEZZ(TD D, 5‘"/\'4
AlClobby ambassador7 A7 RABREETNTVBBENHKTT, chiET7 I RERET
BV, EEENMEBMITIXENHYET,

EBEMZEATVEVWC ENEREEhERR

COT7RNAFUDBEOHIERB I I VICIARENTVRREETA COMEED
HEEZ B ENHSNhTVET,

DA, CORBENIUTOAARRICEFELZSEZI BV EERABLEL L,

c IOSYT7KDITF


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215552-9800-wlc-lobby-ambassador-with-radius-an.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215552-9800-wlc-lobby-ambassador-with-radius-an.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215552-9800-wlc-lobby-ambassador-with-radius-an.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215552-9800-wlc-lobby-ambassador-with-radius-an.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215552-9800-wlc-lobby-ambassador-with-radius-an.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215552-9800-wlc-lobby-ambassador-with-radius-an.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215552-9800-wlc-lobby-ambassador-with-radius-an.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215552-9800-wlc-lobby-ambassador-with-radius-an.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215552-9800-wlc-lobby-ambassador-with-radius-an.html

c IOSXRYT7hKDIXITF

+ Meraki &M

* NX-OS VY7 hKhJITF

e DJAYLALANI>RNAO—Z (WLC )AireOS Y7 RNDIT

o] 5 3R
COESEEICNTIERKEHYEEA,
BEZFHARYTITNDIDIT

VINDITOTYTIL—RZEBRFTIERICEK, 2RO EF1UF 4 PRNAHFI R=DT
AFTERAOHMOT RNAY U ZEHNICSRL T, REZZTHAEMERL2BT YT
JL—RVYU1I—23a EBABELTLEEL,

WIFhoBEE, 7YTIL—RIBFNAALCTDBXEIN BB E, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZTHIC
BEEL TV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—ICHEBLEbELLEE L,

CiscolOS BV IOSXEV 7RO T

BEERN CiscolOS BLVPIOSXEV I NIV ITORBHEICIZDBERENTREMZHMTESD KRS
2. > A Cisco Software Checker ZHLTWET, COVY—ILEESET, BENY T
ROITV)—ARIBEETRIZIANTCOADEEF1)T14 FRINAFVZKRRTE, ThETELhD
TFRNAFUTERENIZMHEEZMBEL HEADDO ) —RX ( "FirstFixeds ) ZBETEEXT

o T, ZHITBHZFEICIE. Software Checker ICK VW HBIENZINXTOT RNAHICREED
TXNTORBUENMMEEETNZHFRID ) J—X ( "Combined First Fixed, ) ZHEFETE X T,

DY —)LZFEATBICIE. Cisco Software Checkery R—Z DFIBIZHWVWET, HDVIE,
ROT7#—AL%ZFERALT, ADEF1 VT4 FTRNAFVICKRETRDV)—ATHBIHESH
ZHALET, cOT7F—LZFEATRICE. XROFIEICHWVET,

1. Y=ILTHREITDTRNAFVZERLET, COTRNAFUDGK, 2F1 )T 1 ZEFF
i (SIR) A "X, Fi2ld "E1 OTF RNAHUDHK, IXTOFT RNAMHFUOVTFhD
T9,

2. ) —ZES (i : 15.9(3)M2. 17.3.3) EAHL £,

3.[FTYYU (Check)]| Z0UYOLET,

2 Critical,High,Medium
COT RINAHF DM


https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr

Check

FTEMAEH E NAHER

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ HFUIZEBEchTWVS
HEEOTFTEFAEFPZTOLAREEEL TLVERE A,

H B8
ABBEE, SATRBTOEFIUF 4 FANCE I TRREAELL,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-user-
del-hQxMpUD;j

RG] B

N—oaz S w53y | AF—RR A
1.0 AEAEY—2R — Final 202545878
MARL

KT RNAFVIERILEDEDELTIRELTHY, WABZIBEORIAERERIZDENTE
HYEEA, ETRNAFUOBBRELTVIVOERICEIZEED—IETNhSOERELC
HBENDELERT, e, PAOARBRERRFIXIMNOABRZFERLICEELLY, EFHLLY
TRENEZBLET,

AT RNAF)ORERNBICEL TIHHREFE O URL ZEBEL, BIMOEHPERZRL LI5S,
HUANEBLEBBREFIRBZENERA. TS LR, BRR[FEsIERILEY, BEER
BHARELTVEY TRAEMEA BN ET, CORFIXDNOBRE. ZAOHROIV R
A—YZ2R/RELTVWET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-user-del-hQxMpUDj
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-user-del-hQxMpUDj

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



