CiscoF VtARA 2 NY T NDIT O
IPV6T' — NI A ZEDAETEMN

7 RINA Y1 —ID : cisco-sa-ap-ipv6-gw- CVE-2025-
Med|u UAzpn90 20365

726 B : 2025-09-24 16:00

/N\—>321.0: Final

CVSSA7 :4.3

[E138 %K : No workarounds available

Cisco /N ID : CSCwm13005

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMEBT 52 BRI, RERXSBELET,

B=E

SAOATOERARAZV NI T RITITOIPBIL—F3T RINZA XX MNRA)NT Y NMoEIZE T
PIBHEICKRY), AN TVEVEEIZIRBENZIT/NAADIPVET — I I A ZEET
EDTREMLBYET,

COMSEMNEFE. DA VLAVZATRASZETBIPV6RANT Y NOREBICHTZ2HETLS
—ICBRALET, WBEEF, DI VLARY ND—VICBENTT, BRICHAIEThIEZ—ED
IPVv6 RANT Y RZIAET R &LV, COMBUEZFEFNATI ARSI HVET. TTRA
ZO/MMIEHTDE, WBEREZIETNAADIPVGT — RV I Z—RKHNICEETEDAHE
AHVET, T, REBEZZWDITNAACRERTSNEDAVYLAIZATRTNTY N
FEENICKDNDAEEEH)ET,

JAODRCOMRBECHLTEIYTIRNIITFTFTYTF—REVI)—ALTVET., CORBHEIC
Mg REBREHKE A

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ap-ipv6-
gw-tUAzpn90

=S m
IS0 & 2 R

NABRT, ChoORSEMtE. TNAMAREICEREL, Cisco7 7EARSA NI T KD
ITOMRBEOHD) ) —AZRTIDRAOAOARHRICEEEZEAXR LI,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ap-ipv6-gw-tUAzpn9O
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ap-ipv6-gw-tUAzpn9O
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm13005
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-20365
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-20365

+ 6300 —ATURTFTY RY—ERAT IV EARAS > NAP)
« Aironet 1540 1) —X AP

« Aironet 1560 ') —X AP

+ Aironet 1800 > 1) —X AP

+ Aironet 2800 > 1J—X M AP

+ Aironet 3800 > 1J—X®M AP

» Aironet 4800 AP

» Catalyst 9100 AP

« Catalyst IW6300 Heavy Duty ') —X AP

s 1100 —EAREEIL—R(ISR)DHEES AP

COT RNAFVOLRRAKRTHRBEES FEIZZAOAYIRNTIITII-RAILDOVTR, C
OTF RNAHUD TBEERKVYTIRNIIT 20232 #ZBLTIKEEZV, RETLETEN
DEHICOVWTR, COTRNAFUOLERICHZ/NT ID OFMEI>IVZZRBLUTLKE

=L,

EBEMZEATVERVWC ENEREEhERR

COT7 RNAFUDHBEOHIEBA I I VICIARENTVRREETA COMEED
HEEZ B ENHSNhTVET,

A, COMBYENFCOT RNAMFUD T DHD ARG, EUvavicEZHEshTy
BWCiscoP VEARA RNV ) —XIZREEEEZ VWL EBELEL =,

o] 5 3R
COESEEICNTBIERKEHYEEA,
BEZFHARYVYTITNDIDIT

JAOATR., BEBAVYTIRIDITIV)—AANOT YT ITL—RAFATREICEZDET, E#E
REMKE—BHNEEARTHIEEATVEY, COMBUEZZTEICEEL. X7 RNAFU
THATN TV IEEOREZERBIZLHIC, BERICEEAT RN HFUTHAETATVSE
ERAVTIRIITILTYTIL—RIBDZEZBHRLET,

BIEFEHR)—A

RITHRATRE., ROKICRTV)—ABRIIEETLE, REXTE2THRHOBWMICOVTR,
DT RNAFVUDOLEEICHZD/NT IDOFMEIZI2ZEZZRBLTSEZL,

ERAQOHICREIAOAY 7RI F7II)—=R, ARIOHICEV I —AANZOFT RNNAH ) (CEREHE
NTVBBEEOXEZZTRIHNESH, BLUOZOMRBRICHTZIBEEZST) ) —ANRE
NTVWERT,



TORBARAUKN (AP) DT Y7 JL—R7OLATR,. EEEQZE AP ABERELATVR DAY
LAOAY R O—Z%27 Y7L —RIBBENBVET, ROKRICRTRISIC, ZHTHEER
HADIVTRIIT VI—AILTYTIL—RIBZZEZHEHOLET,

Catalyst 98007 1 ¥ L A~ hO—3 £ 7z l&Embedded Wireless Controller(EWC)IZ & » TEE
EhBTUOEARAUB

CiscoWLCIOSXEY 7 KNI I T First Fixed Release ({§IEE hi={F#NDJIJ—X)
17.8 L) BEZFHR ) —AICBIT,
17.9 17.9.7
17.10 BEZFHK ) —AICBIT,
17.11 BIEFH ) —AICHIT,
17.12 17.12.5
17.13 BEZEHR) ) —RICBT.
17.14 EEEZHRU ) —RAICHKT,
17.15 17.15.2
17.16 fesstEa L
17.17 fesstea L
17.18 MRS L

< A1 ® Product Security Incident Response Team ( PSIRT; ZOAX O N £¥a1UF4 422 F
VRNLARVAF—AL)IE, COTRNAHPFVICRBEThTVEIZETI V) —ABHREEIER
A —ABHROAERIALET,

4 ¥ L ALANTI> NO—F(WLC)F /= (& Mobility Express(ME) CEEBE D7V EARA K

Cisco WLC 3504, 5520, 8540, Mobility Express(ME), & & TMREWLCIZDW Tk, Y7 K
ITAVTFRAI)—ADKRTANETNENTRTLTVET, 20, 2RO, CO7F
RINAHFUTHAL TVWBBHEICHLTEZ OOV T NIITOTY TF—R2)I)—ALT
H5F, SBREVV—ATHFEROVEREA. BERICE. ChsOREROYR—NETEA
ESRIDEEHBOLET,

CiscoODA Y LAV IR IIFN=3 28100 R— RTOBHSH
35049 A VLA MO—SOHR—METOBHS

552004 VLA MO—SOHR—METOBHS

85409 A VLA bO—SOHR— ML TEA

Virtual Wireless Controller® B R— RN ETOHH S £

FINAADOBITERNTIERE, [ADEF21UFT 14T RINAH1) ( Cisco Security
Advisories ) | R—J TAFTERAOARGROT RNA D Z2EHNICSRL T, REEZZITS


https://www.cisco.com/c/en/us/products/collateral/wireless/8500-series-wireless-controllers/wireless-software-8-10-pb.html
https://www.cisco.com/c/en/us/products/collateral/wireless/8500-series-wireless-controllers/wireless-software-8-10-pb.html
https://www.cisco.com/c/en/us/products/collateral/wireless/8500-series-wireless-controllers/wireless-software-8-10-pb.html
https://www.cisco.com/c/en/us/products/collateral/wireless/8500-series-wireless-controllers/wireless-software-8-10-pb.html
https://www.cisco.com/c/en/us/products/collateral/wireless/8500-series-wireless-controllers/wireless-software-8-10-pb.html
https://www.cisco.com/c/en/us/products/collateral/wireless/8500-series-wireless-controllers/wireless-software-8-10-pb.html
https://www.cisco.com/c/en/us/products/collateral/wireless/8500-series-wireless-controllers/wireless-software-8-10-pb.html
https://www.cisco.com/c/en/us/products/collateral/wireless/8500-series-wireless-controllers/wireless-software-8-10-pb.html
https://www.cisco.com/c/en/us/products/collateral/wireless/3504-wireless-controller/eos-eol-notice-c51-744737.html
https://www.cisco.com/c/en/us/products/collateral/wireless/3504-wireless-controller/eos-eol-notice-c51-744737.html
https://www.cisco.com/c/en/us/products/collateral/wireless/3504-wireless-controller/eos-eol-notice-c51-744737.html
https://www.cisco.com/c/en/us/products/collateral/wireless/3504-wireless-controller/eos-eol-notice-c51-744737.html
https://www.cisco.com/c/en/us/products/collateral/wireless/3504-wireless-controller/eos-eol-notice-c51-744737.html
https://www.cisco.com/c/en/us/products/collateral/wireless/3504-wireless-controller/eos-eol-notice-c51-744737.html
https://www.cisco.com/c/en/us/products/collateral/wireless/3504-wireless-controller/eos-eol-notice-c51-744737.html
https://www.cisco.com/c/en/us/products/collateral/wireless/5520-wireless-controller/eos-eol-notice-c51-744430.html
https://www.cisco.com/c/en/us/products/collateral/wireless/5520-wireless-controller/eos-eol-notice-c51-744430.html
https://www.cisco.com/c/en/us/products/collateral/wireless/5520-wireless-controller/eos-eol-notice-c51-744430.html
https://www.cisco.com/c/en/us/products/collateral/wireless/5520-wireless-controller/eos-eol-notice-c51-744430.html
https://www.cisco.com/c/en/us/products/collateral/wireless/5520-wireless-controller/eos-eol-notice-c51-744430.html
https://www.cisco.com/c/en/us/products/collateral/wireless/5520-wireless-controller/eos-eol-notice-c51-744430.html
https://www.cisco.com/c/en/us/products/collateral/wireless/5520-wireless-controller/eos-eol-notice-c51-744430.html
https://www.cisco.com/c/en/us/products/collateral/wireless/8540-wireless-controller/eos-eol-notice-c51-744431.html
https://www.cisco.com/c/en/us/products/collateral/wireless/8540-wireless-controller/eos-eol-notice-c51-744431.html
https://www.cisco.com/c/en/us/products/collateral/wireless/8540-wireless-controller/eos-eol-notice-c51-744431.html
https://www.cisco.com/c/en/us/products/collateral/wireless/8540-wireless-controller/eos-eol-notice-c51-744431.html
https://www.cisco.com/c/en/us/products/collateral/wireless/virtual-wireless-controller/eos-eol-notice-c51-744428.html
https://www.cisco.com/c/en/us/products/collateral/wireless/virtual-wireless-controller/eos-eol-notice-c51-744428.html
https://www.cisco.com/c/en/us/products/collateral/wireless/virtual-wireless-controller/eos-eol-notice-c51-744428.html
https://www.cisco.com/c/en/us/products/collateral/wireless/virtual-wireless-controller/eos-eol-notice-c51-744428.html
https://www.cisco.com/c/en/us/products/collateral/wireless/virtual-wireless-controller/eos-eol-notice-c51-744428.html
https://www.cisco.com/c/en/us/products/collateral/wireless/virtual-wireless-controller/eos-eol-notice-c51-744428.html
https://www.cisco.com/c/en/us/products/collateral/wireless/virtual-wireless-controller/eos-eol-notice-c51-744428.html

AREMOBARETEATYTIL—RYVI-3 2 ZEELTLEET L,

WFhoBEE, ILLEARIZRY ND—9Z—XIC+9THBDE, FILLWLFNSARIZTDE
XEUNFHBDE, BLRTBEODN—RIITFEVTINIITOBENFLUVRR T E45EE
TICHR—RENBD L ZREITIHEN BV ET, THABKICDOWTIEE, Cisco Technical
Assistance Center (TAC ) E LK REZHWL TVWBR XV FFHFATONAZ—ICBBVEDELE
=L,

FTEMAEH E KRR

Cisco PSIRT Tld, X7 RNAHVICREE N TV IMRBEOFTERAESR T OLAKRIGHETIL
THYFEEA,

) B2

C MBS X, Cisco Technical Assistance Center(TAC)DHR— R T —ANERFBPICKRE N E
L.

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ap-ipv6-
gw-tUAzpn90

oG] B EE

N—>3a> B o3y AT—RA B+
1.0 AEARY ) —R — Final 2025%9H24H
F AR

AT RNABVRERLEODEDE L TIRHLTHEY ., WL BIBEORILEETRRIDENTE
HYERBA, ETRNABTVOBHBBICVIVDOERICETZIREN—IFTNhSOEREC
HBDENELERT, Fh, DATRBAERFIXNOABRZFESRLICEEL LY, EFLLEY
TRENEBLET,

AT RNAF)ORENBICEL TIHREE O URL ZEBEL, BIOEHEPERZRL LI5S,
HUANEBLIEBEREGRBEENERA. TS LEERE, BRR[FEsIERILEY, EEX
BHAXELTVWEY TRAEMEA DY ET. CORFIXDMOBRE., ATDRHROIVR
A—HZXHRELTLVET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ap-ipv6-gw-tUAzpn9O
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ap-ipv6-gw-tUAzpn9O

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



