Cisco Industrial Ethernet>> ) — XA A Y F®
CiscolOSY 7 NI TFICHFHAT oA
O—J)LURARNNAINADEEEM

7 RINA 1) —ID : cisco-sa-repacl- CVE-2024-
Mediuny*9"2rPb 20465

J/~B8 B : 2024-09-25 16:00

/N—>32 1.0 : Final

CVSSA7

[538 %X : No workarounds available

Cisco /X% ID : CSCwi85609

BARFBICIDEHRIE. RFRICIDEXDFLAXSHRTHY, REFEXEDETH
BROEHENHZBEICE. RERNAIBELET,

BE

Cisco Industrial Ethernet 4000, 4010, &Kk UV'5000> 1) —X A A Y FTEITE N TLBCisco
IOSY 7 RIJITFOF7 VLA NO—ILUANACLZ OS> T DMEEMHICKY), BREEh
TUWEWYE—ROEBENREENIEACLENSA/INATEDAREEN DY ET,

CDAESEH X, BE & N Resilient Ethernet Protocol(REP)Z B M E X EMICTBEEIC, AM Y F
REAA—TIAATIPVAACLAELL BBV EICERALET, REHE., ZI3TN
AAENLTRTTAVIRRELEDETDHET, COMBUEERENA TS AREMENBHY)

TP, TVA7O4MBMCHIITS L, HEBEERFERIAT/NAADACLENA/INATEDAEMEN D

WETD,

SAARCOMBEICHNTEIVYTINIITTFTYTF—RE))—ALTVWET, COMEFEHEIIC
MuFREBREHKE A

T RNAFVE, ROV OKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-repacl-
9eXagnBpD

DT RINAHFVJIE, CiscolOSYT7RIITHERPIOSXEY 7 RNIJIT7OEF1)T14T RN
AN RIVREAD2024F9R V) —AD—FTT, PRNAFVEVIO—BICODWTE

FCisco Event Response: September 2024 Semiannual Cisco |I0S and I0S XE Software
Security Advisory Bundled Publicationy ZZBL T E&E LV,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-repacl-9eXgnBpD
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-repacl-9eXgnBpD
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75169
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75169
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75169
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75169
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75169
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi85609
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20465
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20465

ZEHHE M
st H23REA
NEEATR, KO AIRZETCisco I0OSY 7RI T F U —R1528)E2LNEAEITENT

BY, AAYFREA > RX—T T4 ASV)IZIPv4 ACLNRREE N TWBHE, COMBHED
HEEZTEY,

« Industrial Ethernet 4000 &'\) —X A/ Y F
« Industrial Ethernet 4010 &\ —X AA Y F
« Industrial Ethernet 5000 &'\) —X AA v F

TINA ARE DR

FTINA ATSVIZIPV4 ACLABREE N TWVWB A ES H &R T S CIE. show running-config |
begin Ainterface Vlan CLIANY > RZFEALE T, KOBICTTLSIC, EBSVIA X2 —T 1A
AVian X)O TOHRBZRAXNT, IPUT VAT IL—THBREE N TVRIHLESH EHRBLET

o

<f#froot>

Switch#

show runni ng-config | begin ~interface Vlan

interface Vlan 100

ip address 192.168.1.1 255.255.255.0

i p access-group

DropACL 1in
Switch#

i CORBEE, EBENTYT VA2 E—T7 T4 ATREPZRMELIFEMICL 1215
BIEOKTIVATOA MNAREICHEYETT, BEEOHDRETACLATHES M TV EVESR
BEIZLEHICTNAAZIO—RL, ACLAELKHEL TVWA L ZMHIELERT,

feBtEEATVAVWZ EfBFEEh-REA

COTRNAFUDOELEOHZREEIIVICEHENATVRIREOAKN ., COMEMD
HEEZ R EN DA 2TVET,

DA, CORBENIUTOAARRICEFELZSEZ BV EEZRABLEL L,



c IOSXEV7KDIT
c IOSXRYT7KhDZXITF
+ Meraki &M

* NX-OS VY7 hKhJITF

o] 5 3R
COESEEICNTIERKEHYEEA,
BEZFHARYTITNDIDIT

VINDITOTYTIL—RERFIIEICEK. A EF1UT4 FRNAMFI R=DT
AFTERAOHMOT RNA YV ZEHNICSRL T, REZZWHAEMETYTIL —
RYDV1-232-—AEi#RBLTSEEV,

WIFhoBEE, 7YTIL—RIBFNAALCTDBXEIN BB E, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZTHIC
BEEL TV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—ICHEBLEbELLEE L,

CiscolOS BV IOSXEV 7RO T

BEEN CiscolOSVY 7 RIITHBELITIOSXEV I NI ITORBHICKDZDBEREOAEEMEZY
WiT&EBKSIZ, AT Cisco Software Checker ZIELTWET, COVY—ILEFS LT
CREOYIRIITUY—RCBETBINTOVAT £F1UF 4 FRAAFUERRTE
, TNENROT RNAHUTERENIBBEHEEBEL KHADO U1 —R ( TFirst Fixeds ) %
BETEET, £k, L TBHEICIE. Software Checker ICK W HBIENFTXTOT R/NA
H)ICRBEOIXNTOMBENMEEEhEHZIND!) J—R ( "Combined First Fixeds ) Z4ET
2FT,

COY—)LZFEATBICIE. Cisco Software Checkery R—J OFEICHVET, HDVIE,
ROT7#—AL%ZFERALT, ADEF1 VT4 FTRNAFVICKRETRDV)—ATHBIHESH
ZHALET, cOT7F—LZFEATRICE. XROFIEICHWVET,

1. Y=ILTHREITDTRNAFVZERLET, COTRNAFUDGK, 2F1 )T 1 ZEFF
i (SIR) A "X, Fi2ld "E1 OTF RNAHUDHK, IXTOFT RNAMHFUOVTFhD
-(“j-o

2. —ZBEE (1593M2. 17335 E ) BEAILET,

3.[FTYYU (Check)]| Z0UYOLET,

2 Critical,High,Medium
COT RINAHF DM


https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr

Check

FTEMAEH E NAHER

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ HFUIZEBEchTWVS
HEEOTFTEFAEFPZTOLAREEEL TLVERE A,

i
C DHEFEMIE Cisco TAC YA R— RN T—ADBRFPICRKEENEL =,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-repacl-
9eXagnBpD

X R] /B B

N—T a3 3t £ovay | AF—2Z A
1.0 AERRAY)—A — Final 2024%9A25H
AR

KT RNAFVIERILEDEDELTIRELTHY, WABZIBEORIAERERIZDENTE
HYEEA, ETRNAFUOBBRELTVIVOERICEIZEED—IETNhSOERELC
HBENDELERT, e, PAOARBRERRFIXIMNOABRZFERLICEELLY, EFHLLY
TRENEZBLET,

AT RNAF)ORERNBICEL TIHHREFE O URL ZEBEL, BIMOEHPERZRL LI5S,
HUANEBLEBBREFIRBZENERA. TS LR, BRR[FEsIERILEY, BEER
BHARELTVEY TRAEMEA BN ET, CORFIXDNOBRE. ZAOHROIV R
A—YZ2R/RELTVWET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-repacl-9eXgnBpD
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-repacl-9eXgnBpD

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



