OpenSSH H—N—ICH TBFRFAE L THO ) E—
NI— REITOREFEM ( regreSSHion ) : 2024
F£7A8

7 RINA 1) —ID : cisco-sa-openssh-rce- CVE-2024-
: 2024 6387

ngh #1~B B : 2024-07-02 16:00

RIFEH B : 2024-09-05 15:03

IN—2 32 1.14 : Interim

CVSSA7

[538 %X : No workarounds available

Cisco /N7 ID :

HAZICEDIBHRE, REBICLDEXDOIIELRLGHRATHY ., KERERXEDETH
BOBEN HZDEEICIE., REREXHNEBELET,

BE

2024 £7 A1 H. Qualys #OEEFAELF (TRU ) #. glibc K—ZD Linux ¥ AT LD
OpenSSH H—/\— (sshd ) ICEEZ5A2 %, FAELTOUE—FI—RETOMRBMHEZ LH
LEL L,

CVE-2024-6387 : sshd T T FILN\Y RSOBRERENBOAYVELE, 9FAT KD
LoginGraceTime # ( 77 # )L N Tl 120, HHW/X—>3 2 ® OpenSSH Tld 600 ) LAAIZFRE
ENBVEE, sshd SIGALRM N\ RS HFFRBICHIEENET, L, 2OZTFILNY
RSE&, IEAHBESICHLTELTRABAVERETETRER (syslog() & ) ZEHTELET,

COEFHHENEHBIC OWTIE., FQualys Security Advisorys #ZBL T &L\,

T RNAHFVEEMERAAFARICE 2 LEBEIATERELET,

T RNAFVE, ROV OKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-openssh-
rce-2024

ST

SAOATR., CORBUEOFEZZTRIRARBLTITZIVRY—ERAZHMTZ-HIC, HmT
12 ZHEL XL I,



https://www.qualys.com/2024/07/01/cve-2024-6387/regresshion.txt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-openssh-rce-2024
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-openssh-rce-2024
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-6387
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-6387

COTRNAYFVG, REZRWBDYTIRNIITIAVR—FKVRNEECZENMHALTEHY, it
SN EEITIARMN BRI AORGB LY —EADAZRHELTVET., XEZZ T2 Y
ZhII7AVKR—ZFVRNEEBEBVRRB LT —EARRBETREEWVWES, COF RNAY
VICRZBEEIATVEEA, COTRNAMFUD "EBZZT2Rm V>3V ICHRHNICRE
BEhTVBEVWRAORBREEY—EAR, BEThTVIRBUEOXEZZTREA. FH
FEPORETHZ -, BEFREMI BV EHHENLERHATE, BINERI2HELS
CETSRRBUN BB EHMEhDAREN B XTI,

MRS OHBIRE, OED 32T, HEEZHIRBERBELFE Y —EAD Cisco Bug ID &R
L E 9, CiscoBug l& Cisco Bug Search Tool TZEA[gETH ), BEUIHZE (FHAERES ) &
BEENEVIRNDIT VDY—ABE, 75V RN 73—LEEQOEMBERNEHEENET,

fesEtndH2HRm

RORIZ, X RNABUICRETIERBEOFELZZ T 2O AOARRZERLET, KO
V7R2TTF7 VU—ABAREATVREE, TOAREIOT7 RN FUDOLEHIZHDHEHE
EHMHRSTYAONEELTVRIXNTOBRICEIVEAFICAYET, OV TRV
7 DU—ZA0OBNHE. BRERPELETNDBEPEBENREEVS DAOERICIVEESE
NA3BENHYVET, FEEZTAHIVAR—FXMNIODVTN=2a3a 2 FHRP AV ARNC
RETNATVWEVSES (ZHPEELEECNTVDED ), JATORMEEOFAEZLEITTSY),
EBMEHRAIERENERLTT RNAFUVZEHRLET, COF RNAHFUNF KK (Final) &
N—0&nhis, BETS CiscoBug 25U THMEREL TS EEL,

Hm Cisco Bug ID || Fixed Release Availability
XY RND—=0BKTAVTOY EF21VT1 FNAA
BISBEEF21UTA FTTSAT A (ASA) Y 9.18.4.34
BRNEEFIVTA TTIATR( )V CSCWkE2296
VANPE Y4 9.20.3
Firepower 4100/9300 FXOS Firepower Chassis

CSCwk62297 (12.12.1

Manager

7.0.6.3 (2024 £ 10 A )
CSCwk62296 [|7.2.8.1 (2024 £ 9 A )
742

7.0.6.3 (2024 & 10 A )
Firepower Threat Defense (FTD ) Y 7 R J T 7 || CSCwk62296 ||7.2.8.1 (2024 9 A )

Firepower Management Center (FMC ) ¥V 7 k
LT

7.4.2

33NYF
Identity Services Engine ( ISE ) CSCwk61938 ||3.2 /Ny F

31 NYF
Secure Access Y —AQRI X CSCwk67866 [[2.0.0-2407032046

Cisco Secure Email and Web Manager CSCwk63532 ||115.5.2 MR



https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/bugsearch/bug/CSCwk62296
https://tools.cisco.com/bugsearch/bug/CSCwk62297
https://tools.cisco.com/bugsearch/bug/CSCwk62296
https://tools.cisco.com/bugsearch/bug/CSCwk62296
https://tools.cisco.com/bugsearch/bug/CSCwk61938
https://tools.cisco.com/bugsearch/bug/CSCwk67866
https://tools.cisco.com/bugsearch/bug/CSCwk63532

15.5.2 MR
15.0.3 MR (2024 & 11 A

Secure Email Gateway CSCwk63523 )
16.0 (Oct 2024)
: . 7.4.2
Cisco Secure Network Analytics CSCwk64073 250

XY RND—0E®BETOED3Z2T

Application Policy Infrastructure

6.0(7x) (2024 &£ 9 A )

CSCwk62256
Controller ( APIC ) 6.1(1x) (2024%9A )
Common Services Platform Collector ( CSPC ) ||CSCwk62250 |2.11.0.1
Crosswork Data Gateway CSCwk62311 ||7.0.0
4.1.7
Cyber Vision CSCwk62289 ((4.4.3
5.0.0
Cisco DNA Spaces 1% T X CSCwk62273 | dx D 23
Evolved P ble Network
volved Programmable Networ CSCWkB2268
Manager ( EPNM )
N Dashboard " . Application Servi
ex.us ashboard, ( IB#5 : Application Services csCwke2261 1132 1
Engine )
Prime 1> 72ARNZUF ¥ CSCwk62276 |[3.10.5
Smart PHY CSCwk62284 (24.2 (2024 F£9 A )
Smart Software Manager 7> 7'L = & CSCwk62288 ||9-202407
RIEA T ZANZIOF ¥ XIR—T ¥ CSCwk62277 ||5.0.1
Routing and Switching - Enterprise and Service Provider

2431 (2024 €9 A )
2422 (2024 € 10 A )

8000 >~ —X JL—=& CSCwk62108 24211 ( SMU ID
AA35431 A S FIFTT8E )

ASR 5000 1) —X JL—2& CSCwk63293

Catalyst IE3x00 B A ) —X A/ Y F CSCwk67488 |17.15

Catalyst IE9300 B AMES U —X A1 Y F CSCwk67488 |17.15

IORFY RY—ERA3300>1)—X RS YF ||CSCwk67488 |[17.15

GGSN Gateway GPRS Support Node CSCwk63293

NTE;CT)ONF AEMCEL2TWVWB IOSXE V7 K cscwke1216 1117 15.1

IOS XRd O~ hO—L7L—> CSCwk62108 |24.3.1 (2024 £ 9 A )



https://tools.cisco.com/bugsearch/bug/CSCwk63523
https://tools.cisco.com/bugsearch/bug/CSCwk64073
https://tools.cisco.com/bugsearch/bug/CSCwk62256
https://tools.cisco.com/bugsearch/bug/CSCwk62250
https://tools.cisco.com/bugsearch/bug/CSCwk62311
https://tools.cisco.com/bugsearch/bug/CSCwk62289
https://tools.cisco.com/bugsearch/bug/CSCwk62273
https://tools.cisco.com/bugsearch/bug/CSCwk62268
https://tools.cisco.com/bugsearch/bug/CSCwk62261
https://tools.cisco.com/bugsearch/bug/CSCwk62276
https://tools.cisco.com/bugsearch/bug/CSCwk62284
https://tools.cisco.com/bugsearch/bug/CSCwk62288
https://tools.cisco.com/bugsearch/bug/CSCwk62277
https://tools.cisco.com/bugsearch/bug/CSCwk62108
https://tools.cisco.com/bugsearch/bug/CSCwk63293
https://tools.cisco.com/bugsearch/bug/CSCwk67488
https://tools.cisco.com/bugsearch/bug/CSCwk67488
https://tools.cisco.com/bugsearch/bug/CSCwk67488
https://tools.cisco.com/bugsearch/bug/CSCwk63293
https://tools.cisco.com/bugsearch/bug/CSCwk61216
https://tools.cisco.com/bugsearch/bug/CSCwk62108

2422 (2024 £10 A)
24.2.11 (SMU ID
AA35431 A ST A AR )

2431 (2024 %9 A)
24.2.2 (2024 % 10 A )

IOS XRd vRouters CSCwk62108
24.2.11 ( SMU ID
AA35431 A SRR ATEE )
IP Services Gateway ( IPSG ) CSCwk63293
MDS 9000 U —AX NXILFLAY¥ A4V F CSCwk62258 |/9.4(2a)
MME EEVUFT A4 XXX NTI2TATA CSCwk63293
2431 (2024 £9 A)
NCS540L - 17 \% Network 24.2.2 (2024 ¥ 10
A4 X /E%ﬁlj'ﬂ, “ etwor CSCWK62108 ( F£108)
Convergence System 540 1) —X JL—2& 24.2.11 ( SMU ID
AA35431 A S RIAATEE )
2431 (2024 F£9 )
2422 (2024 £10 B)
Network Convergence System 1010 CSCwk62108
24.2.11 ( SMU ID
AA35431 A S R ATRE )
24.3.1 (2024 F£9 A )
24.2.2 (2024 % 10
Network Convergence System 1014 CSCwk62108 ( F10A4)
24.2.11 ( SMU ID
AA35431 A S RIA AL )
Network Convergence System 2000 >/ ') —X CSCwm05826(/10.82
2431 (2024 £9 A)
Network C System 5700 BEE> ¥ — 24.2.2 (2024 ¥ 10
~e work Convergence System : B E> CSCwk62108 ( F10R8)
<~ NCS-57B1, NCS-57C1, & kU NCS-57D2 24.2.11 ( SMU ID
AA35431 A SRR ATEE )
10.2(9) (2025 F 1 A)
Nexus 3000 > 1) —X RA Y F CSCwk61235 10.3(6)
10.4(4) (2024 F£10 B )
10.5(1)
ACIE—R®N =X TFT)Y 16.1(1
R® Nexus 9000 ' J—X 777 1) CSCWKB2257 6.1(1)
D ARAYTF 16.0(7x) (2024 F£9 A )
10.2(9) (2025 F 1 B)
ZR7HZ NX-OS E—R®DN P 10.
7\9/“ rR7O> 0S R ® Nexus 9000 =~ CSCWkB1235 0.3(6)
)—A ALY TF 10.4(4) (2024 F£10 B )
10.5(1)
ONS 15454 > 1)—X X —E ‘O
YV mARNLFI—EATAES o cwmoss6 10,82

AT TTSYRNT A=A



https://tools.cisco.com/bugsearch/bug/CSCwk62108
https://tools.cisco.com/bugsearch/bug/CSCwk63293
https://tools.cisco.com/bugsearch/bug/CSCwk62258
https://tools.cisco.com/bugsearch/bug/CSCwk63293
https://tools.cisco.com/bugsearch/bug/CSCwk62108
https://tools.cisco.com/bugsearch/bug/CSCwk62108
https://tools.cisco.com/bugsearch/bug/CSCwk62108
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm05826
https://tools.cisco.com/bugsearch/bug/CSCwk62108
https://tools.cisco.com/bugsearch/bug/CSCwk61235
https://tools.cisco.com/bugsearch/bug/CSCwk62257
https://tools.cisco.com/bugsearch/bug/CSCwk61235
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwm05826

PDSN/HA Packet Data Serving Node and Home
CSCwk63293
Agent
PGW Packet Data Network Gateway CSCwk63293
System Architecture Evolution
CSCwk63293
Gateway ( SAEGW )
Ultra Cloud Core : 7O EABRTEEV T A4 E
ra Cloud Core : 77124 IT 1R | cscwkeo243
E%Hb
Ultra Cloud Core : v < 3 > EE#EE CSCwk62246 |2024.03.1.12
Ultra Cloud Core : Y 7 AU Z 4N X4 o0 —
. — — CSCwk62247 |2024.03.1.12
EXAATZANTZIOF¥
Ultra Cloud Core 5G 7R 1) & —#l i #E CSCwk62244
Ultra Packet Core CSCwk63293
Unified Computing
Intersight (RET7 7547 A CSCwk63145 [[1.0.9-677
ucscJ—X3Jv —N—HBRVP S !
. = ?\ 7 ?ﬂ / > 4.3.4.241063
— X AL —2H—/Y— - Integrated CSCwk62266
4.3.2.240077
Management Controller ( CIMC )
UCS Director CSCwk62255 (6.9.1.0 ( 2024 £ 10 B )
4.2(31) (2024 F£9 B )
UCSNYXZ—2+ CSCwk62264 ||4.3(5a) ( 2024 £ 10 B )
4.3(4c)

EEBRVOCIZT77A Ry —23>

TINAA

Desk Phone 9841

CSCwk62323

3.2(1) (2024 £ 10 A )

Desk Phone 9851

CSCwk62323

3.2(1) (2024 £ 10 B )

Emergency Responder

CSCwk63694

15.0.1.12900 ( 2024 & 9
A)
15SU2 (2024 &£ 9 A )

ciscocm.V14 CVE-2024-
6387 v1.1.zip"
ciscocm.V15 CVE-2024-
6387 v1.1.zip"

Prime Collaboration Deployment

CSCwk64755

15.0.1.12900 ( 2024 4 9
R)
15SU2 (2024 % 9 A )

ciscocm.V14 CVE-2024-
6387 v1.1.zip’



https://tools.cisco.com/bugsearch/bug/CSCwk63293
https://tools.cisco.com/bugsearch/bug/CSCwk63293
https://tools.cisco.com/bugsearch/bug/CSCwk63293
https://tools.cisco.com/bugsearch/bug/CSCwk62243
https://tools.cisco.com/bugsearch/bug/CSCwk62246
https://tools.cisco.com/bugsearch/bug/CSCwk62247
https://tools.cisco.com/bugsearch/bug/CSCwk62244
https://tools.cisco.com/bugsearch/bug/CSCwk63293
https://tools.cisco.com/bugsearch/bug/CSCwk63145
https://tools.cisco.com/bugsearch/bug/CSCwk62266
https://tools.cisco.com/bugsearch/bug/CSCwk62255
https://tools.cisco.com/bugsearch/bug/CSCwk62264
https://tools.cisco.com/bugsearch/bug/CSCwk62323
https://tools.cisco.com/bugsearch/bug/CSCwk62323
https://tools.cisco.com/bugsearch/bug/CSCwk63694
https://software.cisco.com/download/home/286328117/type/286319236/release/14SU4
https://software.cisco.com/download/home/286328117/type/286319236/release/14SU4
https://software.cisco.com/download/home/286331940/type/286319173/release/COP-Files
https://software.cisco.com/download/home/286331940/type/286319173/release/COP-Files
https://software.cisco.com/download/home/286328117/type/286319236/release/14SU4
https://software.cisco.com/download/home/286328117/type/286319236/release/14SU4
https://tools.cisco.com/bugsearch/bug/CSCwk64755

ciscocm.V15 CVE-2024-
6387 v1.1.zip’

Unified Communications Manager/Unified
Communications Manager Session Management
Edition

CSCwk62318

15.0.1.12900 ( 2024 & 9
A)
15SU2 (2024 &£ 9 A )

ciscocm.V14 CVE-2024-
6387 v1.1.zip"
ciscocm.V15 CVE-2024-
6387 v1.1.zip'

Unified Communications Manager IM and
Presence Service

CSCwk63634

15.0.1.12900 ( 2024 & 9
A)
15SU2 (2024 £ 9 A )

ciscocm.V14 CVE-2024-
6387 v1.1.zip"
ciscocm.V15 CVE-2024-
6387 v1.1.zip"

Unity Connection

CSCwk63494

15.0.1.12900 ( 2024 £ 9
A)
15SU2 (2024 £ 9 A )

ciscocm.V14 CVE-2024-
6387 v1.1.zip"
ciscocm.V15 CVE-2024-
6387 v1.1.zip"

Video Phone 8875

CSCwk62317

2.3(1) (Nov 2024)

Webex EFF Xv 1

CSCwk80951

EFF. ANU=X2T, FLTLEVRA,

BLTERZUA

dA—F129 FINN14 A

Board ') —X

CSCwk70371

2277 R : RoomOS
11.18.1.6

F>7L XA : RoomOS
11.17.3.0

F>7L XA : RoomOS
11.14.4

Cisco Meeting Server

CSCwk62286

SMU - CMS
3.9.2 (20244598 )
SMU - CMS

3.8.2 (20244598 )



https://software.cisco.com/download/home/286331940/type/286319173/release/COP-Files
https://software.cisco.com/download/home/286331940/type/286319173/release/COP-Files
https://tools.cisco.com/bugsearch/bug/CSCwk62318
https://software.cisco.com/download/home/286328117/type/286319236/release/14SU4
https://software.cisco.com/download/home/286328117/type/286319236/release/14SU4
https://software.cisco.com/download/home/286331940/type/286319173/release/COP-Files
https://software.cisco.com/download/home/286331940/type/286319173/release/COP-Files
https://tools.cisco.com/bugsearch/bug/CSCwk63634
https://software.cisco.com/download/home/286328117/type/286319236/release/14SU4
https://software.cisco.com/download/home/286328117/type/286319236/release/14SU4
https://software.cisco.com/download/home/286331940/type/286319173/release/COP-Files
https://software.cisco.com/download/home/286331940/type/286319173/release/COP-Files
https://tools.cisco.com/bugsearch/bug/CSCwk63494
https://software.cisco.com/download/home/286328117/type/286319236/release/14SU4
https://software.cisco.com/download/home/286328117/type/286319236/release/14SU4
https://software.cisco.com/download/home/286331940/type/286319173/release/COP-Files
https://software.cisco.com/download/home/286331940/type/286319173/release/COP-Files
https://tools.cisco.com/bugsearch/bug/CSCwk62317
https://tools.cisco.com/bugsearch/bug/CSCwk80951
https://tools.cisco.com/bugsearch/bug/CSCwk70371
https://tools.cisco.com/bugsearch/bug/CSCwk62286

Desk 1) —X

CSCwk70371

2777 R : RoomOS
11.18.1.6

F>7 L XA : RoomOS
11.17.3.0

F>7 L XA : RoomOS
11.14.4

Expressway 1) —X

CSCwk61630

X15.0.3
X15.2.0 (2024 £ 9 A )

Room 1) —X

CSCwk70371

2277 R : RoomOS
11.18.1.6

F>7L XA : RoomOS
11.17.3.0

F>7L XA : RoomOS
11.14.4

TelePresence Video Communication
Server ( VCS)

CSCwk61630

X15.0.3
X15.2.0 (2024 £9 A )

Webex Board

CSCwk70371

2777 R : RoomOS
11.18.1.6

F>7L XA : RoomOS
11.17.3.0

F>7L XA : RoomOS
11.14.4

7A¥L

A

6300 X V—X IURFY RHY—ERATIERA
KA b

CSCwk62269

17.15
17.9.6 (2024494 )
17.12.4

Aironet 802.11ac Wave 2 7 ARA > N

CSCwk62269

17.15
17.9.6 (2024498 )
17.12.4

Aironet 1540 >'\) —X

CSCwk62269

17.15
17.9.6 (2024%98 )
17.12.4

Aironet 1560 >!1) — X

CSCwk62269

17.15
17.9.6 (2024498 )
17.12.4

Catalyst 9100 U —X P UV EARA > K

CSCwk62269

17.15
17.9.6 (2024498 )
17.12.4

Catalyst 9800 U —X DA VYL A O ~hO—

CSCwk61216

17.15.1



https://tools.cisco.com/bugsearch/bug/CSCwk70371
https://tools.cisco.com/bugsearch/bug/CSCwk61630
https://tools.cisco.com/bugsearch/bug/CSCwk70371
https://tools.cisco.com/bugsearch/bug/CSCwk61630
https://tools.cisco.com/bugsearch/bug/CSCwk70371
https://tools.cisco.com/bugsearch/bug/CSCwk62269
https://tools.cisco.com/bugsearch/bug/CSCwk62269
https://tools.cisco.com/bugsearch/bug/CSCwk62269
https://tools.cisco.com/bugsearch/bug/CSCwk62269
https://tools.cisco.com/bugsearch/bug/CSCwk62269
https://tools.cisco.com/bugsearch/bug/CSCwk61216

S

Catalyst ESS9300 T ARFY R 21 )—X XA

KA B

CSCwk67488 ||17.15
W 9’.
Catalyst IW6300 Heavy Duty >V —X 7t A 1715
CSCwk62269 |[17.9.6 ( 2024597 )

17.12.4

Catalyst IW9165 Heavy Duty > 1) —X

CSCwk62269

17.15
17.9.6 (2024498 )
17.12.4

Catalyst IW9165 B A 1) —X

CSCwk62269

17.15
17.9.6 (2024%98 )
17.12.4

Catalyst IW9167 Heavy Duty > ') —X

CSCwk62269

17.15
17.9.6 (2024498 )
17.12.4

A

AXIOTY RENANIOARDIIVA CSCwk62270 ([11.0.1-129
HAIAKRDAVY LA NO—F CSCwkb61216 ([17.15.1
IEC6400 TV > A 1A—FA4 2T TTS54A7F 1.0.2

> Y TAT TToA47 CSCWKE2290

1.1.0 (2024 £ 10 A )

1.COP 77 A4 J)LI&. Cisco TAC DHR—KMABLLTEAIAO—RBLTFAIARM—ITE
£, ChSOCOP 77, BEDODVI—AIZOHKEBERAEHET,

2. COHEBD))—R108K V) EID ) 1) —AlF, CVE-2006-5051NFE%#Z(TE T, CVE-
2006-5051lF, EIRICK > THEAENETOMEME T, CVE-2024-6387(regreSSHion)& L
THAENTVET, UU—R10.8LBIZ1FHE T H0penSSH/N— 3 > (&, CVE-2006-

5051F 7z 1& CVE-2024-6387T D EZZ TEH A,

el ZEEsATVEWS ENEFEENERR

SAOTR, COMBENKEZZITI2RABZHMIDLOIC, HMTMZREFTY,
DHRFBBAAFARICBE > EBRTEFREINET,

AT, COMBEAUTOSATRHRICEE

IVRRANOSATUORNETDTATUONYTNDIT

« AnyConnect t¥17 EEUT 1 954 TF b

5BV ZBFELEXRL I,

XYRND=O F7VTr—>3>, ¥—ER, LTI EIL—3>

« Cloud Services Platform 5000 > 1) —X
+ CX Cloud Agent

(&



https://tools.cisco.com/bugsearch/bug/CSCwk67488
https://tools.cisco.com/bugsearch/bug/CSCwk62269
https://tools.cisco.com/bugsearch/bug/CSCwk62269
https://tools.cisco.com/bugsearch/bug/CSCwk62269
https://tools.cisco.com/bugsearch/bug/CSCwk62269
https://tools.cisco.com/bugsearch/bug/CSCwk62270
https://tools.cisco.com/bugsearch/bug/CSCwk61216
https://tools.cisco.com/bugsearch/bug/CSCwk62290

» Cisco Secure Workload
XY RND—=o0BLA TV F2 )74 N4 A

EFIATIVRRAVNTZAR=RNITTIR
Cisco Secure Web Appliance
Umbrella (RET7 7S AT A

XY RND—08EBETOED3ZVY

- EDP>XAT7OEADBEEL

» Catalyst Center

« Catalyst Center 721722 A

» Cisco Telemetry Broker

* Crosswork Change Automation

» Crosswork Health Insights

» Crosswork Zero Touch Provisioning ( ZTP )
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