\I
7_

CiscoNexus®A Y 1R—R777Uv o]
O—S0)F—RNI—REFTOMREM

7 R/NA 1) —ID : cisco-sa-ndfc-ptrce- CVE-2024-
: BUSHLbp 20449
ngh #1.°F B : 2024-10-02 16:00
/N\—>321.0: Final
CVSSA7 :8.8
[E138 %K : No workarounds available
Cisco /N ID : CSCwk04223

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMEBT 52 BRI, RERXSBELET,

B=E

Cisco Nexus® Y 1R—R777) v 000 NO—F(NDFC)DREFEMIC &V, HERODIKVERE
ENLEVUE—PMNREENfZET NI ATEENTI—RERTTEDIUEMENI BV ET,

CORESEMER., THEYENARKRIEICERALET., WEZEE, Secure Copy Protocol(SCP)ZfEA L
T NARSN—BIILEHMEZFEALTEEOH D2 I—REZHETNAAICTY7O—RITD L
&KV, COMRBUEZFEFATIAEMENDYET, TVATOMNCEITRIE, NEERG
rootERZFEAL THENDITTFHATERENI—RZETTEDAEMN DY ET,

JATDRCOMRBECHLTEDYTIRNIITFTYTF—REVI)—ALTVET., CORBMEIC
Mg REBREHRE A

COTRNATFUE, ROV OKERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-
ptrce-BUSHLbp

=S m
IS0 & 2 R

CDEFEEIE., F/INA ADREICEFREL, Cisco NDFCICEZEL XTI,

5¥ : Cisco NexusH® ¥ & 27R— R 1J—2A3.1(1k) LA Tlk. Cisco NDFCI&Cisco Nexus&® ¥
1IR—ROKEV)—ATERAEIET,

fEEUEAFEETS Cisco V7 RDITVI—RIZDOVTE, COT RNAFUD MEEFHY


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-ptrce-BUSHLbp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-ptrce-BUSHLbp
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk04223
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20449
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20449

JRIIT, €923 ESRBLTLKEE W,
EMZEATVWEVZ EABEEEhEREA

COTRNAFUDOELEOHZREEIIVICEHENATVRIREOKN ., COMEMD
HEEZ R EN DA 2TVET,

DA, CORBENIUTOAARRICEFELZSEZ BV EEZRABLEL L,

* Nexus Dashboard Insights
* Nexus Dashboard Orchestrator(NDO)

2] 3 5%
COMmBEIC LT BEBERS Y EE A

BEZRYVTRNDIT

DAOARCOT RNAFUICEHEhEREY IR0 TEIEEOY JNIDITT7YTF—RED
J)—ALTVWET, BEOYVIRNIITTYTTF—RIMNNEENDIH—EAZWNESESOBEFRK
. BEOT7Y7TF—RFyZRIUDLSEFIVTAEEZMBIZIHENf HVYET,

BEEBEN M VARN=IULEVHR—RNZZTLEYTEDOE., F4E2RAZIBAVELEVEY
R0 N=232ET714—F¥ EYRNIR/ULTORERBRYET, TEDLDIBYTIRNIITT
YT7IL—REAVARN=I, FVVO0—R, TORAEERZTOMOEETEALLES. &
EREUTOVOICRETALAOAOVIRNVITIA 2 AOFREICHS CEICAERLE
CEILRYET,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

T, BEBRAVIRNDIDITZEIVO-RTEDZORE, YVINIITOREMBZTA I AED
AN S5E#E. $PVRAOBEIVEZ—PN—KF—HPSEEBLTVRHEICRYET., B
B, ChREURBALLEY I NIITOXYTFVATYTIL—RTY, EEOEF1)T 1
YIRDIT TYTTF—RIE2T, BEBFRICHLWITRIIT7 F4E€2VA BMY 7RO
T 74—F% YN, FLEEXDy—VEDZI3> PYTIL—RINTIERNFFEEhBD
tEHNEEA,

Cisco.com ® Y AAHR—K ATV O—RR—ZJIC@F., SAEAERTO—RICET 315
BARHENTVET, COR—=DIZE., [NI1TFT/NAL A (MyDevices ) |V—IZFERATIHE
BOHDARY—FNA AV R—NERERRTEEXRT,

VINDITOTFTYTIL—RZEBRFIIEICEK. A EF1UT4 PRNAMFI R=DT
AFTERAOHMOT RNAY U ZEHNICSRL T, REZZTHAREMETYTIL—
RYDV1-232-—AEi#RBLTSEEL,

WFNDIFEE., TYTIL—RIBDTFNAACTDBAEIN BB 2L, BRVORED/\—R


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/index.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZTHIC
BEEL TV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—ICHEBLEbELLEE L,

H—EAZNEZHMATEVEEE

SAOANSEEBALLAAODOY—EAZWNZZRMAVWEEVWTOWEVWES, £k, ¥—R
N=TFTARVE—DPSEBALVENFMEEBZRVY TNV ITEZBAXENSAFTERVEER,
Cisco TAC ( https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html ) (&
BULITYZTIL—REAFLILEEL,

BET7Y7IL—RONKREBTHAEEZTAAL TV LEESLEDIC, HBROZUTIILESL,
A7 RNAHF)DURL 2T AELSEE L,

BIEFEHR)—A

RORTRE, EQOFIICAOAYIRNIITII—REZRBHLTVE T, ARAOHIE,. V=N
COTRNAHFVICERBEENTVIMBEOHELEZITIHESH, BROPZOMBHICHTTS
BEEESCBINODV)—RAEZRLTVET, COEITIAVORICEBREE ATV R ENRBIER
KITRDIFTIV)=RICTYTIL—REBDELEEHEOLET,

Cisco NDFC U1 —2X& First Fixed Release ({§ EEc hHINDIJJ—X )
11.5 LABT fesstEx L
12.0 12.2.2

£ : Cisco Nexus® ¥ > 17R— R 11 —A3.1(1k)LABE Tl&. Cisco NDFCI&Cisco Nexus® ¥ = 1
R—ROFEEV—ATEMBENETT, Cisco NexusH v < 17R— K1) 1J—RA3.2(1e)lZl&. Cisco
NDFC 1) —R1222HEENTVET,

Product Security Incident Response Team ( PSIRT; A&V N %2574 412> F KN LA
RUVAF—L) )R, COTRNAFVICEBEENTVRIEETDIV I —ABREMBEE AU
_xlﬁﬁwaé*ﬁﬁbijo

FTEMAEH E NAHER

Cisco PSIRT Tld. X7 RNAHVICRHE N TVIRBEOFTERAEL® T O AKRIGHER
THYFEA,

Hi B8
ABBEG, SATRBTOEFIUF 4 FANCE I TRREAELL,

URL


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-
ptrce-BUSHLbp

RG] B

K=o SE: £ovary | AF—22R A1
10 AEABIY 1 — R — Final 2024410 A28
MARL

BT RNAFVIERILEDEDELTIRELTHY, WABIBEORIAERKRIZENTE
HYEEBA, ETRNABVOBBBICVIVOERICETZEEO IR TNhSOERELC
HBDENELERT, T, DAORBRAERFIXVNORABRZFERLICEELLEY ., EFLEY
THRENEZBLET,

KT RNAF)ORRABICEL TEREE O URL ZEBEL ., BIOEHPBERZRL 1255,
HUANEBLEBBREFIRBZENERA. TOLEBRE, BRR[FZEsIERILEY, EER
BHARBELTVWEY TR BN ERT, CORFIXDMNOBERIEF., ZATDHROIY R
A—HZXHRELTVET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-ptrce-BUSHLbp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-ptrce-BUSHLbp

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



