CiscoNexusZ Y1 R—R777Uv o2k
O—S7Z50F7 > RTLAICBETDEZENDT 7
A I EEHELY) DREEEHE

7 R)NA Y1 —ID : cisco-sa-ndfc-dir-trav- CVE-2024-
ngh SSn3AYDw M

#1~F B : 2024-04-03 16:00

/N—>32 1.0 : Final

CVSSAO7 :1.5

[538 %X : No workarounds available

Cisco /N ID : CSCwi75139

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

CiscoNexusZ Y > 1 R—R777Uvy o> sO—F(NDFC)OTF I AT N> R(OOB)7'Z Y
7> RTLA(PnP)BEDIRTEMICKY), BIATNTVWEVWIE—NKBENrEED T 7ML &
HEND ATREMEAN BV ET,

COfEHEME, FETAhTVAVWTOED 32 IWeb—/NICERALET, XEEEG, 70K
SAZVITH-NNOEEWebERZBL T, COMRBUEZTENB TR AEMENIHNET, T
DA7O4NIEITRDE, RBEBERZPWPIVTTHROBET 7 () ZFHEKEY) . PnPA2 735
ARZUOFYINORBZHRIBZDAEMEN DY ET,

SAOARCOMBHEICNTEIVTIRNIITTFTYTF—RE))—ALTVWET, COMEFEHEIIC
MuFREBREHKE A

COTRNAFIEK, OV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-dir-
trav-SSn3AYDw

ST
MRSEHD&H2HMm

COMEEMIE. F7AIRNEREDCisco NDFCU ) —RA1213blcHE%E52F T,

NDFC%Z7RANTFBCisco NexusX Y 1 R—REEIVSARAZELTEAETh, EH—ER/—


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-dir-trav-SSn3AYDw
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-dir-trav-SSn3AYDw
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi75139
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20348
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20348

REF—ZZXYRND—IOBLVCEEBRXY ND—JICEHELET, CORBUEOSEBEREFT—2X
YRND)—DAVEZ—TIARAICREET N, EBAVEZ—TIA ABRHTRFAERHETEETEA
o CNEMAUR—T I A ADFEMIZDOWVWTIE, Cisco Nexus Dashboard EA S A4 RESEL
TLEEW,

feBtEEATLVAVWZ EfEFEEhZREA

COTRNAFUDOHELEOHZREEI I VICEHENATVRIREOAKN ., COMEMED
HEEZ R EN DA 2TVET,

o] 5 3R
COESEEICNTBIERKEHYEEA,
BEZFHARVYTITNDIDIT

DAOARZCOT RNAFUICEHE BN IR0 TEIEEODY JNDITT7YTF—RED
J)—ALTVWET, BEOYVIRNIITTYTTF—RMNNEENDIY—EAZWNESESOBERK
. BEOT7 Y7 TF—RFyZIUDLSEFIVTAEEZNMBIZIHENf HVET,

BEEBEN M VARN=IULEVHR—RNZZTLEYTEDOE., F4E2RAZIBAVELEVEY
R0 N=232ET714—F ¥ EYRNIR/ULTORERBRYET, TEDLDIBYTIRNIITT
YT7IL—REAVARN=I, FVVO0—R, TORAEERZTOMOEETEALLES. &
EREUTOVOICRETALAOAOVIRNVITIA 2 AOFREICHS CEICAERLE
CEILRYET,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

T, BEERAVIRNDITZEIVO-RTEDZORE, YVINIITOREMBZTA I AED
AN S5E#E. $PVRAOBEIVEZ—PN—KF—HPSEEBLTVRHEICRYET., B
B, ChREURBALLEY I NIITOXYTFVATYTIL—RTY, EEOEF1)T 1
YI7RDIT FTYTTF—RIE2T, BEBERICHLWVWITRIIT7 F4E€2VA BMY 7RO
T 74—F% YN, FLEEXDy—VEDZI3> PYTIL—RINTIERNFFEEhBD
tEHNEEA,

Cisco.com ® Y AAHR—K A I O—RR—ZJIC@F., SAEAERTO—RICET 315
BARHENTVET, COR—=JIZEF., [NI1TFT/NAL A (MyDevices ) |V—IZFERATIHE
BOHDARY—FNA AV R—NERAERRTEEXRT,

VINDITOTYTIL—RERFIIEICEK. A EF1UT4 FRNAMFI R=DT
AFTERAOHMOT RNAY U ZEHNICSRL T, REZZTHAREMETYTIL—
RYDV1-232-—AEi#RBLTSEEL,

WIFhDBEE., TYTIL—RIBTFNAALHTIBXEIN BB L, BROCBRED/\—R
DITEVIRIITOBEANFHRII)-—ATEIEREELKHR—PERTVWERZLZTHIC


https://www.cisco.com/c/en/us/td/docs/dcn/nd/3x/deployment/cisco-nexus-dashboard-and-services-deployment-guide-311/nd-prerequisites-platform-31x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nd/3x/deployment/cisco-nexus-dashboard-and-services-deployment-guide-311/nd-prerequisites-platform-31x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nd/3x/deployment/cisco-nexus-dashboard-and-services-deployment-guide-311/nd-prerequisites-platform-31x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nd/3x/deployment/cisco-nexus-dashboard-and-services-deployment-guide-311/nd-prerequisites-platform-31x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nd/3x/deployment/cisco-nexus-dashboard-and-services-deployment-guide-311/nd-prerequisites-platform-31x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nd/3x/deployment/cisco-nexus-dashboard-and-services-deployment-guide-311/nd-prerequisites-platform-31x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nd/3x/deployment/cisco-nexus-dashboard-and-services-deployment-guide-311/nd-prerequisites-platform-31x.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/index.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

BEEL TV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—ICEBLEbELSEE L,

H—EAZNEZHMATEVEEE

SAOANSEEBALLAAODOY—EAZWNZZRMAVWEEVWTOWEVWES, £k, ¥—R
N=TFTARVE—DPSEBALVENFMEERRVY TNV ITEZBARENSAFTERVEER,
Cisco TAC ( https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html ) (=&
BULITYZTIL—REAFLILEEL,

BET7Y7IL—RONKREBTHAEEZTAAL TV EESLEDIC, HROZUTIILESL,
A7 RNAHF)DURL 2T AELSEE L,

BIEFEHR)—A

RORICRT LD, RETRIBEFHAOYTIRNIIT VI-ALTYTIL—RIBDIEED
BHLERT,

Cisco NDFCU 1) —2X& First Fixed Release ({§IEc hiEHRHANDJIJ—R )
12.1.2 LARI fEsstEE L
12.1.3 EIEZE K1) —ARIZBIT,
12.2.11 feEstEs L

1. Cisco NDFC ) 1) —Z12.2.1l&. Cisco Nexus® v < 17/ R— R IUJ—A311K)ICHSHUBH/NY
T—2ENTVWBRHEE) ) —ATT, CiscoNDFCOEIEZHR)—AICTYTIL—RITBICE
. #&CiscoNexusX Y2 1 R—RUU—A31IKICTYTIL—RLET,

Product Security Incident Response Team ( PSIRT; ZOAX VN %2574 412 F2N LA
RUAF—L) ), COTRNAFVICEBENTVEIRERHETHIV ) —ABREMBEE LU
—ABHOAZRIELET,

FTEMASH E NAHER

Cisco PSIRT Tld, &7 RNAHFUICRET N TV EHEEOFERASHP T O LRGSR
TR KL A,

i
C DHEFEHEIE Cisco TAC YA R— KT —AMBBRFICEKEENEL L,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-dir-
trav-SSn3AYDw



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-dir-trav-SSn3AYDw
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-dir-trav-SSn3AYDw

X F] B

N—ay B8 tovay | AF—82A A
1.0 AERE)U—A — Final 20245F4A3H
AR

BT RNAFVIERILEDEDELTIRELTHY, WABIBEORIAERKRIZDENDTE
HYEEBA, ETRNABVOBBBICVIVOERICETZEEO IR TNhSOERELC
HBDENELERT, T, DAORBRAERFIXVNORABRZFERLICEELLEY ., EFLEY
THRENEZBLET,

AT RNAF)ORRABICEL TEREE O URL ZEBEL ., BIOEHPBERZRL 1255,
HUANEBLEBBREFIRBZENERA. TOLEBRE,. BRR[FEsIERILLEY, EEXR
BHARBELTVWEY TR BN ERT, CORFIXDMNOBERIEF., ZATDHROIY R
A—HZXHRELTVET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



