Cisco Identity Services Engine JOAY 14 ~ 1
JIAN 74— T 1) O

T R)NA 1 —ID : cisco-sa-ise-csrf- CVE-2024-
Medlu 4ZUZ5Rj 20486

726 B : 2024-08-21 16:00

/N\—>321.0: Final

CVSSA7 :6.5

[E138 %K : No workarounds available

Cisco /N7 ID : CSCw;j33460

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMEBT 52 BRI, RERXSBELET,

BE

Cisco ldentity Services Engine (ISE ) ® Web R—RABEB A X —T7 I 4 ADMHEHEICKY), R
MENTVEVWDE—PNOKREENVOAYANDVIITAN7#4—211) (CSRF ) EZEIT
L. ZETFNARATEEOT VAV ERTIDAESNI HYET,

CORESEME. RET/NAALDO Web R—ABEBA > X—T7 I 14 AND CSRF RENFT+5%
EICRBALET, WBZERF AV EZA—TIAAQI—HEHRICHTIENLEU LRSS KSICE
BID LR 2> TIORBEUZFERAITDAESEN BDYET. TVATOMNIEKITSRE
 REEEEZ—TY RI—YOERZFERALT, 22253 TFNAATEEOT V>3V ZER
TTEDAEMNDYET,

JAODRCOMRBECHLTEIYTIRNIITFTFTYTF—REVI)—ALTVET., CORBHEIC
Mg REBREHRE A

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-csrf-
y4ZUz5R;j

ST
RSN &2 HMm

NERRTIE. COMRBERET/NAAREICHERZKLSCiscoISEICEFEZEAXATVEL I,

NARKTHRBEABEENTWVS Cisco V7 RTITT7OI))—RAIZDO2VWTE, 20T RNA
OO "MBERKVYTIRNIIT 20232V ZZRLTKEETV, REZTETHEHROBRICO


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-csrf-y4ZUz5Rj
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-csrf-y4ZUz5Rj
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj33460
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20486
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20486

WTE, COTRNAFUDOLEZICHZ/NT ID OFEHEI> I EZSBELTLSEETL,
s EZEA TRV ENEREAERS

COTRNAFUDOELEOHZREEIIVICEHENATVRIREOKN ., COMEMD
HEEZ R EN DA 2TVET,

2] 3 5%
COMmBEIC LT BEBERS Y EE A

BEZRVTRNDIT

VINDITOTFTYTIL—RZEBRFIIEICEK. AOEF1UT4 PRNAMFI R=DT
AFTERAOHMOT RNA PV ZEHNICSRL T, REZZTHAEMETYTIL —
RYDV1-232—AEi#RBLTSEEV,

WIFhoBEE, 7YTIL—RIBFNAALLTDBXEIN BB L, BLRUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
BREL TV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFAZ7ANAMZ—=ICHEBLEbELLEE L,

BIEFEHR)—A

RITHRATRE., ROKICRTVU—ABERIIEETLE, RETE2THRHOBWMICOVTR,
DT RNAFVUDOLEICHZD/NT IDOFMEISI2ZZRBLTSEZL,

ERAQOHICREIAOAY 7RI F7II)—=R, ARIOHICEV I —AANZOFT RNNAH ) (CEREHE
NTLVBBEEOREZZTRIHNESH., BLUOZOMRBRICHTZIBEEZST) ) —ANRE
NTVWERT,

Cisco ISE U 1J—XA First Fixed Release ({§IEc h=HRANDJJ—R )
2.7 BAHI BEFH—AICBIT,
3.0 BEEZEHR ) —AIZBT,.
3.1 3.1P9
3.2 3.2P7 ( 2024498 )
3.3 3.3P3
3.4 fesstEs LU

FNAADOT Y TIL—RFIEIZDOWTIE., Cisco Identity Services Engine H7/R— MR—JUIZH
ZT7Yv7IL—RAHA RZSBLTLEETL,



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/security/identity-services-engine/series.html

Product Security Incident Response Team ( PSIRT; Z7AX IV N %21 UF4 412 F 2N LA
RUAF—L) ), COTRNAFVICEBEENTVRIRZHETDIV I —ABEREBEE LU
—X'%ﬁa)&fé*ﬁﬁfbi?o

FTEMAEH E KRR

Cisco PSIRT Tld, X7 RNAHVICREE N TV IMRBEOFTERAELR T OAKRIGHETIL
THYFEEA,

) B2
C DiEs5EE Cisco TAC HAR— R T —ADBRFICRKEENEL I,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-csrf-
y4ZUz5R;|

oG] B EE

N—>3a> B o3y AT—RA B+
1.0 AEARY ) —R — Final 2024%8H21H
F AR

AT RNABVRERLEODEDE L TIRHLTHEY ., WHBIBEORILEETRRIDENTE
HYERBA, ETRNATVOBHBBICVIVOERICETZIREN—IFTNhSOEREC
HB2ENELERT, Fh, DATRBAERFIXNOABRZFESLICEEL LY, EFLLEY
TRENEBLET,

AT RNAF)ORENBICEL TIHREE O URL ZEBEL, BOEHEPERZRL 258,
HUANEBLIEEREGRBEENERA. TS LEERE, BRR[FEsIERILEY, EER
BHAXELTVWEY TRAEMEA DY ET. CORFIXDMOBRE., ATDRHROIVR
A—HZXHRELTVLET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-csrf-y4ZUz5Rj
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-csrf-y4ZUz5Rj

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



