CiscoIOS XRY 7 NI 7 OBt hizCLIt+F
A7AE—7O0R LB KLTSFTPICH (T
DoSHEg5 1%

T RINA 1) —ID : cisco-sa-iosxr-scp-dos- CVE-2024-
Mediu b6sUUHw 20262

J/~B8 B : 2024-03-13 16:00

/N—>32 1.0 : Final

CVSSA7

[538 %X : No workarounds available

Cisco /N7 ID : CSCwf11720

HAZICEDIBHRE, REBICLDEXDOIIELRLGHRATHY ., KERERXEDETH
BOBEN HZDEEICIE., REREXHNEBELET,

BE

Cisco I0OS XRY 7 k™ T 7 M Secure Copy Protocol(SCP)# & O'SFTPHEBE MR EMIC K V), FREE
ENEO—HDNBEBEEN DATLATALINITITANEERETEFE LEETED N AEEIIC
V), T—EAGEDoS)RENKETDARMEN BV ET, REENCORBZETIDICE
EBEWBI—HYIOLFUIYIINBETT,

COEFEMEE. SCPEKRVSFTP CLIAANT X=X OB BZRAANTHOABEVCEICEBRALEXT

o WEBER., PNAALEILEI, BEDNFX—RZHEEL TSCPERIEIFESFTPCLIONY > R%
%E?TH‘Z;;&:L.J:U\ COMRBUEZIVATOCMNNTDAEMAN B ET, TTVATOA MK
9B, REEFTNAADHREICKEZEX, DoSREZS|IERBCIAREMEA BV ET., E
BIBICR, FNAAZFHTHERBIZILEN HIHEEIHIET,

x CORBEANTEFMATES O, O—HII—FAHCisco lOS XR CLITSCPE 1z (&
SFTPOX > RZFHVOHL LBEETTY, EEERZF DO—NILI—H. CORBEEZEVE
— MO SAEFRATDAERENBY XTI,

SAARCOMBHEICNTEIVYTINIITTFTYTF—RE))—ALTVWET, COMEFEHEIIC
Mg REBREHKE A

T RNAFVE, ROV OKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-scp-
dos-kb6sUUHw

T RNAHVIE, 2024F3RICABRENIZCiscolOSXRY 7RI I F7EFIVF 14T R)NA


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-scp-dos-kb6sUUHw
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-scp-dos-kb6sUUHw
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwf11720
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20262
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20262

HUNRILO—FTT, PRNAHFDED OO —EIZCDVWTIX., Cisco Event Response:
March 2024 Semiannual Cisco 10S XR Software Security Advisory Bundled Publication Z 28 L
TLEEL,

HUHR
Bt sH2HMm

NEARRTIE, COMFEHEEFCiscolOSXRY 7RIV ITOMEMEOHZD U —RAEETLTY
DUVAATFNAARICEEREEZFLE, CORHEMRK. F7FIILNTHRICEZ>TVWSSCPH
KRU'SFTPHBEICEREL TVWE T,

NEARATHRBENERENTWVWS Cisco VIRITITOUU—=RIZD2V\WTIK, COTFT RN/
)N "BEERVTIRNIIT, €023 asBLTILKETY, BEXTETHEHOBIRICO
WTE, COTRNAYFVOLEEICHS/NT ID OIS avESsBLTLSEETL,

feBtEEATVAVW S EfEFEEh-REA

COTRNAFUDOHEELEOHZREEI I VICEHENATVRIREOAEN ., COMEMD
HEEZ R EN DA 2TVET,

DA, CORBENIUTOAARRICEFELZSEZ BV EERABLEL L,

c IOSVYT7RKDIT
cs IOSXEV7KNDIT
s NX-OSY7hRhDIT

2] 3 5%
COMmBEIC LT BEBERS Y EE A

L, COEEEMHIFECisco I0S XR CLITSCPE EWESFTPON Y ReEFUOHIO—HIILI1—Y

ICRODOTOAKARENANAETHB 1, R, FFAl. FHIOVT 14T (AAA)IN Y REFAI %=

FAL Tscp BXUsftp CLIAN Y RE7OYILEY, scp BRUsftp AN RZEFETESD 1
—HEFNFrERALEY TEERT, FHICOVWTIE, TCiscolOSXRY 7 M I I 7 TOAAAY—FE
ADFFES O "AAARIIOBML, 023> ZSRBLTLKEEY, LREOKSIC, CDRESEM
FEBERZF O I—HICL>TIUE—NTARERMATIhETS,

COBMKRBEFEAZTNTHY, TAMRETRELDZFXTIN, $FKE, CEAORELS LT
FERAFHFCEVTERAEANEZHMITIXZEN BN ET, Kk, EATATVIEBREL
FENRY, SEREFOEASFTUFAHBIVCFHRICEIVT, XY NT—TOHER/NT +—
RVACEXEEZREFITURMENHBZEICEBLTLKEEY, ARRPENRE. CEAOR
BAOBRAMERENOZEZNML B TEALTSEEL,


https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75299
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75299
https://www.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38aaa_ps5845_TSD_Products_Configuration_Guide_Chapter.html#wp1085179
https://www.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38aaa_ps5845_TSD_Products_Configuration_Guide_Chapter.html#wp1085179
https://www.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38aaa_ps5845_TSD_Products_Configuration_Guide_Chapter.html#wp1085179
https://www.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38aaa_ps5845_TSD_Products_Configuration_Guide_Chapter.html#wp1085179
https://www.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38aaa_ps5845_TSD_Products_Configuration_Guide_Chapter.html#wp1085179
https://www.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38aaa_ps5845_TSD_Products_Configuration_Guide_Chapter.html#wp1085179
https://www.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38aaa_ps5845_TSD_Products_Configuration_Guide_Chapter.html#wp1085179
https://www.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.8/security/configuration/guide/sc38aaa_ps5845_TSD_Products_Configuration_Guide_Chapter.html#wp1085179

BEZRYVTRNDIT

YIRIIFOFYTIL—KERHTHRICE. YR EFIUFA FRASFY R=IT
AFTEBVAIARBOT KA FUEEHNCSRLT, REEZHTRMLT Y ST L—
KYU1—2ay—RERBLTETL,

WIThDBEE, TYTIL—RIBZFNAALLTDBXFIN BB, BRTBREND/\—R
DITEVIRNIVITOBENFFRII—ATEIERMEELSHR—FhEThTWB ez +2(IC
BERLTSEETV, FBEARIZDVTI, Cisco Technical Assistance Center ( TAC ) £ L < (& 22
HUTLVBRXATFHFAZONA A —ICBBEVEDELSEE L,

BIEFEHK)—A

RITHRATE., RORICRIVI—ABRBIEETLE, BREZTE2TEFOBHRICOVWTE., C
DT RXAFVOLBICHZNT IDOFHEEI> 3> ZSRLTSEZ L,

EAOHICEAOVYV7RTTF7II)—-R, GRIOHICEV ) —AANZOT RNAH ) (CREHE
NTLVIMRBHEOREEZTEINESH, BRPZOMBHEICHTEIEBEZST) ) —AN RE
NTVERT,

CiscolOSXR Y7 ko7 V=R First Fixed Release ({§ EE h &N JIJ—X )
7.9 LAY BEFHR ) —AIZBT,
7.10 BEFHK) ) —AICBT,
7.11 7111
241 2411

Product Security Incident Response Team ( PSIRT; ZOAX YV N %2574 412 F 2N LA
RUVAF—L) )R, COTRNAFVICEBEENTVRIEHETDIV I —ABREBEE AU
_xlﬁﬁwaé*ﬁﬁbijo

FTEMAEH E NAHER

Cisco PSIRT Tld. X7 RNAHVICRHE TV IMRBEOFERAELHP T O AKRIGHER
THYFEA,

Hi B8
ABBEG, SATRBTOLFIUF FANCEI TREENEL L,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-scp-
dos-kb6sUUHw



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-scp-dos-kb6sUUHw
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-scp-dos-kb6sUUHw

X F] B

N—o 3> ST £vay | AF—&2 B
1.0 AERRAY)—A — Final 2024%3H13H
MARKN

BT RNAFVIERILEDEDELTIRELTHY, WABIBEORIAERKRIZDENDTE
HYEEBA, ETRNABVOBBBICVIVOERICETZEEO IR TNhSOERELC
HBDENELERT, T, DAORBRAERFIXVNORABRZFERLICEELLEY ., EFLEY
THRENEZBLET,

AT RNAF)ORRABICEL TEREE O URL ZEBEL ., BIOEHPBERZRL 1255,
HUANEBLEBBREFIRBZENERA. TOLEBRE,. BRR[FEsIERILLEY, EEXR
BHARBELTVWEY TR BN ERT, CORFIXDMNOBERIEF., ZATDHROIY R
A—HZXHRELTVET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



