ASR 9000 ) —XTF7 TV —=>a>rH3—ERA)
— X FHCisco IOS XRY 7 N J T 7 OPPPoEICH
(7% DoShEE5 %

T RINA 1) —ID : cisco-sa-iosxr-pppma- CVE-2024-
ngh JKWFgneW 20327

#1~B B : 2024-03-13 16:00

/N—>32 1.0 : Final

CVSSAO7 :1.4

[538 %X : No workarounds available

Cisco /N7 ID : CSCwf75789

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

Cisco ASR 90002 ) —AXF7J V45— a4 —E A —2HCisco IOS XRY 7 kU T 7 HOPPP
over Ethernet(PPPOE)#& ImHEREIC S (T A MRHB/MEIC LY, AT ATV EVBHET 2 RHEEY
ppp_ma7 OtARZITv>1ct8, TOR/RY—EADE(DoS)RENFRETHAREMEN HYE
CB

CDREEEM (X, Lightspeed R — A FE 1= (& Lightspeed-PlusX— AN T 1 > 71— R L TPPPoEK % %=
FATAZTO—RNRRYND—=I5—RJI/(BNG)KEEZEITLTVRIL—XTZEETH

BAFIEBPPPOENT Y NOFENBMEBICERALET, WEEEF., PPPOEZKRTLEVEHDS
AN—RAVE=TIAAIL, FRICHITENIZPPPoENNT Y NZEREEFETRD LT, COHESS
MHERENAITHAEEI B ET, TVATOCM NIRRT E, WBEEppp_maZ’ Ot A%
oZvaEtd, TORR, L—FL2ETPPPOERNT 7 1 Y U MDoSIRENKET D AREMNH
WET,

SAARCOMBHEICNTEIVYTINIITTFTYTF—RE))—ALTVWET, COMEFEHEIIC
Mg REBREHKE A

COTRNAFIEK, ROV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-
pppma-JKWFgneW

COT RINAHFUIE, 2024538 ICABENECiscolOSXRY 7 RNIDITF7EF21 )T 14T RINA
HUNRILO—ZHTT, PRNAHVDEUODO—EIZ DLW TIE, Cisco Event Response:



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-pppma-JKWFgneW
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TLEE L,

HUHR

fesEtnsH2HRm

CDiEFEMEIE, CiscolOSXRY 7NV ITDORBUENFEETDIVI)—AERITL, XOEFMHE
FANTIA =Cisco ASR 9000 U —ATF I VS =2 asH—ERAN—RICEEEZE5XFT,

« 1 2AN=)LE N TV BLightspeedX— A XK Iz [&Lightspeed PlusXK—ADZ A4 > H— R
+ PPPoE#IRA"BZNEBNG
« HBEZIBTAN— RETPPPOENBMICB 2 TVBR AU R—TIAARELERY T

A2R2=TIAANFDBLEET1D

* PPPOEAERMICB 2> TVWEBWVWS U E—T I RELEEH T E—T T4 RN, &ET
274 H—RLEICIDEULEDS

FESSMEANEET S Cisco V7 RDITVI—RICOVTE., COT RNAHFUD MBEFHY
TRI9TT7, 923 aSBLTILSEEL,

BY)HFHFSshTWE T 42— ROHER

TFINAAZBMYFHFSNTVWR S A H— REERT D ICE.
ZHEALEY,

Fshow platform; CLI X > R

ROFIE, 28D Lightspeed A99-32X100GE-X-SEZ 4 > 71— K & Lightspeed-Plus A99-4HG-
FLEX-TRZA 2 H—RAA VAR =ILENTVBRFNAADEIZRLTVET,

<f#froot>

RP/0/RSP1/CPUQ:ASR-9906-D#show platform

Thu Feb 1 20:18:56.754 UTC

Node

Type

Config state

0/RSP0/CPUO
0/RSP1/CPUO
0/FTO
0/FT1

0/ 0/ CPUO

0/ 1/ CPUO

0/2/CPUO
0/ 3/ CPUO

0/FCO

A9K-RSP5-SE(Standby)
A9K-RSP5-SE(Active)
ASR-9906-FAN
ASR-9906-FAN

A99- 32X100GE- X- SE

A99- 32X100GE- X- SE

A9K-48X10GE-1G-SE

A99- 4HG FLEX- TR

A99-SFC3-T

IOS XR RUN
IOS XR RUN
OPERATIONAL
OPERATIONAL

105 XR RUN

105 XR RUN

IOS XR RUN

105 XR RUN

OPERATIONAL

NSHUT
NSHUT
NSHUT
NSHUT

NSHUT

NSHUT

NSHUT

NSHUT

NSHUT


https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75299

0/FC1 A99-SFC3-T OPERATIONAL NSHUT

0/FC2 A99-SFC3-T OPERATIONAL NSHUT
0/FC4 A99-SFC3-T OPERATIONAL NSHUT
0/PTO A9K-AC-PEM-V3 OPERATIONAL NSHUT

RP/0/RSP1/CPUO:ASR-9906-D#

RDZA > H— R Lightspeed K— AT,

+ A9K-16X100GE-TR
+ A99-16X100GE-X-SE
+ A99-32X100GE-TR

RDOZT A4 > H—RIE. Lightspeed Plus X—ATTY,

* A9K-4HG-FLEX-TR
* A9K-4HG-FLEX-SE
* A99-4HG-FLEX-TR

* A99-4HG-FLEX-SE

* A9K-8HG-FLEX-TR
+ A9K-8HG-FLEX-SE
* A9K-20HG-FLEX-TR
» A9K-20HG-FLEX-SE
+ A99-32X100GE-X-TR
+ A99-32X100GE-X-SE
+ A99-10X400GE-X-TR
+ A99-10X400GE-X-SE

FGAUN—RORATOBBOFEM-ZDOVWTIE, "TASR9000Z ) —ATSAH—RDEAT
CDOWVWTy #28BLTLSEZL,

E:CORFIXNORTESRTIEE. Cisco Lightspeed# & U Lightspeed-Plus& &ID(PID) D
VANZE#RTL Iz, PIDICEET 2 B4 ZERPHMHAIC DOV T, Cisco Technical
Assistance Center(TAC)ICBBLWEH B &L,

BNG PPPoEA Y O—/NILICBMICE 2> TWB A ES A DORER

BNG PPPoEA I O—/NILICEMIZBE > TWVWA A ES A EHER T S IZIE. show running-config
pppoe bba-group X > REFALE T, AOFICRITLSIC, 7O—RN RTITVSF—>
3 >(BBA)Y' )L—7"\Zpppoe bba-group A EFE N TWVWBHESIE. BNG PPPOEABEMICE > TV
79,

<f#froot>

RP/ 0/ RSP1/ CPUO: ASR- 9906- D#show runni ng- confi g pppoe bba-group
Thu Feb 1 21:19:21.003 UTC


https://www.cisco.com/c/en/us/support/docs/routers/asr-9000-series-aggregation-services-routers/116726-qanda-product-00.html#toc-hId-1632308981
https://www.cisco.com/c/en/us/support/docs/routers/asr-9000-series-aggregation-services-routers/116726-qanda-product-00.html#toc-hId-1632308981
https://www.cisco.com/c/en/us/support/docs/routers/asr-9000-series-aggregation-services-routers/116726-qanda-product-00.html#toc-hId-1632308981
https://www.cisco.com/c/en/us/support/docs/routers/asr-9000-series-aggregation-services-routers/116726-qanda-product-00.html#toc-hId-1632308981
https://www.cisco.com/c/en/us/support/docs/routers/asr-9000-series-aggregation-services-routers/116726-qanda-product-00.html#toc-hId-1632308981

pppoe bba- group

TS- PPPCE
service selection disable

sessions max linmt 32000
|

RP/ 0/ RSP1/ CPUO: ASR- 9906- D#

4282 —7 T4 ATBNG PPPOEA"BMICEZ 2> TVRH ES H DFER

4> R—7 I 4 ATBNGPPPoEANBRIICEZ>TVWBIAESH ZRERRT BICIE. show running-
config interface | utility egrep "interface|pppoe enable bba-group|bundle id" 1Y > RZR1TL £
To AVR—TIAAREERGY T 422 —7 I 4 ATpppoe enable bba-group A FZXEE N TV
%154, BNG PPOEABMICAEY T,

ROBIE, ROBUEZFOITNAADEIZRLTVET,

s 422 —7 I 4 ABundle-Ether41.50CI&PPPoEN B#ICZ > TVWET,

s /282 —7 I 4 ATenGigE0/3/0/0l& /N> RILEtherd1 D —FE L TEREE N TVWE T,

e 412X —7 I A ATenGigEO0/3/0/0l&k, Lightspeed-PlusX—ADZ A > H— RA99-4HG-
FLEX-TREIC® V), PPPoENEBMICEZ > TVWET,

<ttroot>

RP/ 0/ RSP1/ CPUD: ASR- 9906- Difshow runni ng-config interface | utility egrep "interface| pppoe enabl e bba-g
Thu Feb 1 22:12:42.769 UTC

i nterface Bundl e- Et her 20

i nterface Bundl e- Et her 20

i nterface Bundl e- Et her41

interface Bundl e- Et her41. 50

pppoe enabl e bba-group TS-PPPCE

i nterface Bundl e- Et her41.55
i nterface LoopbackO

interface TenG gEO/ 3/0/0

bundle id 41 npde on

E AR TLLTRLEHIC, LROBEIHF, RRIDAVE—TIAANFDPBLIBEBZELSIC
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Cisco.com ® Y AAHR—K ATV O—RR—ZJIC@F., SAEAERTO—RICET 315
BARHENTVET, COR—=DIZE., [NI1TFT/NAL A (MyDevices ) |V—IZFERATIHE
BOHDARY—FNA AV R—NERERRTEEXRT,

VINDITOTFTYTIL—RZEBRFIIEICEK. A EF1UT4 PRNAMFI R=DT
AFTERAOHMOT RNAY U ZEHNICSRL T, REZZTHAREMETYTIL—
RYDV1-232-—AEi#RBLTSEEL,
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WIFhoBEE, 7YTIL—RIBFNAALCTDBXEIN BB E, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZTHIC
Bl T<EEV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—ICHEBLEbELLEE L,

H—EAZNEZHMATEVEEE

SAOANSEEBALLAAODOY—EAZWNZZRMAVWEEVWTOWEVWES, £k, ¥—R
N=TFTARVE—DPSEBALVENFMEEBZRVY TNV ITEZBAXENSAFTERVEER,
Cisco TAC ( https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html ) (=&
BULITYZTIL—REAFLILEEL,

BET7Y7IL—RONKREBTHAEEZTAAL TV LEESLEDIC, HBROZUTIILESL,
K7 RNAHF)DURL 2T AELSEE L,

BIEFEHR)—A

RORTRE, EQOFIICAOAYIRNIITII—REZRBHLTVE T, ARAOHIE. UJ—AN
COTRNAHFVICERBEENTVIMBEOHELEZITEHESH, BROPZOMBHICHTTS
BEEESCBINODV)—RAEZRLTVET, COEITIAVORICEBREE ATV R ENRBIER
KITRDIFTIV)=RICTYTIL—REBDELEEHEOLET,

CiscolOSXR Y7 ko7 V=R First Fixed Release (S Ec h =\ INDJJ—RX )

7.8 LAHI BEFHK ) —AICBT.
7.9 7.9.21
7.10 7.10.1

7.11 7.11.1

AR OMTFECHLTZRO SMUEI ) —ALTVERT,

A RORCEBREATWAEVIUU—RA@ITO SMU ZAREETEHEEKE. YR—RNEMICS
EERLSEEWV,

CiscolOSXRY 7 kT F7 VU—RA Platform SMU %
759 ASRIK- asr9k-x64-
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Product Security Incident Response Team ( PSIRT; ZOAA IV N %21V F74 412 F 2N LA
RUAF—L) ), COTRNAFVICEBENTVEIRERHETHIV I —ABREMBEE LU
—ABHOAZRIELET,
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