Cisco Intelligent Node Y 7 R T 7 ICH (T3 8
B+ — DR

7 RINA Y1 —ID : cisco-sa-inode-static- CVE-2024-
Hi gh key-VUVCeynn 20323

#1°B B : 2024-07-17 16:00

/N\—>321.0: Final

CVSSA7 :7.5

[E138 %K : No workarounds available

Cisco /N7 ID :

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMEBT 52 BRI, RERXSBELET,

B=E

Cisco Intelligent Node (iNode ) Y7 R IFICHE FRMEB/BHEICKY), BREAThTVEVWDE—K
WEEA, CiscoiNode Manager EBIEA TV IV N/ —ROBO TLS BHRZNAD YV D
L. ZYFNAAICEZEORNS T4V IO ZEETEDAEMIHYET,

COMRSEMHE, N—RIO—REIhEBESEMOFEICERERL ET, CiscoiNode Manager & B
BAOBEE/ —ROBICPEEBEE L THNETIREER. #NEST—ZFEAL TEETESIL
HEEERL. BETNARICBYTETET, COMRBUEETIVATOAMNTDHAESEN D
WET, TVATO4NIKITRE, WEHEG, EROTFNA A@MITOTF—REFTHE T,
BE/ —ROAXR—RNTYTREEEEITDENTE, TOFRELT, FEEZFH/—R
ICERENTVWBAIARNI—LAFINAAOY—ERDEE (DoS ) REZ 5| &2 Z 3 A EEMHED
HVET,

JATDRCORBUECHLTEDYTIRNIITFTYTF—REVI)—ALTVET., CORBEHEIC
Mg REBREHKE A

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-inode-
static-key-VUVCeynn

=S m
IS0 & 2 R

Z DEFEMIE. CiscoiNode Y 7 R I 7 H KU Cisco iNode Manager YV 7 R I TPICEER


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-inode-static-key-VUVCeynn
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-inode-static-key-VUVCeynn
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:H/A:N/E:X/RL:X/RC:X
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20323
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20323

BExXET,

RSN FEET S Cisco V7 RDITVI—RICOVTE., COT RNAHFUD MBEFHY
TRI9TT7, 923 aSBLTILSEEL,

feBtEEATLVAVW S EfEFEEh-REA

COTRNAFUDOELEOHZIREEI I VICEHENATVRIREOAKN . COMEMED
HEEZ R EN DA 2TVET,

o] 5 3R
COESEEICNTBIERKEHYEEA,
BEZFHARVYTITNDIDIT

DAOARZCOT RNAFUICEHE BN IR0 TEIEEODY JNDITT7YTF—RED
J)—ALTVWET, BEOYVIRNIITTYTTF—RMNNEENDIY—EAZWNESESOBERK
. BEOT7 Y7 TF—RFyZIUDLSEFIVTAEEZNMBIZIHENf HVET,

BEBEBEN M VARN=IULEVHR—RNZZTLEYTEDOE., F4E2RAZIBAVELEVEY
R0 N=232ET714—F ¥ EYRNIR/ULTORERBRYET, TEDLDIBYTIRNIITT
YT7IL—REAVARN=I, FVVO0—R, TORAEERZTOMOEETEALLES. &
EREUTOVOICRETALAOAOVIRNIVITIA 2 ADOFREICHS CEICAERLE
CEILRYET,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

T, BEERAVIRNDITZEIVO-RTEDZORE, YVINIITOREMBZTA I AED
AN S5E#E. $PVRAOBEIVEZ—PN—KF—HPSEEBLTVRHEICRYET., B
B, ChREURBALLEY I NIITOXYTFVATYTIL—RTY, EEOEF1)T 1
YI7RDIT FTYTTF—RIE2T, BEBERICHLWVWITRIIT7 F4E€2VA BMY 7RO
T 74—F% YN, FLEEXDy—VEDZI3> PYTIL—RINTIERNFFEEhBD
tEHNEEA,

Cisco.com ® Y AAHR—K A I O—RR—ZJIC@F., SAEAERTO—RICET 315
BARHENTVET, COR—=JIZEF., [NI1TFT/NAL A (MyDevices ) |V—IZFERATIHE
BOHDARY—FNA AV R—NERAERRTEEXRT,

VINDITOTYTIL—RERFIIEICEK. A EF1UT4 FRNAMFI R=DT
AFTERAOHMOT RNA YV ZEHNICSRL T, REZZWHAEMETYTIL —
RYDV1-232-—AEi#RBLTSEEL,

WIFhDBEE., TYTIL—RIBTFNAALHTIBXEIN BB L, BROCBRED/\—R
DITEVIRIITOBEANFHRII)-—ATEIEREELKHR—PERTVWERZLZTHIC


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/index.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

BEEL TV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—ICEBLEbELSEE L,

H—EAZNEZHMATEVEEE

SAOANSEEBALLAAODOY—EAZWNZZRMAVWEEVWTOWEVWES, £k, ¥—R
N=TFTARVE—DPSEBALVENFMEERRVY TNV ITEZBARENSAFTERVEER,
Cisco TAC ( https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html ) (=&
BULITYZTIL—REAFLILEEL,

BET7Y7IL—RONKREBTHAEEZTAAL TV EESLEDIC, HROZUTIILESL,
A7 RNAHF)DURL 2T AELSEE L,

BIEFEHR)—A

RORTR, EOFICSAAVIRIITOV)—A2BHELTVET, HHEOFIK. VJ)—X
NFZOFT RNAFVICRBENTVIMBHENOFELEZIDINESH, BLTCOMBHEICHT
BDEEEEOCRBIAOIV)—RAERLTVET, COEIZIVORICEBHENTVREYZEIE
BRIV TRNIITII=RIITYTIL—RIBEEZHEHHLET,

CiscoiNode V7 R ITF7UJ—XA First Fixed Release ( {§IEE hi=F# D) 1) —
A)
3.1.2 LLEr 4.0.0

Cisco iNode Manager ¥ 7 kD T F71)1)—2R | First Fixed Release ( {§IEE hi=F#ND ') 1) —
A)

23.1 BAHY 241

Product Security Incident Response Team ( PSIRT; ZAX I N %21 UF4 412 F2N LA
RUAF—L) ), COTRNAFVICEBEBENTVRIREHETDIV I —ABREMBEE LU
_Xlrg#ﬁa)&ﬁ*ﬁﬁbi?o

FTEMAEH E KRR

Cisco PSIRT Tld, X7 RNAHVICREE N TV IMRBEOFTERAELR T OAKRIGHETIL
THYFEEA,

H B8
ABBER, SATRBTOEFIUF 4 FANCE I TRREAELL,

URL



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-inode-
static-key-VUVCeynn

RG] B

N—=—>32 B7L] o3> AT—2A B
10 NEABUU—R  |— Final 2024 %7 A 17 H
MARL

BT RNAFVIERILEDEDELTIRELTHY, WABIBEORIAERKRIZENTE
HYEEBA, ETRNABVOBBBICVIVOERICETZEEO IR TNhSOERELC
HBDENELERT, T, DAORBRAERFIXVNORABRZFERLICEELLEY ., EFLEY
THRENEZBLET,

KT RNAF)ORRABICEL TEREE O URL ZEBEL ., BIOEHPBERZRL 1255,
HUANEBLEBBREFIRBZENERA. TOLEBRE, BRR[FZEsIERILEY, EER
BHARBELTVWEY TR BN ERT, CORFIXDMNOBERIEF., ZATDHROIY R
A—HZXHRELTVET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-inode-static-key-VUVCeynn
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-inode-static-key-VUVCeynn

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



