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<f#froot>

ciscoasa#

show run | include ssh

aaa authentication ssh console LOCAL
ssh scopy enable

ssh stack ciscossh

ssh stricthostkeycheck

ssh timeout 5

ssh version 2

ssh key-exchange group dh-groupl4-sha256

ssh

0.0.0.0 0.0.0.0 management
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<#root>

ciscoasa# conf t
ciscoasa(config)#

no ssh stack ciscossh

Connection to 192.168.1.1 closed by remote host.
Connection to 192.168.1.1 closed.

F I SSHENLETOT47 50742y avi@d, AN ROETHICTHEhET, <0
ZEE)7—FNEEREFETRICE,. BEOJA VL TREZRELET,

COEBREIEAZTNTEY, TAMNRETRELDZEXTIN, 8FKE, CEAORELS LT
FERAFAFCEVTERAME AR ZHMTIXZEN BN ET, Kk, EATATVIEBREL
FENRY, SEREEOEASFTIUAHBIVCFHRICEIVT, XY NT—TOHER/NT +—
RVACEXEBEZREFITUREMENHBZEICEBLTLKEEY, ARRPENRE. CEAOR
BAOBRAMERENOZEZNML B TEALTSEEL,

BEZRVYTRNDIT

DAOARCOT RNAFUICEHE N EREY IR0 TEIEEODY JNIDITT7YTF—RED
J)—ALTVWET, BEOYVIRNIITTYTTF—RMNEENDIH—EAZNESESOBEFRK
. BEOT7 Y7 TF—RFyZXIUDLSEFIVTAEEZNMBIZIHEN HVET,

BEBEBEN M VARN=IULEVHR—NZZTLEYTEDOEE., F4E2RAZIBAVELEVWEY
JRDIT7N=2320ET714—F ¥ Y RNIHLTOARERBRYYET, TEOXRSIBYTINIITT
VTIOL—REAVAN=I, &020—R, POCRFLRZTOMOEETEALLEBE. &
EREUTOVOICRETALADAOVIRNIVITIA 2V AOFREICHS CEICAERLE



CEICBETYET,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

T, BEBRAVIRNDVDITZEIVO-RTEZORE, YVINIITOBMBZTA I AED
AN SE#E. $PVRIAOBEIVEZ—PN—HFF—HISEEBLTVRIHEEICRYET., B
B, ChRURBALLEY I NIITOXYTFVATYTIL—RTY, EEOEF1)T 1
YI7RDIT TYTTF—RIE2T, BEBFRICHLWITRIIT7 F4E€VA EMY 7RO
T 74—F% YN, FLEEXDy—VEDZI3> PYTIL—RINTIERFFEEhD
tEHNEEA,

Cisco.com ® Y AAHR—K A I O—RR—ZJIC@F., S AERTO—RICET 315
BARHENTVET, COR—=JIZE., [NI1TFT/NAL A (MyDevices ) |V—IZFERATIHE
BOHDARY—FNAAYR—NERERRTEEXRT,

VINDITOTFTYTIL—RZEBRFIIEICEK. A EF1UT4 PRNAMFI R=DT
AFTERAOHMOT RNA YU ZEHNICSRL T, REZZWHAEMETYTIL—
RYDV1-232—AEi#RBLTSEEL,

WIFhoBEaE, 7YTIL—RIBFNSAALCTDBXEIN BB E, BLUOREND/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
Bl T<EEV, FHAEKRICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFAZ7ANAMZ—=ICEBLEbELSEE L,

H—EAZNEZHMATEVEEE

SAOANSEEBALLAAODOY—EAZWNZZRAVWEEVWTOWEVWES, £k, ¥—R
N=TFTARVE—DPSEBALVENFMEERZRVY TNV ITEZBARENSAFTERVEER,
Cisco TAC ( https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html ) (&
BULITYZTIL—REAFLILEEL,

BET7Y7IL-—RONKREBTHAEEZTAAL TV EELSLEDIC, HROZUTIILESL,
K7 RNAHF)DURL ZZRAELSEE L,

Cisco ASA. FMC, BT FIDY 7RI T

HEEN Cisco ASA, FMC, BLTFTD Y7 R I I FOBBRICNTS YRS UM TE S &
512, A0 Cisco Software Checker ZIRMHL TVWET, COY—IILEZFESZET, HFEOY
JRYIFUU—RCEETBIRNTOVAD £F1UF 1 7 RAAHFUERRTE, THhTH
DT RNAH)TERENLRBUEZBEL 2HGHADU ) —RA ( "FirstFixeds ) ZRETESR
T T, ZHITBHAICIE. Software Checker IC &K JHBIENETXNTOT RINAHUICER
DIXNTOMRBUENMEEENLEHADOIU ) —A ( "Combined First Fixeds ) ZHETEET,

DY) %EFEATBICIE. Cisco Software Checkery] R— OFIBEICHVET, ThF., X
N7 A—LEFEALT, BEDYIRNIITII-AICHELZREFTHRBIREZRELET, D



https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/index.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x

7#—LZFERATZICE. ROFBEICHVEXT,

1.Y=ILTHRREITBDTRNAFVZBRLET, INXTOT RNAHD, X1 )T 1 EEFY
fli (SIR)N TEX, &k "8 OFRNATFUDIK, FLEZOT RNAFUD&KZE
RLET,

2. ZHITBYV IRV TZEBRLET,

3. EXHITBTTYNTF—LERBIRLET,

4. ) —RAEBSZADLET, XK, CiscoASA YT NI ITNOHEWR 9.16.2.11, Cisco
FIDY7KNJITDEHEREF667EANLET,

5. [FTYv Y (Check )| Z0UYOLET,

2 Critical,High,Medium
COT RINAH D& CiscoASAY 7 RhDITF
HS5WBTTYRNTA—LA

Check

¥ : CiscoASAY 7RI T7%#FETLTWVWACisco 3000 —RAE¥REX1UTFATTS5A47T
2V A(SANCDWTIE, CiscoASAY 7RI ITFIJI)—2R9.16.4670O) 1) —ARFEHENTEY),
1J1)—R9.16470ICEERASNTVWET,

B ER &

Bi#E7% Cisco ASA, FMC, £ FIDY 7RI ITVI—ADOREFEICDOVTIE, ROH#E
J)—RAICEATERFIXNEZSBLTLSEEW, EF2UF14 FRNAHFUTERY)FHLWY
) —ANHRBETIATVWEIEERE. TOTRNAFVOHAA T ARSI EEZHEOLET,

Cisco ASA O Btk
Cisco Secure Firewall ASA 7Y 79 L—RA4 R
Cisco Secure Firewall Threat Defense BE#itfH4 R

FTEMAEH E KRR

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ F VIR TVS
RSN ERASEHFRTOLKEEIEL TVEEA,

H B8
ABBER, SATRBTOERFIUF 4 FANCE I TRREAELL,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ssh-
rce-gRAUPEUF



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/planning.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/planning.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ssh-rce-gRAuPEUF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ssh-rce-gRAuPEUF

X F] B

N—o 3> S £svay | AF—&Z A 4
1.0 AERNEREYU—A — Final 2024%10A23H
A AR

BT RNAFVIERILEDEDELTIRELTHY, WABIBEORIAERKRIZDENDTE
HYEEBA, ETRNABVOBBBICVIVOERICETZEEO IR TNhSOERELC
HBDENELERT, T, DAORBRAERFIXVNORABRZFERLICEELLEY ., EFLEY
THRENEZBLET,

AT RNAF)ORRABICEL TEREE O URL ZEBEL ., BIOEHPBERZRL 1255,
HUANEBLEBBREFIRBZENERA. TOLEBRE,. BRR[FEsIERILLEY, EEXR
BHARBELTVWEY TR BN ERT, CORFIXDMNOBERIEF., ZATDHROIY R
A—HZXHRELTVET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



