Cisco SPA112 2
af @afvaaf é»»e©+a,caf€af—a;a@®afrafcasy.

&, ¢af%oaf € a,na, faFrasulD : cisco-saspa CVE-2023-
unauth-upgrade-Ughy TWW 20126

& @a...~é-ae—Y¥ : 2023-05-03 16:00

if @afa, afsasf 1.0 : Fina

CVS&4,14,%4,¢: 9.8

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCweb0762

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco SPA112
23f @af1uaf é»e0+3,Caf€af—a,;a@®Webaf™afd, ¢®ijc@1a,0afa,;af1haf3,83,03,'a@®e, TalatR€S:

59 3@®e,13%+2€85@ A€@Aaf-a,jafaf a,!5,83,¢3,Caffaf—a, af-af1haf%oeOYef,3 @862 @8 1haf—.
3,44 °%5985@ QIO 3Q®L,T41+xE83€«d %at|IQ™5, QY3 QIG®Af5,jafhaf &,13,85,¢3,Caff
5O "3Q®3,C3f%05f 3,035,905 3@ €Qx-aQ®IfEFE, 5, 5,5¢C°QIP8IQOVIONIY™AE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci Sco-sa-spa-unauth-
upgrade-UghyTWW

e028Y7" e£YA" @
&, 18Vt ecESaO ®E,8,<@£128" @

dQ'3O®e,1a%+e€85€ a€@Cisco SPA1122
af@afnaf é»e©+3,Caf€af—3,,3QRIG™MIQ'3@ | dQ®AS5,jafaf 3, 8,83,Cafafafha, d@«alaté

8, T&Y/eE8s, 49 «a,"3983€,30%3€,30"309 39 EC( Qa9 3, EaQPVeLLA"@
GQ"3Q®3,Caf%oaf@a,na,93f 3 @B, &/ Q@RAM,3,<e£13"€@3,»8, 3,af83 3@ «e "e1%%0a @3
DZEQPiC-

5 "3Q®e,T81+2€839«d %3t AO™E D 76Qic-3@ 3€,5,550%3>3,"3€,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-spa-unauth-upgrade-UqhyTWW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-spa-unauth-upgrade-UqhyTWW
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe50762
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-20126
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-20126

d,®acfxa@¢a,2afaf " q,,4,8a,¢

5 8,13,%5@ 39 3@®3,Caf%03f 95,55, 15595072 730 —30 | 50,5, T3%t2E559«d %t 3O™3,<
SPA112 2
3f Q@ af1hEf és»e©+3,CafEAf—E,:3€ €A, NafQaFAF Cu,a°taf—af5,»3,' 39«4, YA LIQ | 36,3 %3

Cisco SPA112 2 3f @ &f1haf ér»2©+3,CAfEAf—4,; €53, 3 @33 «af1a,;&1...8"u SPA122 ATA
FO®E2O3F%cY,8°T3€53," 3€33,uaf @ 3F%af cu,3°TI ORI SCYYE, %03 €>

39 Sa®C28 39«39 3€@Cisco ATA 190 &,-5f°5f%4,°
5,CafS5f3,°6>»2043,C3fESf—A,: 39 3O BCE»@|(FS, 395583, @IQO—3QAUIO™AE,

af faf 4,13, 3@®c8»&{(Fa, 'Renced " 73Q™35,«653Q 3€@[3,-3,'5,% 4,»3,af¥afaf15,£
a,Caf%oaf€a,na, 9asf7 %" Cisco Security Advisoriesi¥%o]

3f3a5143, 3€83..¥2%0 3 @839 93,<3,-3,'3,22£ 113" Q3@ ®3, Caf%oaf@ 3,123,933, a®52eY (s, 59 «3€,C
a,%.af2afYafna, af8afa, ' Qi9—iQ QP QIY 393 ,3€,

59,3935, FIO® 36" 3€83,3€Qx-30—36,3ffaf@a,03, 3@ EIPSI®C2E 39 ®AfQIffaf af &
Technical Assistance

Centeri%a"TACi¥%%od, i @—3 Q@ @3€ ¥, 39— | é@,,é,éfiéﬁéf’réﬁéféﬂéf—éféfoé,néﬁéf%éée
a50&£él\©gl,"éo(é%(§0 ..é...-lé1/4,0gTMoéi .o

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ece—a,caf%oaf@a,nd affa@«e "e%%od @3, E3Q | 3@,a,¢,TaVtr€85€¢

8108

3, 4,14,%€@ €QIO"IQO®L,13%+2€85,'8 +4'S59—3€ 39 VIO 39:3L£3€Y Dbappsecurity
Co., Ltd. Hatlab 3€® Catalpa 3@«2,Ye-Q3@—3@%HIQ™3IE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-Spa-unauth-
upgrade-Ughy TWW

o 18", A Yo

éf@é.f%é,,aﬁéﬁ YA a,»8, a,-af8af3| 4 aftafvaa, ¢at a—¥ay~
on m 8 vo e pe fme . 2023 & 586 3
1.0 @74...~é-afafarsa,| - Final
e—¥



https://www.cisco.com/c/en/us/products/collateral/unified-communications/small-business-voice-gateways-ata/eos-eol-notice-c51-743206.html
https://www.cisco.com/c/en/us/products/collateral/unified-communications/small-business-voice-gateways-ata/eos-eol-notice-c51-743206.html
https://www.cisco.com/c/en/us/products/collateral/unified-communications/small-business-voice-gateways-ata/eos-eol-notice-c51-743206.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-spa-unauth-upgrade-UqhyTWW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-spa-unauth-upgrade-UqhyTWW

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€O9S, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,03, 933 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



