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« RVO016 Multi-WAN VPN &f «&f¥44, ¢

« RV042 Dua WAN VPN &f«&fY4, ¢

o RV042G &f t4f ¥4, ¢af «8 ®F ~&f“ af fAf° WAN VPN &f «Bf V4, ¢,
« RV082 Dua WAN VPN &f«&fY4, ¢
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39 8. Y3539 —3@UIQ™IE,

7. [af8,18f 4 «&; 1285 1% Add to Listila%o] 8,8, 3f°affd, 3@ —3@%I@™3E,



8. [OK] &4 &f%ff4 2@ —30%IO™3E,

A «IEQAfQAfASF" 443 353,3€° 60443
3,af-afaffa, " 3@™a,a,Ca,” 8,73, af«af%haf«8, dVhoee QIO —IOUIO™IE, AfQ@Af LIS 443
5,/af-afaffa, 3€@™a,a,Ca, 8,»3,'af«af1haf«d, dVee” QAP™I I Q@ FEPR-|TPB2%0é 15, 3BV

1. &f4f €4,03,'3€® Web
3fMaf143,'a@®C®ic 13, a5, ;3f1haf+3,83,03, 3 «3f3,°3, 05 3@ — 3@ AUIQ™AE,

2. [8f+4,i4 08, ¢4 '8 OAfvaaf «iva FirewalliY%o] >[4 ¢8, 3, »&, 18f «&f Vaf «ivs Access Rul esiydéo]

5, 6@ 2S73Q9—39NIG™AE,

3.[Add] &°& af%ff8 a@—a@ha@™aE,

4. [8, ¢4 3, -Af SAf3iva ActioniVido] Af%oafaf faf—af €4, Iaf3afa4, 1af a€p<a, %o [ 8@ |17 Denyila%:o]
3,69 25739 —39%IY™3E,

5. [& ffY-Af 8 1Ys ServiceiVidbo] Af%oafaf faf—af €4, [af3afa4, 1af "5€p<a, %0 [HTTPS (TCP 443-
A431Y%%o0) 3,6 € 2S73@ —3QUIQP™EE,

6. [Af4, °1V4 LogiY o] &f%oafaf fAf—Af€A, \af3a 3, 1af a€p <&, %o
[d@"d@®af«afhaf«a@«a et a@™aafa,raffaf a,'afa,°ia"Log packets match this
ruleita%o] 3,6 € 2S73€@ —3@%HIG™AE,

7. [8 Y28fY48,18, 0af 38, ;Af Va8f «8, 88, 08, 1iva Source | nterfaceiy/Soo]
af%oaf &f faf —af €3, |Af3af5, 18 "5€p<a, %0 F€ @ 3f13f 95, 03,'5€® WAN
27¥CN35€«4 €1 3Q™E,3,25f—3,5f83F’3, 6 @ 25739 —3QUIQ™AE,

8. [é€@&;ia...fIPTA"Source IPi%4%o] af%oafaffaf—afea, | affasfa, af a€<a, %o
[a»»ae, @14 Anyila%o] 4, 6€ 2523 @ —a@%hAH™AE,

9. [®>4..."I Pivs" Destination | Piv%o] &f%oafaf faf—Af€a, \af3a 3, 1af a€p <&, %o
[3€)74 €i'4°Singlei%%o] 3,6 € 2S73€9 —39HIH™AE,

10. [8®>4... | Pivs Destination | PiV2%o] 4@ ®43 jee-'3€@®af3,£3f 1435 «af%03 € «3EQWAN IP
5,Caf%0af-3,3,'3.. ¥3539 —3 @ %I 9™aE,
11. [Save] &8, af%ffd a@—a@%ha@™aE,

af @afuaf 60443

a,/af-afaffa, 3@™a,d,Ca, a,»8,'af«af%af«3, dV0e" @IO™E, QP «IQ FEQPI%0 Q3P ®2%0é 13,¢'°8,
af%oafaffaf—afea, | af3a5a, af a€3,%o0 [HTTPS (TCP 60443-60443)] &,

6@ 25739 —39%IG™AE,

& 1V2 ¢io@EAQPOWANSF@EF AT 3@ EaVr¢" 3€+3, i€ | 59,5, 39730 €92
¢?0®IQ® WAN 3f@afuaf 59 ® WAN ¢4 3@ IP
3,C8f%0af-3,'8,815C" 3@ —a€) | 5€9&; 1535 3O® ACL af«aflhaf«a,

25@9ne AR3FQP™E 4.0 PIQEIQ,3,55QUIQ™AE,

5€"3,E3, %03 @ BOCOFEC-3€ 8°73..¥3+3, 3@ | 5955,55€Qaf13,'3f ¢°4¢fi983€ A®Ye Ve 3¢



d,®acfxa@¢a,2afaf " q,,4,8a,¢

881836 @ a@®3,Caf%afea,na faffd@«e "e%%id@ a, i@ | a@,d ¢, Talhte€83@«d %at|d@
Small Business
RVO1 65€0RV042§€0RVO42Gé€050§§,“é03RVOSZé.f«éf%é,géQ_%Qé,pé.f@éf%éf“gp,é“réQ@é.f—'

Cisco Rv016 Multi-WAN VPN

8f «8f Y8 A ®E*0AL£ 3y, 8°1a@ " 3,uaf@afhaf cu,a°1a @RI x| at...

Cisco RV042 4€53,"3€° RV042G VPN

af«afad ;% a...” afCaftaf«it%h%od @®e*©af’cy,a°td€@  d,uaf@afhuaf cu,a°ta@®I@ x| at...
Cisco RvV082 Dual WAN VPN

f «afvd, ;@ ®e*©AaL’cy,a°1a@ "3, uaf@afhaf cu,a°ta @®a@ x| at...

aEEENd-of -Sale and End-of-Life Announcement for the Cisco RV 320 and RV 325 Dua Gigabit WAN VPN
Router&€

af taf 43,13, 3@ ®C8»@|(F], 'enced 739 ™35,«6539 3€Q[3,3,'5,% 3,»3,4f¥afaf15,£
a,Caf%oaf@a,na, fasi%s" Cisco Security Advisoriesi¥%%o]

335513, 3€8a.. Y% 3 @83Q95,<5,3,'3,3e£1,58" @@ ®F,Caf%oaf @ 3,13,958, a®320eY (S, i 9 «3,C
a,%,af2af¥af1a, af8afa, (e’ Qi P —iQ | i ViQ 39°39 ,3€,

5€,39353, E3QRA 30 3083, 3€Qx-"f1i"QIQTIQSIRC xS 3QRAfQIFFAf af afud, afaflud,
Technical Assistance

Centeri%a"TACi%%03, i @—3 @ @3€@ 3¥'(,i@—3Q | 3@,3,afiafPartarsara, af—afaf@a,nafeafaa €«
5 @REAOC" A%EAYIO " A...~aYhOCO8; "

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%iaf€@a,nd af @« "e%%id@ 3, i€ | 3€,3,,Taltet

108,

[e]

5 8,13,%8@ €933, E3,%oi@®e,18%tr€55, 8 13550 —30 ' 59,30V50 36,50 L eetsune" 93
URL

https://sec.cl oudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-rv-stored-xss-
v(gz7gC8W

o' 1e", at¥ee

af @afvaa,afsas -z & »8, a,-af8af3| &, aftafva, ¢at e—¥a»~

1.0 X @aza...~é-afafasna, | - Final 202334 4aene Sae—¥



https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-736069.html
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-736069.html
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-736069.html
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-743070.html
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-743070.html
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-743070.html
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-736749.html
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-736749.html
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-736749.html
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-743069.html
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-743069.html
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-743069.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-stored-xss-vqz7gC8W
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-stored-xss-vqz7gC8W

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€O9S, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,03, 933 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



