Cisco |OS XE SD-WAN
5,Y4Af~af "3, 4, 83, CA@ ®3, 33523523 5%0
5,058%3, 3,538,738, 4585259 ®8, 14Vt 2 €S

&, Caf%odf€a,na, flaFraFnlD : cisco-saioss CVE-2023-
H Igh xe-sdwan-VQAhEjYw 20035

&@a...~é-c«e—Y¥ : 2023-03-22 16:00

af @afva, afsas 1.0 : Find

CVSS3,14,33,¢: 7.8

&726€ ¢¢- : No workarounds available

Cisco af€4a,° ID : CSCvx72976 CSCwc41942

Y- &3@«ad, d,«ef...3 t3@ A€QecteZiQ«ad,"a,<aZYr-13QREQZA...~ a1 a ¢
o, 6@

Cisco 10S XE SD-
WANBE, Voaf+af "4, '3, 83, ¢a@ ®CLIA@ ®e, T84+ e€85€«a,"5,53€ 92 @& 1433, Ea@ Yafaf1ha, «af«3 @@

5Q"3@®e,T%+2€83€ 3€€4,-3, aftaf CLIG@«E,"5,<3, 939 Q3 1393, . ¥dSxenced i@ «u-&> 3€-
1Y% ARAP ®I/EY (AP RO’ i@ «aPri@, i@ | i@ F€QPIQ"'IO®3,Caf%af@a,n3 93 3@ ®5
8,-8,14%€ J@"'dO®e,1a%+txrt8aQ«a %t |a@™a,4,%afaf4,)4,83,Ca, caffaf—aftafnas a,’afrasrasry
5 "3Q®3,C3f%05f 3,038,951 39 €Qx-a@®IFEFS,5,5,5¢C°QIP8IQOVIONIG™AE,

https://sec.cl oudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-i 0s-xe-sdwan-

VQAhEjYw

4O "3Q®3,Caf%0af@3,05,933€ 3€92023 8" 3 20 3@ «4...~6—~3+3,E3@Y Cisco I0OS

a,%2afaf"a, | 5,85,C5€53,73€° 10S XE &,%3f+af 4, 13,83, caffafasa,'a@®a,»a,af¥afrafta e
a,Caf%oaf€a,na gas

af@affaf%oaf«a@®a€Ef a@8aQ™aE€,3,Caf%0af@a,03,9af 3@ "afafs, d@B®E €L |83« iQPri@,a€
Event Response: March 2023 Semiannual Cisco 10S and |OS XE Software Security Advisory Bundled
Publicationd€€3,'3€,C...80 9—3€@ | Q@I 330 ,3€,

€023l e£8" €@

&, TaY/sae€85@®a,a,<e£23" @


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-xe-sdwan-VQAhEjYw
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-xe-sdwan-VQAhEjYw
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74842
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74842
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74842
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx72976
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc41942
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-20035
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-20035

3Q"3Q®e,TaV+e€83@ A€QA, A af afafhafOafcafhaf%od @®as| afaf@asfiaa,uaf« Cisco
I0S XE §,%3af*af"4,! 3,83, 39%3@Y3@ 3,'3,;a7af%0d,¢afaf® Cisco I0S XE SD-WAN
3,%af-3°a,!3,83,C3@®¢e,13%+2€85@ ES dce 3@ ™E,«afEfE143,"3, 40V Fi@—3@ | 5,3, @23

- 1000 3, -3f%5fY48,° & ff V87" 5, 'cpae " a%<af«af1a,¢ % ISRiA%o

4000 &, -3f%if8,° ISR

ASR 1000 & -af%afYa,° & ¢a, °af?a, 2afy.a, -af 8af* a pfvaf“a* af «afva, ¢,
Catalyst 8000 & “&f f3,, 5f—AafOAf fAf af+3 OBfVAf &fed,iafYafe
Cloud Services Routeris" CSRiY4%01000V 8 -&f25fY.4,°

&, Tav/taL85@Ea~ace " 3@ ™3« Cisco
a,%.af-af"3, | a,83,cafafas1a, @« 9rie@, i@ 3@ QI aQP®3,Caf%afea,na N3 aQRAEES

a3 1Y453, 18, (Af38f %08, CAfAf3 Cisco |0S XE SD-WAN & Yoaf+af "4, 4, 84, ¢ afoafaafya,

8, 0afafva, 8@ €S afaf@afhd,uaf« Cisco I0S XE &,%3f+3°4,!5,83,¢ afarasna,’

3,04fiaf1%3, 3@ 3@ 3" ¥IQP®SE, IQ9RIPEIQG™IE,SD-WAN OYefLi€ F€@afafrafna,

17.2.1r 3@83€@af af<af@asla,paf« Cisco IOS XE

3,%3f°3°3,15,85,39«3 93,930 | (U39 593, FiQUIQ—IQYVIE, L0 CI9«IPri®, i | 5@
SD-WAN 3 13 ;AfY.af 48 CAf faf—8 —8 08f %33, 39.C..80 0 —30 | S0 Qi) 39°30,3€,

Af1af€3,13,'8 " 4R$FH B

& \af &f ©af1a,paf« Cisco 10S XE

3,%43f-3°3,'5,85,C3,40Ye{EaQ—3€ | 3€,3,aftaf@a,n3,"5€83, 255 afaf%afOEfCaf%af%o5€ &
39uIQP@x-"x>39Eie,3,539%a9™a€ Cisco SD-WAN

ROYefY3,8%:C"" AQ™3,AQP«3Q FEQIFLaf I, n3, 3T 335 afafhafOafCaf1%haf%o3@83€,a,<

a,%af—3a, -af 8af2 LivsSshow running-config | include sdwan &,3&fzaf3af %o

aftaf€a,na,'3€83, A af afafhafOafCafhaf%od @ Eee%oiS'd@«1Q QLI | 59,3, 3P I QP O4
running-config | include sdwan

8,38f 7838 %od, 8Ysc (" A —a @ | A€ AF°aS a9 8aF aFaF Q@ aF«aFCaFaaf %08, ¢ QIO —aQ%a
tunnel mode sdwan 4@ Ee;"3€+3,E3,<a '3 3€@SD-WAN

2OVYef1h3@ 0e%dS 3@ 8@ ™A€, AQPnaP N, SIEQIfIafQA, s, '5@ 3,385 aF afafhafOAFCaf1AES

a¥a «a@«a€@show running-config
3,3af3af afafv.afoaf Cafvif%.a@®aftaf@a,na,'a@83€€@ | include sdwan
3,38 28f38f %08, AR Y & EAP —3 @I Q@ ™3E,

Router# show running-config | include sdwan
tunnel mode sdwan
Router#


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/install-upgrade-17-2-later.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/install-upgrade-17-2-later.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/install-upgrade-17-2-later.html

5,28 —4, -Af 8Af° 2i/Sshow version & 38f 28[58 %08, YsC a@—a Q%I @ ™A€,

FO%IOYIO 3E@show version
5, SB[ 213 %08, SoiC B —3 @ | SEQAFEAF O3 05,50 8,255 AfafafOAFCaf 43 %o3 5,5, @

3O «A€ Q3,25 AFafUAFOAFCAf1hE %03 @ ®IFIEf© 5,15, 5«3 %3Q™3,« show version
8 S 288 %3P @18 3% A Q®E €657 3, C1°F 9 —F O UIO™AE,

Router# show version

Router operating mode: Controller-Managed

8, TaYrac€ss, 49 «a,"89839,39%3€,,30"39 3G ECCR* QIO 3, EIHYeLLI"O

3

Q" '3Q®3,Caf%0af@a,nd N33 Q®E, 18/aES5Q A, 8,«e£ 123" @8,»3, &,-af83°a@«& ~e%%0d @ 3

3,845 a€@re-e,Ta%+2€83@Eir¥a A@®3F,3,'3 13" 9IQ%IQPYI@Q af—afOIffaf af+a,

|0S & 28f~af 4,18, 88, ¢

18y« Af CAf YVEf %03 ® 10S XE 3,%:af+3f"3, ! 5,83,¢
IOS XR & Y-8f+8f 4,154,853, ¢

Meraki e£L48" €

NX-OS & Y28f+&f 4,14, 85, ¢

SD-WAN vBond Orchestrator & Y5af+af 4,4, 84, ¢
SD-WAN VEdge &f «&f Y43, ¢,

SD-WAN VEdge & Af©3, 1af %oaf «Af Y43, ¢,

SD-WAN vManage &, Y58f*af 4, 'a 84, ¢

SD-WAN vSmart & 3af3af af af VAf ©& Y-af+af 3,5, 84, ¢

e3¢ °

58,3, 18f—Aaf4 naf AQ®&Y:+6Y; 39 FEQLO 3L af1aF 5,03, 3@ ®AFaf@a, 13, AQ®AS! aF 143,551, C

5O 3Q®e,Ta%+2€83@®3,»3,af¥aaf15,£39,5@®AV21EY; 3@ ®EO+5%i%4 SIRI%%03 @ €@~ OE™4



&CEQ, Yo' " ©F, e EQIQrc®icOTAf! 5f143,Naf 14O P33 EAFS,°8,03f35,'8 +3@ 3€+3, I | 5
DZEQP G-

G "3@P®e,TaV+r€83@«d %At | aQ™A D76 Q;C-3€ T3€,3,539%3€>3,"3€,
ac®xfx"a@¢a,2afaf aq,|a,s84a,c

3,-5,14,%€ 30 "3Q®3,Caf%0af@5,03, 33« "E%%o3 @3, EIQYE,TaVi+eE8a«d %At 3O™E i
39SA®Cx8 3@ &5, rafa, af afhaf«3@—a@VY3,53,1af@af4af 3, 8 @—3€'5OV3, 55985993, AHB:
af@afua, 3f8af’a€  af-a,£afuaf@aft

d»affaf a@«d %hiQ9P—ai@ é@@é@gé@"éQaé,§éQ%é@méﬁéQQéQ@a“ééTéQaé,%éf-éf‘é, 13,83,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

O NIQPYVIEHIOSI®C2E 39 ES,1afaF 3, 4,85,¢5,aF€5, | 3afaf 143 %03 @8I 3, AOPPIY 3€Q3,
3,Caffaf—a, af-af1uaf%oa @83 @™a€,c,ia, Ya@®a,»3,af¥afafta £ a,%.af-af"a,!4,83,¢
3,Caffaf—aftafuaf 3@ «8, " 3QLiQ  3€HIQSI®C 2T 1P «2-°59—39,3,1,3f55,15,83,¢
3f03,n3,»38, 36 @ ;1585 &,1,3f*5f5,5,83,¢ af+3,£aFhafQAfE

3 »affaf A€ @a@a@Ya@ af;a, af£afn afafa, afsar
5,Caffaf—a,°af~af1haf%oa @ «d %IQP™a 2" O™ PIQPEi»"3 73€+3,F5,59"3€ 30 39,5,559%3€

Cisco.com a@® 3 -4.13 % af @afhaf” &

af€a, | afafafhaf%oafsafad, 4@ «3€ G€@af0a,na,»afa,'a@ af€a, | afPafaf1afY%od @«é-Ca@™a «ef..
Devicesi¥%o]

af, 88«8, 8% ¢" Q™A AQSA®C 28 aQ®E,«A,"a, af7aF haftaf @4, na, a,uaf@afkaf ¢ ,8>%,,8) ¢r°

A VoAf+af 4 !4 85 ¢Ca@ ®3,CAffaf—3a,°af~3f%4af%08, anoaS Z3@ ™3 <6539 «3Q a€93,-3,'3,°
a,»a, af¥afaaf’ra fa Caf%oaféa od ﬂafa

,%af""af¥af%é,-éf§aﬁaj€a%0 ,gC° a@a@—a@,a@@a@ ER7 L a@,,a€,

59,5053, E3QP®A 3973, 3€Q4,Caffaf—3a,°af-~af 1435 %03 @™5,<aft5f€@a,03, 3@« @ @3 Ta@2af;af¢a
Technical Assistance
Centeri%a"TACi%%03, 3 @—3@@3€@ A¥'(,i@—a@|3€,3,af éf3é.fTéf§éf3é,1é.f—éféf@é,néféjéf%ééo

8 ffvaf aa¥ ¢ ,a,’ae"a"o¢" " aelaeae, A9 Sa®CRS”

8, -8,18,35€p<8, %00 7Y 4. Y39 —39YieE35,3,'5,° 5@ ®3,uaf14af'5,'8¥'¢,4,/49"3°0¢" 39,39V
cisco-worldwide-
contacts.htmli¥%.a@ «E€£cUja@—a€ | 3,Caffaf—a,°af-af%af%0d, a... ¥2%d @ —3€ | @V IQ 30°39,



https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

G.i8, Y& CAf faf—4, °Af ~af V[ %oa@ B8 e+ ef 18" @3 985€,5, 59 "3 3,/e e /539—3€ 56,36V
URLE/'a©"¢" *,93003@ d0°30,3€,

Cisco 10S 4€Sa,”3€° 10S XE &,%.af+a4f°4,!4,54,¢

59 Sa®C28 3@ Cisco I0S 3,%%3f-4°4,! 5,83,5€53,"5€° I0S XE
a,%af-af"a,a,83,Ca@®e,1a1%+e€839«3,"3,«a%PAR’ TP ®IQP &f/12€83,3 ne-2983Q€5,3,"3@13€
Cisco Software Checker

3,/2QQINIQP—i@  3€,39NIQP™I€,3Q"IQBAS,afhAf«E,'a1 i@ 1iQ "I AP BIEHCU0'ARSIY®.
a,»a,af¥afrasta g
3,Caf%0af€a,n3,9afa,'ere( (iQSiQQPIcQPIQP QI EiQ23, EIQ®A, Caf%oaf@a,na Tafa@se €36
Fixed3€@1%%03,'¢c%0'a®33 @8I QP @I QAIQ™IE€,1QAUIQYICHLO "5 O™E, & 4@ 39«3 €SO
Checker

3€«5,°3,58 18" Y39 3, FIQYIO™IQ 5@  3O®3,Caf%oaf 3,13, N3F 5@« "e%%iPPIOP™MIQP 5@
First Fixed3€€1%%03,'c%0'a®33 Q@83 Q@ Q39313 ™AE,

a@"3aQ®AS,af%haf«d,'ali¢" " aQ@™a <A@ «3@ €QIEECisco Software

Checkerd€@afsafsd, d@®xe%oé 1@« %3 Q.3 @%IQO™EE 50,5, , 8@ J€HR-dQRIS 3 0af1aS .
a,»a,ar¥aseasta,

3,Caf%oaf€a,na, 1af 3@« 3% "a@™a «afafafhd, i @83 €,3,«3 @3 QO0IQPTaO 3, C°°QIO—3 O

1. &f, AfYVAf B Sancec CAQ™E 3, Caf%oaf 8,55, 9555, 6 @ 25259 —3Q%IO™IE, 59" 3O ®F, 3%
2. BfEfAfYE 10?8€p 1% 15.9(3)M 2569 17.3.3 4925 Oi%u%od,'8.. ¥4 5,39 —3 9 % © ™ 5€,

3. [af ©4,83ff3, %" Checki%%o] 8,3, af°affa, d@—a@3%ha@™aE,

2 Critical,High,Medium
4@"3a@®3,Caf%af€a,ra,N30®I&;

Check

a50a£é’\©g"”éo(é%(§0..é,,.-lé1/40§TMoéi o

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p € @ee—a,caf%odf@a,nd affa@«e "e%h%od @3, E3Q | 3,3, TaVtr€85€¢

A108...

are-8, 1AVt aE53Q 5€9 5, 5,15,351...&F 5@53O®3,»3, 3F¥aF 514 £
513,58 59«3, 3QLIQ | (Vo8 33, EIQUIO—IOVEE,


https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr

URL

https://sec.cl oudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-i 0s-xe-sdwan-

VQAhEjYw

o' 1g", at¥ee

~

af@afna, 3F5as a7 8,»8, 73, -5f84f3| &, 18f tAfva, cAL|  ee—¥ar

2023 & 3 a6

1.0 L@ D33.. ~6—EFERAFAA |- Fina
oo ‘ ’ 22 ¥

cRCIeiCL o

aae-3, CAf %oBf 3,73, 359 ¢, [8: 08 %IO®3, 10RO 10—i0 i9 2PPINIO—ie 555 556
ee-d,Caf%0af 3,05, 95 3@®af...8 +t3953, 3@%aFa3, 3@ ®EY (" FQ«E-CIQP™F,@2-Em IPBA £
FQNIOYI€HS, 3,336 20e-df%0d,af¥af;afPaf a@®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —a3 €
aae-4, Caf %oaf € 3,038,943 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CeQCYIQP—ICQPIQ -IPB®E»(2Y%0d,, 2,0 33, 2-1IQP—3QYE 49 I QI (nUIYPTCR|cO
3Q"'3aQO®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"3°eL13"QAQP®A, afaf%0af| 3f143,93,3 344


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-xe-sdwan-VQAhEjYw
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-xe-sdwan-VQAhEjYw

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



