Snort 2 A"8&E & 1 /= Cisco Firepower Threat
Defense ¥ 7 RO I 7 & KU Cisco FirePOWER
H—EAD ICMPV6 ICH T2 —EABED

7 RINA Y1 —ID : cisco-sa-ftd-icmpv6-  CVE-2023-
ngh dos-4eMkLuN 20083

#1~B B : 2023-11-01 16:00

RIEEFH : 2023-11-16 21:10

/N—232 1.1 Final

CVSSA7

[538 5% : No workarounds available

Cisco /N ID : CSCwc20635

BARFBICKIDEHRIE. RFBICIDEXDFLAXSGHRTHY, REFEXEDODETH
BOEHENHZBEICE. REFFEXHNEBELET.

BE

Cisco Firepower Threat Defense ( FTD ) ¥V 7 kD T 7 £ #zl& Cisco FirePOWER H—E AT
Snot 2 RETI VD UNFBREECNTWVWBRIBEICFET S ICMPVE 1 ARV IV OMEHEICK

W, BTN TVWEWIE-—NOHREBENZIT/NA AT CPU EAEXRZ 100%IC5|& LIFTIFAX
TORZ 74y OnBEELEE, TOBRT—EABERE (DoS ) FRETHAREMENHY)
£F9, FIDEBRNZ 71V IR, COMBUEDEEZZTEEA.

COEEEMEE. ICMPVO AY A —HAO7 41— )L RBNFOFRBEN XIS —FIVIICERLET
o MEBEE, HIEThLICMPVe NTY NEXETNARZNLTEFETAHIET, COMHEMN
ZEAEFAITZ O8N GVET, FEMAICHIITDE, HEBEEHEFT/NAATCPUUY—XA
EFEVWVRELTIRNT 714y JMBZEILEEE, DoSIREZS|ERTAIEEN B ET,

X  DoSREASEETSICIE, Snort2 BT >> >, Cisco FTD /Y4 A, Cisco
FirePOWER H—EAFNA AODBEBHN KREBIZBDEENFHYWET, FHMAICOVTE., 207
RINAHDO TEHMABEHR, oo a assBLTLKEEL,

JAOARCOMBUICRNTEIYINIITTFYTTF—REUVI—ALTVET., ORI
XNuFREBREHYKE A

T RNAFDE, ROV OKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-icmpv6-dos-4eMkLuN
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc20635
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-20083
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-20083

icmpv6-dos-4eMkLuUN

COT RINAHFVE, 2023 F£ 11 BICBIE /- Cisco ASA, FTD, BT FMC OtFa1UF
1A TRNAF)NRIVZEEEFNATVET, PRNAHFUEDODO—EBIZDOWTIE, Cisco
Event Response : 2023 £ 11 Blc A& h /= Cisco ASA, FMC, 8T FIDVY 7RI IF +F
AT A TRINAHFY NRI (HE) ZSRLUTSEZL,

HUHR
Bt sH2HMm
COMESEER, ZY ND—URER)—TRAMNREET 7V T—> 3 REOEL 2R/

ICU, Snort 2 RHT VPV ZNHTHI LS ICRETNTWAISAOY 7 NI I T DOEHEHED
HBDV)—RAZXTLTVRIROAIRRICREZEAFTT.,

+ FirePOWER H—ERX -3 XTODTZY NT+—LA
+ Firepower Threat Defense (FTD ) Y 7 RJIT7 -IXTDTTY NT*—A

FT7AIRTR, ZTYRND—=ORBRERI)—ICET77VT5—>3> BHEHONEREENTVE
T, COfBUEEFTEFNATSICIE,. Snort2 A7 IT 1T THADUENHYET,

RSN FEET S Cisco V7 RDITVI—RICOVTE., COT RNAHFUD MBEFHY
TRI9TT7, 923 aSBLTILSEEL,

FY RND—U8HEHR) S —REDHR

XY RND—UOBRERIS—TRANREBET VT —2 3 VBREFBREENTVRLNESHZ
BRI DI, R — (Policies ) 1> [&Y NTJ—2UH ( Network Discovery ) ] ®JEIZE#EIR
L. [RARSRTT7UT—2 3k OER (Host and Application Detection
Fundamentals ) ] Z#&L £ 9,

Snort 2 AT —X AN

Snort 2 AETENTVBHAESHERERTSICIE. TFirepower Threat Defense ( FTD ) TE
FENTVWBRTI9T 147X Snort/ N\—> 3> R, #3BLTLKEEW,

feBtEEATVAVWZ EfBFEEh-REA

COTRNAFUDOELEOHZREEI I VICEHENATVRIREOAKN ., COMEMD
HEEZ R EN DA 2TVET,

DA, CORBENIUTOAARRICEFELZSEZI BV EERABLEL L,

c BREEFIVTA TTZATA(ASA) YT RNIIT
 Firepower Management Center (FMC ) Y 7 NDJ I 7T


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ftd-icmpv6-dos-4eMkLuN
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74985
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74985
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74985
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74985
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74985
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74985
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74985
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74985
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74985
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74985
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74985
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74985
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220415-determine-the-active-snort-version-that.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220415-determine-the-active-snort-version-that.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220415-determine-the-active-snort-version-that.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220415-determine-the-active-snort-version-that.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220415-determine-the-active-snort-version-that.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220415-determine-the-active-snort-version-that.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220415-determine-the-active-snort-version-that.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220415-determine-the-active-snort-version-that.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220415-determine-the-active-snort-version-that.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220415-determine-the-active-snort-version-that.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220415-determine-the-active-snort-version-that.html

o F—T7>2Y—AM Snort 2
o F—T7>2Y—A® Snort 3

FHAM

COMRBUNFFTERMABEND E, Snort 2 EHI N CPU DY —AZMEBEETE D AREMN B
\VET, DOSRELSEETRICE., RO2DOFENHBYVET,

« Cisco FTD £ =& Cisco FirePOWER 4 —EAF/NA AZBEBL £,
e Snont2 BRETI > #BEEBLET,

Snort2 BHI> DY OEBES

Snort 2 IV 2BEHIDICE. ROBFICRTLISIC, ITFAN—KFE—RO CLI OX
> R pmtool RestartByType de Z#EHA L £7,

<#root>

> expert
admin@ftd:/ngfw/Volume/home/admin$

pmt ool RestartByType de

CNEHRMZEAEST O a>THd D, BEBIDEICAEFANINrREL TVWBIHLESH 2/
RITBDEHEHBLET, SSICKENMURERIZEF. Cisco Technical Assistance
Center (TAC ) ILBBVEDESEE L,

X1 TF 1 REOEW
COMBUENFTERAETNDE, CPU DY —ANMETHAEMEN BV ET,
Snort2 BT >0 CPU EAERNSVIREICH D H DHERR

Cisco FTD 7*/Y4 A% Cisco FirePOWER #—E X7 /Y4 A A" Cisco FMC % = (& Cisco
Firepower Device Management ( FDM ) IC& > TEEBEhTWSHEE, EBEAT—>3 V(& CPU
FERAENNBVWCEZBETRHENBHYET, CPUBAERZEZRI I TBICE. ROBICTE
FTESIC, TFAN—KRE—ROCLI ON> Rtop ZFERALE T,

<tfroot>

> expert
admin@ftd:/ngfw/Volume/home/admin$

top -p “pidof snort | sed -e "s/ [/,/g"’



top - 08:03:28 up 6 days, 23:21, 2 users, Tload average: 4.20, 3.19, 3.06
Tasks: 1 total, 1 running, 0 sleeping, 0 stopped, 0 zombie
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MiB Mem : 7899.7 total, 1483.3 free, 5743.5 used, 672.9 buff/cache
MiB Swap: 9461.2 total, 8276.2 free, 1185.0 used. 1517.3 avail Mem
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