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Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-cbw-

auth-bypass-ggnAfdZ

åˆ�å…¬é–‹æ—¥ : 2023-05-17 16:00

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.0 : Final

CVSSã‚¹ã‚³ã‚¢ : 4.7

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCwd07949

CVE-2023-

20003

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cbw-auth-bypass-ggnAfdZ
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http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd07949
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-20003
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-20003


ãƒ“ã‚¸ãƒ�ã‚¹ç”¨240AC AP•

æ³¨ï¼šCisco Business 150 AX APã�Šã‚ˆã�³151 
AXMãƒ¡ãƒƒã‚·ãƒ¥ã‚¨ã‚¯ã‚¹ãƒ†ãƒ³ãƒ€ã�§ã�¯ã€�ã‚½ãƒ¼ã‚·ãƒ£ãƒ«ãƒã‚°ã‚¤ãƒ³æ©Ÿèƒ½ã�¯10.3.2ãƒªãƒªãƒ¼ã‚¹ãƒˆãƒ¬ã‚¤ãƒ³ã�§ä¸€æ™‚çš„ã�«å‰Šé™¤ã�•ã‚Œã�¾ã�—ã�Ÿã€‚10.4.2ãƒªãƒªãƒ¼ã‚¹ãƒˆãƒ¬ã‚¤ãƒ³ã�§ã�¯ã€�ã�“ã�®æ©Ÿèƒ½ã�Œè¿½åŠ ã�•ã‚Œã€�ã�“ã�®è„†å¼±æ€§ã�¯ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ 

å…¬é–‹æ™‚ç‚¹ã�§è„†å¼±æ€§ã�Œç¢ºèª�ã�•ã‚Œã�¦ã�„ã‚‹ Cisco 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚æœ€ã‚‚å®Œå…¨ã�§æœ€æ–°ã�®æƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¸Šéƒ¨ã�«ã�‚ã‚‹ãƒ�ã‚°
ID ã�®è©³ç´°ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ãƒ‡ãƒ�ã‚¤ã‚¹è¨å®šã�®ç¢ºèª�

ãƒ—ãƒ©ã‚¤ãƒžãƒªCisco Business Wireless APã�®è¨å®šã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�Web 
UIã�§æ¬¡ã�®æ‰‹é †ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚

[Wireless Settings] > [WLANs] > [WLAN/RLAN] ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚1. 

[General] > [WLAN Security] ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚2. 

[Guest Network] è¨å®šã�¨[Access Type] è¨å®šã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚3. 

[Guest Network] ãƒœã‚¿ãƒ³ã�Œ[Enabled] ã�§ã€�[Access Type] ã�Œ[Social Login] 
ã�«è¨å®šã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚

ã�“ã�®è¨å®šã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽCisco Business Access Point 

Administration Guide, Version 10.7.1.0 : Social Login for Guest 

Usersã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚
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Mobility Express•
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https://www.cisco.com/c/en/us/td/docs/wireless/access_point/csbap/CBW_Admin/Admin/en_US/b_Cisco_AP_Admin_Guide.pdf
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/csbap/CBW_Admin/Admin/en_US/b_Cisco_AP_Admin_Guide.pdf
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/csbap/CBW_Admin/Admin/en_US/b_Cisco_AP_Admin_Guide.pdf
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
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Business 140ã€�141ã€�142ã€�143ã€�145ã€�ã�Šã‚ˆã�³240 
APã�¨ãƒ¡ãƒƒã‚·ãƒ¥ã‚¨ã‚¯ã‚¹ãƒ†ãƒ³ãƒ€

Cisco Business Wireless 

APã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

10.7.1 ä»¥å‰� ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œã€‚

10.8.1 10.8.1.0

Business 150/151 APã�Šã‚ˆã�³ãƒ¡ãƒƒã‚·ãƒ¥ã‚¨ã‚¯ã‚¹ãƒ†ãƒ³ãƒ€

Cisco Business Wireless 

APã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

10.2.2 ä»¥å‰� ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œã€‚

10.3.2 è„†å¼±æ€§ã�ªã�—

10.4.2 10.4.2.0

Product Security Incident Response Teamï¼ˆPSIRT; ãƒ—ãƒãƒ€ã‚¯ãƒˆ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 

ã‚¤ãƒ³ã‚·ãƒ‡ãƒ³ãƒˆ ãƒ¬ã‚¹ãƒ�ãƒ³ã‚¹ 
ãƒ�ãƒ¼ãƒ ï¼‰ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è©²å½“ã�™ã‚‹ãƒªãƒªãƒ¼ã‚¹æƒ…å ±ã�¨ä¿®æ£ã�•ã‚Œã�Ÿãƒªãƒªãƒ¼ã‚¹æƒ…å ±ã�®ã�¿ã‚’æ¤œè¨¼ã�—ã�¾ã�™ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco PSIRT 

ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã�¯ç¢ºèª�ã�—ã�¦ã�Šã‚Šã�¾ã�›ã‚“ã€‚

å‡ºå…¸
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URL
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cbw-auth-bypass-ggnAfdZ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cbw-auth-bypass-ggnAfdZ


翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


