Cisco BroadWorks Network Server &4@® TCP
RZ¥C3398cCoe"QaHa,EAQ YA, pafuafa,'a) "

&, Caf%odf € a,na, flaFrasnlD : cisco-sa-bw- CVE-2023-
H Igh tcp-dos-KEdJICXL s 20125

&@a...~é-c«e—Y¥ : 2023-04-19 16:00

af @afva, afsas 1.0 : Find

CVSsa,a,%4,¢: 8.6

726 ¢¢- : No workarounds available

Cisco af€a,° ID : CSCwe61918

Y- &73@«d, d,«ef...4 t3@ A€QecteZi@Q«ad,"a,<aZYr-13Q9REQZA...~ a1 a ¢
Al

£1 el@

Cisco BroadWorks Network

Serveré@@éféf%é,«éf«é,aéf3é,géf%éf-é,§é,né,1é@@é,,Té%iae€§é0<<éfé,§é€0éaoé "13@3,(E3Q | 3€

G "aQ@®e,Ta1+x€83€@ FE€QPC0'ARSIQRCOPEA;TC Pae2¥g1] Sa@«d %haQ@—a@ | af-afnaf a"qé™@a

BroadWorks Network

ServeréOCEéVzg_g""é,@éfyzéé«ééaé,é0%§0§TCPan¥g1]§éfaé,1/z§f%é,1é,’ae€¥é€ﬂ'(§0«éC—ém§50-é€

BTV SE5@"a@P®e,, &/ +a£85€)<3,%02>233%403 Q™5 ,«3 @ «5€ 3€@Cisco BroadWorks Network
Serverd,2af-af"a, | ad,83,¢a,/at @ep-a«a@™a,«a@«a3€@Cisco BroadWorks Network
ServerafZafVaf%od, at @eu-dc3Q9™a,&;..0 | QIO Fi9,5,559NIQ™IE€,L0C°IP«IPriP, 9 5@

8,-8,14%€ J@"'dO®e,1al+xrt8aQ«a %t aQ™a,4,%%afaf"4,)4,83,Ca, caffaf—astafnasa,afrasrasry
59 "3Q®3,Caf%0af 3,05, 9539 3€Qx-aQ®IfEfs, 5,5,5¢C°QIP8IQOPIONIY™AE,

https://sec.cl oudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-bw-tcp-dos-
KEdJCxLs

e02aYs efvod" @
8, TaVat k8@ ®a@,a,«e£%23" &

3@ "a@®e,Ta%+r€83@ 3€@e,Tal+tr€83@RI@,5,<3,%af a4, | 3,83,¢3f5f°3f%3,'a,'aftaf3,0af«
BroadWorks Network Serverd@«a%+éY;3,4 73€ 3@ %3 9™a<E,

8, TéVa+aec85@ ES" a0 " 3@ ™4 < Cisco


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-bw-tcp-dos-KEdJCxLs
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-bw-tcp-dos-KEdJCxLs
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe61918
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-20125
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-20125

5,334, | 8,58,CaF°5f5f 143, 4@« ORI, 59 | 5O FEQIO"GO®E, (af%0af 93,75, 133 QRIEES
&, 18Y/croe€8a, 49 «8,"89839,80°30,50 50 4G EC°" 93, EaHVRLLA"§

Q" 3@ ®3,Caf%0af@a,na N3 3@ ®e, 18/aaES5Q A, 8,«e£ 123" @8,»3, 8,-af83° 3@ «& " "e%%0d @ 3

5 815,%@ €030 39, Ta%t2€85QEdr¥a GO®3, 5,5, L3" Q39«3 8%:16Y;3,/4 750 56

» BroadWorks Ansible Playbook

» BroadWorks Application Delivery Platform

» BroadWorks Application Server

» BroadWorks Database Server

» BroadWorks Database Troubleshooting Server
» BroadWorks Execution Server

» BroadWorks Media Server

» BroadWorks Messaging Server

» BroadWorks Network Database Server

» BroadWorks Network Function Manager

» BroadWorks Profile Server

» BroadWorks Service Control Function Server
» BroadWorks Service License Report Tool

» BroadWorks Sharing Server

» BroadWorks Software Manager

» BroadWorks Video Server

* BroadWorks WebRTC Server

» BroadWorks Xtended Services Platform

» BroadWorks pre-Install Check

&0% °
53O ®e,TaV+x€83€«3,"3,55€€ Cisco BroadWorks Network Server

5€83,-3, afTaf 5f23,153f%3, '@ Ed12;3€,27005QYa€+3,(Ed 3@ &f1e€85@ E5€,3,55@%IQ™AE,
&f ZafVidif %odp Ed;ceC"a @) —3€ | 56,5, 4@ IEQC®iCOT€..5@ 3€ZCisco BroadWorks
Maintenance Guide3€@a@®3,»3, 3,-af8af 7.73€ERestart

Serverd€@a€53,"3€33,»3, 4, 383

21.183€Erestartbwi€ @ 3@ ®e2 2" 73 «3%"3€,3€@restartbw

&,3af Zaf3af %od,’ ™% B —a @ | é@“é@®g§ﬂae...<é,’é§£aeﬂ]A§0§50050%§0“"é€,

&f Z8fVidf %odp Ed;eC"a @) —39%39,8 39 3@ 3€QITQLPETOP™E,&;..0 | QIO FI16,3,550%3O™
5€"3,E3, %039 ®3,¢3, 5,3f855€«3,°3,53€94,3,aft5f 3@ EE €4@320eYé-"414: (" AQP8IP PIO3¢
SY2..«3@ ATOCIHP—IQUIQP™AE,



878 3'af—afavaf d@®c-'3€, 9 Ei@,4,<d 3@ d@R®3, paf@afhif a@«i@Prie, €@ 3@ a€@Cisco
Technical Assistance Centerit% " TACi%%03€@«3€9S3 ©3€,39 3, €330 O3 3636, 3€,

D7EQ G-

59 "3Q®e,T81+2€839«d %3t AO™3 D 76Qi-3@ 3€,5,550%363,"3€,
ac®xfx"a@éa,2afaf aq, a,s84a,c

3,-815,3%€@ 3@ 3Q®3,Caf%0af@a,08, N3 3@ «@ "2%%0a 3, EAPYE,Ta1+2E83@«d %At AQ™E i
39Sa®C28 3@ E5 035, af afhaf«a@9—a@ V3,53, Paf@arkaf 3,89 —39'30Y3,559839 3,3 ®:
af@afa, 3f8af’a€  af-a,£afluaf@aft

a»affaf a@«d HhiQ@P—a@ é@@é@gé@"éQaé,ééo%é0“"5€,§00§0®§,“50T§Oaé,Vzé.f-éf“é, 13,83,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

3O UIPYICQIOSAR 8 5O ES,1Laf5f 3, 8,85,¢5,af€3, | 3F33faf14af%03 @83 Q Q3 A ORI F€Q3,
3,Caffaf—3&,°af~afhaf%o3 @83 Q™A€ i3, YaO®a,»3, AF¥AfEf TS £ &,1,3f4f 5,1 5,83,¢
3,Caffaf—aftafuif 3«3, dQLIQ  FEQIOSERC 28 3P -39 —3€,5,23faf 5, 15,83,¢
3f03,03,»3133, €@ &; 1,38 &,13f5f 4,1 4,85,¢ af+3,£afuaf@afE

3»>affaf € QI ONIGYIQ afia, AfFAf afafa, af8af
5,Caffaf—a,°af-aflafthod @«d %IQ™i e OE™MPIPES»"575€+3,F5,5Q"39 30 3€,3,530%3€

Cisco.com 3@ ® 4, -4.'4, %3 fif @afaf” &

af€a, | af*afafhaf%oafsafig, 4@ «3€ G€@af0a,na,»afa,'a@ afea, | afPafaf1afY%od @ «é-Ca@™a «ef..
Devicesi¥%o]

3f,af 185 «3,8%C" dQ™3E, 3@ SA®C 28 FQ®E,«3, "4, af7afhaftaf @4, ], 8, paf@aruaf ¢ ,8%4,,8) ¢r°

8 YoAf8f 5, |5, 88 ¢a@®a,Caffaf—3a,°af~af1%haf %08, anoes 259 ™3 <653 9«3 3€94,3,'3,
a,»a, éﬂéfaéﬁé £a Cé.f%oéf@é ag ﬂ]éf“

,Vzafaaf¥af%a,-af§a.f3a,€a%0a, gC° a@a@—ao 1 JQOIQ Q39 ,aE,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%"TACi%%03, i@ —3@ @3¢ 3Y'(,i@—a3@ 3€,3,afiafastarsasrs, af—afaf€a,nafeaf14a €«

& HfVAf418¥C, 4, 49" 0¢" 3983939, 305a0C2s"

8, -8,18,38€p<a,%00> ®7¥e3UA. Va9 —3@Yie(E3,3,3,256®3, pafhafa,'a¥'c,a, é@”é“@g""é@,,é@?é@
cisco-worldwide-
contacts.htmli¥%.d@ «é€£cUja@—a€ | 8,Caffaf—3a,°af-af%af%0d, a... ¥ %d Q@ —3€ | OV IQ 30°3Q,



https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

G.i8, Y& CAf faf—4, °Af ~af V[ %oa@ B8 e+ ef 18" @3 985€,5, 59 "3 3,/e e /539—3€ 56,36V
URLE/'a©"¢" *,93003@ d0°30,3€,

a®axfer " a@iafrafrastaa,’

& aQ®e| Q3@ 3€QI | IORI—3€«4, 4,5,
a,%af+af"a,a,83,cafafafa,'a, e "ev%%od @—i€@ | 39,3 9%IQP™NIE, 99 AQORI—3€ I€HIFAS

Cisco BroadWorks First Fixed
Network Server ReleaseiVs 4, @aefa€p+a, EaQ@ YR e€d~ @a@®afafrafaa, i%%.o
22.0 & ®afor 4@ afafafha, a @ «c8»ejEaE,
23.0 AP.ns.23.0.1075.ap385072.Linux-x86_64.zip
Release
N RI1.2023.02
Independenti’/2"RITY4%o

Product Security Incident Response TeamiVa PSIRT; af—afaf€a, af” 4 »a, af¥afeafta £
3 0af3a, -af taf3af” af-a,af @asfra,’
af@afvaf 1%4%03€@ A€EQPI Q"3 QP®3,Caf%af@a,n3,9af'a@«e" "e1%%0a@-3,EIQ | 3€,3,€0%3,"3@™3

4 Q@REE"OC" " 8%AYAD " 3.~V O 08"

Cisco PSIRT
G833 €@ F€Q@r0e-3,Caf%af¢a,ra Naffa@«e "el%i¢a,EIQ | i€, d,,TaV+trE8aQ9RA, @RrLA"OC

8108,

3@ "a@®e,Ta%+r€83€@ Cisco TAC
3,Uaf@araf 3,233, 3@ ®e8f 1’3 3@ «C™e G5, FIQPNhIQP—IQPYIE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-bw-tcp-dos-
KEdJCxLs

o' 1e", at¥ae

5f ©8S%3, AFSAS° . 5,8, 3, AfSAf| A Af1afVa Y|  ee—var
1.0 X Q878 ~&-EFERAMUA | - Fina 20238 408
' e 19 e—¥



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-bw-tcp-dos-KEdJCxLs
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-bw-tcp-dos-KEdJCxLs

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€O9S, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,03, 933 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



