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æ—¥æœ¬èªžã�«ã‚ˆã‚‹æƒ…å ±ã�¯ã€�è‹±èªžã�«ã‚ˆã‚‹åŽŸæ–‡ã�®é�žå…¬å¼�ã�ªç¿»è¨³ã�§ã�‚ã‚Šã€�è‹±èªžåŽŸæ–‡ã�¨ã�®é–“ã�§å†…å®¹ã�®é½Ÿé½¬ã�Œã�‚ã‚‹å ´å�ˆã�«ã�¯ã€�è‹±èªžåŽŸæ–‡ã�Œå„ªå…ˆã�—ã�¾ã�™ã€‚

æ¦‚è¦�

2022 å¹´ 3 æœˆ 31 æ—¥ã�«ã€�JDK 9 ä»¥é™�ã�§å®Ÿè¡Œã�•ã‚Œã‚‹ Spring MVC ã�Šã‚ˆã�³ 
Spring WebFlux ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã‚‹ Spring Framework 
ã�®ã€�é‡�å¤§ã�ªè„†å¼±æ€§ã�Œãƒªãƒªãƒ¼ã‚¹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚ 

    CVE-2022-22965:Spring Framework RCE via Data Binding on JDK 9+

ã�“ã�®è„†å¼±æ€§ã�®èª¬æ˜Žã�«ã�¤ã�„ã�¦ã�¯ã€�VMware Spring Framework 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£è„†å¼±æ€§ãƒ¬ãƒ�ãƒ¼ãƒˆã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-java-spring-rce-

Zx9GUc67

è©²å½“è£½å“�

ã‚·ã‚¹ã‚³ã�¯è£½å“�ãƒ©ã‚¤ãƒ³ã‚’èª¿æŸ»ã�—ã�¦ã€�ã�“ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šå½±éŸ¿ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚‹è£½å“�ã‚’ç‰¹å®šã�—ã�¾ã�—ã�Ÿã€‚

ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�ã�®é …ã�«ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã�®

Critical
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-java-

spring-rce-Zx9GUc67

åˆ�å…¬é–‹æ—¥ : 2022-04-01 23:45

æœ€çµ‚æ›´æ–°æ—¥ : 2023-02-09 15:14

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.13 : Final

CVSSã‚¹ã‚³ã‚¢ : 9.8

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvv65984 CSCwb70105 

CSCwb43739 CSCwb43328 CSCwb43736 

CSCwc96587 CSCwb43738 CSCwb43335 

CSCwb43346 CSCwb43327 CSCwb43734 

CSCwb84370 CSCwb43331 CSCwb43342 

CSCwd75689 CSCwb43332 CSCwb44794 

CSCwa79849 CSCwb43345 CSCwb69766 

CSCwb43340

CVE-2022-

22965

https://tanzu.vmware.com/security/cve-2022-22965
https://tanzu.vmware.com/security/cve-2022-22965
https://tanzu.vmware.com/security/cve-2022-22965
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-java-spring-rce-Zx9GUc67
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-java-spring-rce-Zx9GUc67
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv65984
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb70105
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Cisco Bug ID ã‚’ç¤ºã�—ã�¾ã�™ã€‚Cisco Bug ã�¯ Cisco Bug Search Tool 

ã�§æ¤œç´¢å�¯èƒ½ã�§ã�‚ã‚Šã€�å›žé�¿ç–ï¼ˆä½¿ç”¨å�¯èƒ½ã�ªå ´å�ˆï¼‰ã�¨ä¿®æ£ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒªãƒªãƒ¼ã‚¹ã�ªã�©ã€�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ å›ºæœ‰ã�®è¿½åŠ æƒ…å ±ã�Œè¨˜è¼‰ã�•ã‚Œã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œå½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�ªã�„è£½å“�ã�¯ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�¨åˆ¤æ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

ã‚·ã‚¹ã‚³ã�¯è£½å“�ãƒ©ã‚¤ãƒ³ã‚’èª¿æŸ»ã�—ã�¦ã€�ã�“ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šå½±éŸ¿ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚‹è£½å“�ã‚’ç‰¹å®šã�—ã�¾ã�—ã�Ÿã€‚

æ¬¡ã�®è¡¨ã�«ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã‚’ç¤ºã�—ã�¾ã�™ã€‚å°†æ�¥ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒªãƒªãƒ¼ã‚¹æ—¥ã�Œç¤ºã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã€�ã��ã�®æ—¥ä»˜ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¸Šéƒ¨ã�«ã�‚ã‚‹æœ€çµ‚æ›´æ–°æ—¥æ™‚ç‚¹ã�§ã‚·ã‚¹ã‚³ã�ŒæŠŠæ�¡ã�—ã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®æƒ…å ±ã�«åŸºã�¥ã�„ã�Ÿæ—¥ä»˜ã�«ã�ªã‚Šã�¾ã�™ã€‚ã�“ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒªãƒªãƒ¼ã‚¹ã�®æ—¥ä»˜ã�¯ã€�è©¦é¨“çµ�æžœã‚„å„ªå…ˆã�•ã‚Œã‚‹æ©Ÿèƒ½ã‚„ä¿®æ£ã�®æ��ä¾›ç‰ã�„ã��ã�¤ã�‹ã�®ç�†ç”±ã�«ã‚ˆã‚Šå¤‰æ›´ã�•ã‚Œã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�é–¢é€£ã�™ã‚‹ã‚·ã‚¹ã‚³ã�®ãƒ�ã‚°ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

è£½å“� Cisco Bug ID Fixed Release Availability

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco CX Cloud Agent ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ CSCwb41735 2.0 (Available)

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

Cisco Automated Subsea Tuning CSCwb43658 2.1.0ï¼ˆ2022 å¹´ 5 æœˆ 31 æ—¥ï¼‰

Cisco Crosswork Network Controller CSCwb43703
3.0.2ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

2.0.2ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Crosswork æœ€é�©åŒ–ã‚¨ãƒ³ã‚¸ãƒ³ CSCwb43709
3.1.1ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

2.1.1ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Crosswork Zero Touch 

Provisioningï¼ˆZTPï¼‰
CSCwb43706

3.0.2ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

2.0.2ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco DNA Center CSCwb43650

2.3.3.3ï¼ˆ2022 å¹´ 6 æœˆ 17 æ—¥ï¼‰  

2.2.3.6ï¼ˆ2022 å¹´ 6 æœˆ 6 æ—¥ï¼‰ 

2.2.2.9ï¼ˆ2022 å¹´ 6 æœˆ 6 æ—¥ï¼‰

Cisco Evolved Programmable Network Manager CSCwb43643

6.0.1.1ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

5.1.4.1ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

5.0.2.3ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

ã‚·ã‚¹ã‚³ ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹ 
ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚¿ï¼ˆMSXï¼‰

CSCwb43667 4.2.3ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Cisco Optical Network Planner CSCwb43691
4.2ï¼ˆ2022 å¹´ 5 æœˆ 31 æ—¥ï¼‰ 

5.0ï¼ˆ2022 å¹´ 8 æœˆ 30 æ—¥ï¼‰

Cisco WAN Automation Engineï¼ˆWAEï¼‰Live CSCwb43708

7.5.2.1ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

7.4.0.2ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

7.3.0.3ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb41735
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43658
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43703
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43709
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43706
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43650
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43643
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43667
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43691
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43708


Cisco WAN Automation Engineï¼ˆWAEï¼‰ CSCwb43708

7.5.2.1ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

7.4.0.2ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

7.3.0.3ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Data Center Network Managerï¼ˆDCNMï¼‰ CSCwb43637 11.5.4ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰

Nexus Dashboard Fabric Controllerï¼ˆNDFCï¼‰ CSCwb43637 12.1.1ï¼ˆ2022 å¹´ 6 æœˆ 30 æ—¥ï¼‰

Routing and Switching - Enterprise and Service Provider

ã‚·ã‚¹ã‚³ ã‚ªãƒ—ãƒ†ã‚£ã‚«ãƒ« ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©

CSCwb43692 2.0ï¼ˆ2022 å¹´ 5 æœˆ 31 æ—¥ï¼‰

Cisco ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ‡ãƒ•ã‚¡ã‚¤ãƒ³ãƒ‰ 

AVCï¼ˆSD-AVCï¼‰
CSCwb43727

4.3.1ï¼ˆ2022 å¹´ 7 æœˆ 30 æ—¥ï¼‰ 

4.4.0ï¼ˆ2022 å¹´ 11 æœˆ 30 æ—¥ï¼‰

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Enterprise Chat and Email CSCwb45202

11.6ï¼šè„†å¼±æ€§ã�ªã�—ã€‚ 
12.0ï¼ˆ2022 å¹´ 6 æœˆ 6 æ—¥ï¼‰ 

12.5ï¼ˆ2022 å¹´ 6 æœˆ 6 æ—¥ï¼‰ 

12.6 ES2ï¼ˆ2022 å¹´ 6 æœˆ 6 æ—¥ï¼‰

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚° 
ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Meeting Server CSCwb43662

3.5.0ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

3.4.2ï¼ˆ2022 å¹´ 5 æœˆ 31 æ—¥ï¼‰ 

3.3.3ï¼ˆ2022 å¹´ 6 æœˆ 17 æ—¥ï¼‰

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã‚·ã‚¹ã‚³ã�¯è£½å“�ãƒ©ã‚¤ãƒ³ã‚’èª¿æŸ»ã�—ã�¦ã€�ã�“ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šå½±éŸ¿ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚‹è£½å“�ã‚’ç‰¹å®šã�—ã�¾ã�—ã�Ÿã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œå½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�ªã�„è£½å“�ã�¯ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�¨åˆ¤æ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�Œä»¥ä¸‹ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�¯å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

ã‚±ãƒ¼ãƒ–ãƒ«ãƒ‡ãƒ�ã‚¤ã‚¹

ã‚·ã‚¹ã‚³ã�®ç¶™ç¶šçš„å±•é–‹ã�¨è‡ªå‹•åŒ–ãƒ•ãƒ¬ãƒ¼ãƒ ãƒ¯ãƒ¼ã‚¯•

Cisco Prime Cable Provisioning•

Collaboration and Social Media

Cisco SocialMiner•

Cisco Webex ã‚¢ãƒ—ãƒªï¼ˆæ—§ Cisco Webex Teamsï¼‰•

Cisco Webex ãƒŸãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚µãƒ¼ãƒ�•

ãƒ

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43708
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43637
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43637
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43692
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43727
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb45202
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCwb43662


�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³

Cisco Wide Area Application Servicesï¼ˆWAASï¼‰•

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆASAï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

•

Cisco Firepower Device Managerï¼ˆFDMï¼‰•

Cisco Firepower Management Centerï¼ˆFMCï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco Firepower ã‚·ã‚¹ãƒ†ãƒ  ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco Identity Services Engineï¼ˆISEï¼‰•

Cisco Secure Email Gatewayï¼ˆæ—§ E ãƒ¡ãƒ¼ãƒ« ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 

ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆESAï¼‰ï¼‰

•

Cisco Secure Email and Web Managerï¼ˆæ—§ Cisco Content Security Management 

Applianceï¼ˆSMAï¼‰ï¼‰

•

Cisco Secure Network Analyticsï¼ˆæ—§ Cisco Stealthwatchï¼‰•

Cisco Security Manager•

Cisco Umbrella Active Directoryï¼ˆADï¼‰ã‚³ãƒ�ã‚¯ã‚¿•

Cisco Umbrella ãƒãƒ¼ãƒŸãƒ³ã‚°ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ•

Cisco Umbrella ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

Cisco Application Policy Infrastructure Controllerï¼ˆAPICï¼‰•

ã‚·ã‚¹ã‚³ãƒ“ã‚¸ãƒ�ã‚¹ãƒ—ãƒã‚»ã‚¹ã�®è‡ªå‹•åŒ–•

Cisco CloudCenter Action Orchestrator•

Cisco CloudCenter ã‚³ã‚¹ãƒˆæœ€é�©åŒ–ãƒ„ãƒ¼ãƒ«•

Cisco CloudCenter Suite Admin•

Cisco CloudCenter Workload Manager•

Cisco CloudCenter•

ã‚·ã‚¹ã‚³ ã‚³ãƒ©ãƒœãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã�®ç›£æŸ»ã�Šã‚ˆã�³è©•ä¾¡•

Cisco Common Services Platform Collectorï¼ˆCSPCï¼‰•

Cisco Connected Mobile Experiences•

Cisco Connected Pharma•

Cisco Crosswork Change Automation•

Cisco Crosswork ãƒ‡ãƒ¼ã‚¿ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤•

Cisco Crosswork Network Automation•

Cisco Crosswork Situation Manager•

Cisco Elastic Services Controllerï¼ˆESCï¼‰•

Cisco Extensible Network Controllerï¼ˆXNCï¼‰•



Cisco Intelligent Nodeï¼ˆiNodeï¼‰Manager•

Cisco IoT Field Network Directorï¼ˆæ—§ç§°ï¼šConnected Grid Network Management 

Systemï¼‰

•

Cisco NCS 2000 ã‚·ã‚§ãƒ«ãƒ•ä»®æƒ³åŒ–ã‚ªãƒ¼ã‚±ã‚¹ãƒˆãƒ¬ãƒ¼ã‚¿ï¼ˆSVOï¼‰•

ã‚·ã‚¹ã‚³ ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å¤‰æ›´ç®¡ç�†ã�Šã‚ˆã�³æ§‹æˆ�ç®¡ç�†•

Cisco Network Insights for Data Center•

Cisco Nexus Dashboard Data Brokerï¼ˆæ—§ Nexus Data Brokerï¼‰•

Cisco Nexus Dashboardï¼ˆæ—§ Cisco Application Services Engineï¼‰•

Cisco Nexus Insights•

Cisco Policy Suite for Mobile•

Cisco Policy Suite•

Cisco Prime Performance Manager•

Cisco Smart PHY•

Cisco ThousandEyes Endpoint ã‚¨ãƒ¼ã‚¸ã‚§ãƒ³ãƒˆ•

Cisco ThousandEyes Enterprise ã‚¨ãƒ¼ã‚¸ã‚§ãƒ³ãƒˆ•

Cisco Virtual Topology System - Virtual Topology Controllerï¼ˆVTCï¼‰ VM•

Routing and Switching - Enterprise and Service Provider

Cisco ACI HTML5 vCenter ãƒ—ãƒ©ã‚°ã‚¤ãƒ³•

Cisco ASR 5000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco Enterprise NFV Infrastructure Softwareï¼ˆNFVISï¼‰•

Cisco GGSN Gateway GPRS Support Node•

Cisco IOx Fog Director•

Cisco IP Services Gatewayï¼ˆIPSGï¼‰•

Cisco MME ãƒ¢ãƒ“ãƒªãƒ†ã‚£ ãƒžãƒ�ãƒ¼ã‚¸ãƒ¡ãƒ³ãƒˆ ã‚¨ãƒ³ãƒ†ã‚£ãƒ†ã‚£•

Cisco Mobility Unified Reporting and Analytics ã‚·ã‚¹ãƒ†ãƒ •

Cisco Network Convergence System 2000 ã‚·ãƒªãƒ¼ã‚º•

Cisco ONS 15454 Series Multiservice Provisioning Platforms•

Cisco PDSN/HA Packet Data Serving Node and Home Agent•

Cisco PGW Packet Data Network Gateway•

Cisco SD-WAN vManage•

Cisco System Architecture Evolution Gatewayï¼ˆSAEGWï¼‰•

Cisco Ultra Packet Core•

Cisco Ultra Services Platform•

ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�Šã‚ˆã�³ã‚¹ã‚¤ãƒƒãƒ�ãƒ³ã‚° - ã‚¹ãƒ¢ãƒ¼ãƒ« ãƒ“ã‚¸ãƒ�ã‚¹

Cisco Businessãƒ€ãƒƒã‚·ãƒ¥ãƒœãƒ¼ãƒ‰•

Unified Computing

Cisco HyperFlex•



éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco BroadWorks•

Cisco Cloud Connect•

Cisco Emergency Responder•

Cisco Packaged Contact Center Enterprise•

Cisco Unified Attendant Console Advanced•

Cisco Unified Attendant Console Business Edition•

Cisco Unified Attendant Console Department Edition•

Cisco Unified Attendant Console Enterprise Edition•

Cisco Unified Attendant Console Premium Edition•

Cisco Unified Communications Manager IM & Presence Service•

Cisco Unified Communications Manager Session Management Edition•

Cisco Unified Communications Manager•

Cisco Unified Contact Center Enterprise•

Cisco Unified Contact Center Express•

Cisco Unified Customer Voice Portal•

Cisco Unified Intelligence Center•

Cisco Unity Connection•

Cisco Virtualized Voice Browser•

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚°
ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Expressway Series•

Cisco TelePresence Integrator C Series•

Cisco TelePresence MX Series•

Cisco TelePresence Management Suite ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°æ‹¡å¼µæ©Ÿèƒ½•

Cisco TelePresence Management Suite•

Cisco TelePresence Precision ã‚«ãƒ¡ãƒ©•

Cisco TelePresence Profile Series•

Cisco TelePresence SX Series•

Cisco TelePresence System EX ã‚·ãƒªãƒ¼ã‚º•

Cisco TelePresence Video Communication Serverï¼ˆVCSï¼‰•

Cisco Touch•

Cisco Video Surveillance Operations Manager•

Cisco Vision Dynamic Signage Director•

Cisco Webex Board ã‚·ãƒªãƒ¼ã‚º•

Cisco Webex Desk ã‚·ãƒªãƒ¼ã‚º•

Cisco Webex Room Navigator•

Cisco Webex Room ã‚·ãƒªãƒ¼ã‚º•



ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹

Cisco Ultra Cloud Coreï¼šã‚¢ã‚¯ã‚»ã‚¹ã�Šã‚ˆã�³ãƒ¢ãƒ“ãƒªãƒ†ã‚£ç®¡ç�†æ©Ÿèƒ½•

Cisco Ultra Cloud Core - ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ ãƒªãƒ�ã‚¸ãƒˆãƒªæ©Ÿèƒ½•

Cisco Ultra Cloud Coreï¼šãƒ�ãƒªã‚·ãƒ¼åˆ¶å¾¡æ©Ÿèƒ½•

Cisco Ultra Cloud Coreï¼šRedundancy Configuration Manager•

Cisco Ultra Cloud Coreï¼šã‚»ãƒƒã‚·ãƒ§ãƒ³ç®¡ç�†æ©Ÿèƒ½•

Cisco Ultra Cloud Coreï¼šã‚µãƒ–ã‚¹ã‚¯ãƒ©ã‚¤ãƒ� ãƒžã‚¤ã‚¯ãƒã‚µãƒ¼ãƒ“ã‚¹ 
ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£

•

ã‚·ã‚¹ã‚³ ã‚¯ãƒ©ã‚¦ãƒ‰ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹

Cisco BroadCloud•

Cisco Industrial Asset Vision•

Cisco IoT Control Center•

Cisco IoT Operations Dashboardï¼ˆIOTOCï¼‰•

Cisco Kinetic for Cities•

Cisco Registered Envelope Service•

Cisco Smart Collector - ãƒ©ã‚¤ãƒ•ã‚µã‚¤ã‚¯ãƒ«ç®¡ç�†•

Cisco Umbrella•

Cisco Unified Communications Manager Cloud•

Cisco Webex Cloud-Connected UCï¼ˆCCUCï¼‰•

å›žé�¿ç–

ã�™ã�¹ã�¦ã�®å›žé�¿ç–ã�¯ã€�è£½å“�å›ºæœ‰ã�® Cisco Bug 
ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�ã��ã‚Œã�žã‚Œã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ç‰¹å®šã�•ã‚Œã�¾ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹
Cisco Bug ID ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�ã‚·ã‚¹ã‚³ 
ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ä¸€å¼�ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚



ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�«å¯¾ã�—ã�¦æ¦‚å¿µå®Ÿè¨¼æ®µéšŽã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆ
ã‚³ãƒ¼ãƒ‰ã�Œå…¥æ‰‹å�¯èƒ½ã�§ã�‚ã‚‹ã�“ã�¨ã‚’èª�è˜ã�—ã�¦ã�„ã�¾ã�™ã€‚

å‡ºå…¸

ã�“ã�®è„†å¼±æ€§ã�¯ã€�2022 å¹´ 3 æœˆ 31 æ—¥ã�« VMware 
ã�«ã‚ˆã�£ã�¦å…¬è¡¨ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-java-spring-rce-

Zx9GUc67

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.13 è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„è£½å“�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Final 2023å¹´2æœˆ9æ—¥

1.12 ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹æƒ…å ±ã‚’æ›´æ–°ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Final
2022 å¹´ 6 æœˆ 1 

æ—¥

1.11 ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�¨ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Final
2022 å¹´ 4 æœˆ 29 

æ—¥

1.10 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim
2022 å¹´ 4 æœˆ 26 

æ—¥

1.9 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim
2022 å¹´ 4 æœˆ 21 

æ—¥

1.8 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim
2022 å¹´ 4 æœˆ 14 

æ—¥

1.7 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim
2022å¹´ 4 æœˆ 13 

æ—¥

1.6 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim
2022 å¹´ 4 æœˆ 12 

æ—¥

1.5 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim
2022 å¹´ 4 æœˆ 11 

æ—¥

1.4 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim
2022 å¹´ 4 æœˆ 7 

æ—¥

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-java-spring-rce-Zx9GUc67
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-java-spring-rce-Zx9GUc67


ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.3 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim
2022 å¹´ 4 æœˆ 6 

æ—¥

1.2 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim
2022 å¹´ 4 æœˆ 5 

æ—¥

1.1 ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim
2022 å¹´ 4 æœˆ 4 

æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Interim
2022å¹´ 4 æœˆ 1 

æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚



翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


