Cisco | dentity Services
Engined@®@®a,'af"a,caf%od, afa,'a,pa,raf a,'a,

&, Caf%oaf € a,na, faFeaFulD : cisco-saise- CVE-2022-
M edi unsor-xss-kpPRBWXY 20963

& @a...~é-«e—Y¥ : 2022-11-02 16:00

ae0eEge se-"ae—¥ : 2022-11-23 15:29

df @afa, afsasf 1.1: Find

CVSS3,'4,%4,¢: 5.4

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCwb75959

B Yore&75@«ad, a «ef...a t3@ a€HPe+e?Z3P«a, a,«aZYe-ft3OPEGZA...,a11 a4
Al
av el@

Cisco Identity Services
Engine(I SE)a@ ®Webaf™af1d, c®ic@1a,rafd ;af14af+4,58,78,' a9 ®, 18Vt €559 «a, 8, S5€ 9 9 ¥

dQ"3Q®e,TaV+e€83@ a€QeO3V"aftaf@a,na,'a@®Webaf™afa, (®ijc@1a,nafa,;af1hasf5,83a,08,
§,-8,%5%€ J@"'de®e,Ta%+txrc8aQ«a %t |a@™4,3,%afaf"4,)4,83,Ca, caffaf—aftafnas a,afrasrasry

é@"é@@é,Céf%oéf@é,ﬁé,ﬂéf350_5€06eﬂi§Q®§.fa§f3§,_5f§,§(;¢°éaééQ§§00§O%é@“"éﬁ
https://tools.cisco.com/security/center/content/Ci scoSecurityAdvisory/cisco-sa-i se-stor-xss-kpRBWXY

e028Y7" e£YA" @
&, 18Vt ecESaO ®E,8,<@£128" @

a..—é~EM 15983 @ €QPIQP"'aQ®e, TaN+xe€83€@ Cisco
ISE3@«a1+6Y;3,8953Q1hiP—3€ | 5€,39%IO—3OYAE,

a..~é~ae™, ¢, a@8e,Tal+te€83@Ec(°° Qa3 EIQ | 39,38,« Cisco
a,%af-af"3,!3,83,Ca@®afafrafia,'a@«i9rie,i¢ 39 IEQPIVaQ®3,Caf%af€a,ra 9330 ®.
ID 39 ®80°C °4,»3, 3,-3/53F°5,39.C.. 5590 —30 | 50 95O 3630 ,3€,

8, TaY/atoe€88, 49«4, 6985 9,30%30,50"50 GO ECC°° 9594, EIHYLf13"Q

Q" "3aQ®3,Caf%0af@a,na N33 @®E, 18/aaES5Q A, 8,«e£ 123" @8,»3, 8,-af83°a@«& "e%%0d @ 3



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-stor-xss-kpRBWXY
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb75959
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20963
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20963

DZEQ G-

3O "3Q®E,Ta1+REEI P« Uit AQO™I D 76Qc-3@ 3€,5,550%3€>3,"3E,
ac®xfx"a@éa,%2afaf aq, a,s84a,c

A YsAf+3f 4,15 84, CAQ @&, CAFfAf—3,°8 31435 %03,’ amos 759 ™5 <653 @« @ FEQA 4143
8, »8, Af YAfAf 14, £ &, CAf%odf @4,15,14F

3f355143, 53€83.. ¥ %03 @83 93,<3,-3,'3,%e£ 113" @ IO ®3,Caf%oaf @3, 15,953, a®52eY (s, 39 «3€.C
3,%.af2afYafa, af8af8 €3% €3, Qi9—3Q | iQQIY 39°3,3€,

50,3953, FI@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi¥%%od, i @—3 @ @3€ A¥'(C,i@—i® | é@,,é,éfiéa‘s‘éﬁéﬁéﬁéﬂé.f—éféf@é,néﬁéf%éoe
4 ®axfexe a@safrafrasaa,’

™o (EE™, ¢, 1583 €@ €@ X-aQPRE| dQ«e Te%%id @ a,EIQ | 3,3, afafaf1a, xf...d +tad@ >RECC
ID 3@ ®e©’¢°4,»3, 3,-4f83%3,3€,¢..8389—39 |3Q0QIO 3039 ,3E,

&2@ aQBI"—3Q«3@ 34,3,'3,°3,%2a3f+af"3,|4,83,Cafafafhd, i€ @I QA Q ORI —3@«a@ afafasf

Cisco First Fixed
| SE&, Y24f*af 4, 8, 84, ¢afeafaf s, |ReleaseiVs 4 Paefa€p+a, Ed @ Yaee€d~ 9 A ®aFafaf i, 'i%%o
2.61 &¥2%. €& aRafxR " G¢p AP ®afafafa, @ «c8»e{EaE,
2.7 2.7p8
3.0 3.0p72iY4 20238 28806 1Y/4%o
3.1 3.1p4
3.2 &, T&/aec859 3 @ —

1. Cisco | SE & Y28f+&f 4,13, 83, ¢af¥afafvd,1 2.4 3@ €@

8, 1Af~af 4, 14 88 CA@ ®AS 3P A TafSAFE, 4@ Ecp,8°T4@—3€ | 5,39 HIQ™IE,5Q 5B, T Vit €8T
2. Cisco

| SEAfeafeafy.d, 13.0P6a@ ®ahHaffaf af affaf@a€ afea, a, 5,'af € «3,°3,53.. ¥e%od @ efhi€83€™a¢
TAC 39«3 939,39 °3,930>39 | 3€93F3,3,73,'3f 39 —30 | 3093 30°39 ,3€,

aftaf €@a,n3,'a@®3,caffaf—a,°af-~af1uaf%oe%oé 1a@P«i@Pri@, 3@ ' 3¢ 3€€Cisco |dentity
Services Engine
A ff@afhaf afsafihd, 3@« €,a,<3,Caffaf—a,°af-af%af%od,~3,28f%08, 3€.C...80 @—3 @ | S QQIQ 3O

Product Security Incident Response TeamiVa PSIRT; &f—afaf€a, af” 8 »a, af¥afeafta £


https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/c/en/us/products/eos-eol-listing.html
https://www.cisco.com/c/en/us/products/eos-eol-listing.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/series.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/series.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/series.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/series.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/series.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/series.html

& 08f°3, -Af tAf2Ef" af -8 18 @433,
3F@afvhaf Vi%03@ € IO 3P ®3,Caf%0af 93,05, 5f 3« "2%%03 5, Ei@ 56,3, 00%31L"3O™3

4 @@L OC" " 8%AYEQ 4.~ YO ™08 "

Cisco PSIRT
4@ 83@ AEQr0e-a,Caf%odf@a,nd Nafa@«e "e%%id @8, EIQ | 3,3, Ta1+tr€88QRA @RLA"OC

2108 ..

5,-8,25,%€ 3€QIO"3O®e,Ta%+r€83,a +3'S5O—3© ! 5€,30Y3@ 3€,3€YAntonio
Lopezae°@3€ "Victor Campose’ @@ «xe,Ye-93€,59YiQ—39%I9™3E,

URL

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-stor-xss-kpRBWXY

o 1, kYo

af@afna, afsas a7 8,»8, 3, -AfSaf3| 4, af tafvaa, ¢4, &
1.1 8 Y8fYVE 18, o a9 —39NhIe—3@YaE, |ata.., Final 20228
s vs s xeaxfas i/ ] _ 2022 &
1.0 dQ@za...~é—affafasra, - Final
e—¥

d'C¢" eO¢ .,

a4, Caf%0af @ 3,03, 35€ ¢4 98 %], i90i0 10—3i0 10 0 QiwiIo—i6 3653 55¢
20e3,C %03 93,23, 3P ®%f...8 13953, 5935358, aQ®al (" 3@ -t TH™E @2 Er» QPB4 €
5QUIOYIEDS,3,"3,25€ 0e-df%0d,af¥afiafaf 3@ ®AT...4@"5,3°°4'SA 95O —3 @ «8dn%hoa> 3P —3a€
aae-3, CAf %ol 3,03, 5P @@ " "8;°81.. 40 5@ «6-CAP—3@ | &f...3 +6..94;/39® URL

3,/ CRQPCYIQ—IfQPIQ («IPB®E»(2Y%0d,, 2,9 33, 2-1IQP—3QYa 39 F€QI ' (nUIYP TR
33O ®af%oa,af¥afiafPaf d@®xf...d ta@ 3€@4,3,'3°eL13"QAQP®A, afaf%oaf| af14a,93,'3 34t


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-stor-xss-kpRBWXY

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



