Cisco | dentity Services
Enginei@®®ae0Ya taef...4 +39oP0x1%Le i€ 36,3

&, Caf%oaf € a,na, faFeaFulD : cisco-saise- CVE-2022-
M edi unfwd-WH64AhQF 20914

& @a...~é-cae—Y¥ : 2022-08-03 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 4.9

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCwb02346

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco Identity Services Engine(ISE), Y2af«af "4, |3, 88, ¢a€@ ®External RESTful
Services(ERS)APIZ@®¢&,Ta%+e€85€«3,"3,53€ 9 @& 1433, EIQYafafCafhif 3@ B@r"»2'feE...5€

3O "3Q®e,Ta%+2e€859 FEQCY%0'A®AQBOREST

API&1°8S, 5@ ®E@Za%0°5 @ 8T —é+- €85 QD> FQP—IQPUIQP™IE, 2" »2'fEE.. 5@ FEHLO?8)L"aftA]
HTTP

& @aet,d, b€QH;AO™I QIO 39« 5, SIEHIQTO®E, TaVi+eE85,'d @RI OC" AO™E 3@ &fV
VO 3 QP®e, Ta%te€83,'8 @2LIOC O™E, QIO F€Qr"»x'feE...539 FretodS'd@ERSC®
3,815,359 30 3O®e,T3%+eE853@«d %At 3O ™A, &, 1afaf 3, 4,85,¢4, Caffaf—aftafnasf a, afearasy

L EL 2 IQERENTNENR? ERER | éfaé0_é€oaeﬂié0®éfaéf3é,_é,“é,§gC°éaQéQ§éoééo%éé“"é€,
https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-i se-pwd-WH6B64AhQF

e028Y7" efA" @
&, T4/t ot §aP@®E,8,<£123" 9

8...~6~ae™,C, 15983 @ I€Qan-&f 2@ i, NafhifQPIQEL AR359+3, QP 5,3, 39 IEPT€
Identity Service Engine(ISE)3, 12434, 4,83,C3«3%:+6Y;3,4 759 3@ %3 @—3@YaE,

a..~é~ae™, ¢, 5@ 8e,Tal+r€85 @ Ec(°°Qa@-3,EIQ | 39,38,« Cisco
3,%:af-af"3,!5,83,Ca@®af a3, 59« 3QPrie, i@ | 5@ QIO "TO®E,Cif%afQ 5,05, 9536 ®.
ID 3@ ®e03¢°4,»3, 4,4f83f°5,'49,..859—39 | 50QIQ 303,35,


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-pwd-WH64AhQF
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb02346
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20914
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20914

an—éf Qe " Ya, pafrhafei9Ee " aRsa9+a,EaQ a9, d,«39«390aQTaH<A,'cCo*QPaP™a,«
ao—éf Qe %a,uaflhaf@ieEe ARSIQ 3, Ei@ | 5€,3,«393QO0IQTaQE, ¢’ QIP™E A P«IY
1. Cisco I|SE Webe®ic€@18,08f°3,;8f14af+5,83,03,' 3@ «af3,°3, 035 @—3 @43 @™aE,
2. Cisco
| SE&feafeafy.a,13.0a€53,"3€°3. 139 83€ a€@afiafar¥asa, ca,ng af’a s, afaffa, 3@—ie
[SEG@®A 3@ 3@ Qi aQ9®x%0é 13,/Ce@C¥iQP—3i@ | iQQIO 39°39,3€,
3. [Administration] > [Identity Management] > [External Identity Sources]
5, 6@ 2S739—39%IG™AE,
&, taY/srae€83, 49 «8,"89859,30°39,30 39 a9 EC(°e* Qa9 4, EaQVe£1a"§
3Q"3@®3,Caf%0af@a,n3,93f 3@ ®E, &/t 85@RAD,3,<0£153"€@3,»8, 3,-4f83F 3@ «& ~e1%0a@ 3
D7 éC-

5O"IQ®, TaVitRES IO «d %t Q™I DIQi -39 50.3,550%3€3, 3E,

a,®axfx"d@¢a,2afaf a,,a,8a,¢c

A YAf+Af A 3 83 CAQ®A, CAFfAf—3 O af-Af 1A %03, a0 7A@ ™A €5 E 9«39 FEQA AIA3

8 »A, AfYAFAF 15 £ & CAf%odf ©5,05 Y55

BFSASYE, A SA.. Y Y%od ©559 93,4, 3,15, E 13" @59 ®4,Caf%oaf 93,13, 935, 30320V (E, 59«3 .C
8, 1,8FAF¥Af YA, 885 £41403, (0 QIO—59 5O VIO 3059, 3E,

59,5033, E3QP®A 3973, 3€@4,Caffaf—a,°af-~af 1435 %03 @™5,<aft5f€@a,03, 3@« @ @3 ta@2af;af¢a
Technical Assistance

Centeri%a"TACi¥%%od,, i @—3 @ @3€ A¥'(C, 30— | é@,,é,(éﬂéﬁéf‘l‘éﬁéﬁé,1é.f—éféf@é,néﬁéf%ééc
4 ®afee " a@afrafrasaa,’

CT™MO(EaE™, ¢, 15€ 83 €@ I€Q2-iFQP®R| I «Cr°aQMAf A a1, ®f...4 +3@ R£cCCIP8IQO—IQYIE,

a1a@®I"—3€ 34,3,'3,%3,%afaf"3,]4,83,Cafafa5143,'3,(r°i@—3€ QIR I QPRI —3@ afafafha, a¢

Cisco First Fixed
| SE&, Y58 +af "4, 8, 84, taflafeafyad, Y| ReleaseiVs s ®acLa€pa,ES OYeeta"9ae®afarasa, i%a%.o

2.3 8»¥&%. @ 8, TaV/ao£85@° 3 @ —
2.41 aRafxR "¢ AP ®afafafha, @ «c8»e{EaE,
2.6 2.6P11

2.7 2.7P821Y; 20224 102608 1Y/ Y%o



https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt

Cisco First Fixed
| SE&, Voaf+af "4, 4, 88, Caf2af3af Y8, |ReleaseiVs 4 Pt a€pa, Ea Q@ YR e€d @A 9 ®AFaFfaf i, 1% %eo
3.0 3.0P6
3.1 3.1P3
1. Cisco | SE&, Voaf+af "4, |8, 83 ¢afoafaf .4, 12.45¢
8 YAf-af 4 !5 84 CAf jAf3af taf SAfea 5@ Ec,a°ta@—i@ | 5,3 Q%3O ™M€@ OB, Ta1tRE8IQ9 B/ (
2. Cisco
| SEAfeafoaf Va4, 12. TP7a@®af-affaf af affaf@a€ affa, a, a,'af a@«a, 3, Sa.. ¥Yr%nd @ efhie8ie™as
TAC 39«3 939,39 3,939°39 | 3€9afa, 3,73,'af 6@—3€ | 30O 5€°39,3€,

aftaf€@a,na,'a@®a,caffaf—a, caf-af1haf%oe%oé 1a@«3 @i, i@ | 3€ €€ Cisco ldentity

Service

Engined, fif @afaf afsafa, a@«a€,a,a,caffaf—a, caf-af1haf%od,—a,23f%o0d,'3€,¢..88 9—3@ | 3@ @a
Product Security Incident Response Teami%a' PSIRT; af—&faf€a, af” & »a af¥afeafta £

8 0dfa -aftafeaf” af-a,af @ara,’

af@afnaf 1%4%03€¢ €EQPIQ"a@®3,Caf%0af@ 3,03, 9af 3@« "e1%0a@-3,EiQ | 3€,3,20%3,"3@™3

3, @RrE£EA"OC" " a%a%<aQ "a...~ava@c™Mog;”

59 "3Q®3,C3f%05f @3, 05,95 3988% -2 2593, Fi@ | 3€,5,@,T81+2€85@®=,C" Q@ «E-CIQ™5
Cisco PSIRT 8@«a ,8€>3,%03, Ed@ | 5€,3 Q%3 €>3,"3€,

8108

5414°00 36030 3OS, 13V%+2E854 4530 —50 ' 5€,30Vi0 56,30 VFilip
Palianx°@3@«x,Ye-@3i€,39Yie—39%4aQ™MAE,

URL

https://tool s.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-i se-pwd-WHG64AhQF

o 1, kYo

af @afna, afsas s/ a,»3, a,-af8af3|a aftafvaa, ¢at a—¥a»"
T . 2022 & 8 a6 3
1.0 Q>7a..~é-afafasrna,’ | - Sa0EECC %0 oy

oA yy == \I V4
ao¢ elec,,
aeoe-3, CAf%odf 93,023,933 ¢,i8, 98 hiQP®], IQPRIQP 19—iQ iQ9 ' QP PIWIOP—31  553,55¢


https://www.cisco.com/c/en/us/products/eos-eol-listing.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/series.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/series.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/series.html
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-pwd-WH64AhQF

20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS, 3,336 20e-df%0d,af¥af;afPaf d@®AT...8@"5,'5°°3'S3 9T @ —3 @ «dn%oe> AP —3 €
aa0e8, Caf %odf € 3,13, 93P a@®e " "¢;°at..aR"'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—ICQPIQ («IPB®E»(2Y%0d,, 2,90 33, 2-1IQP—3QYa 49 FE€QI ' (nUIYP TR
3Q"aQP®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"'3°eL£13"QAQP®A, afaf%0af| 3f143,93,3 34+



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



